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Abstract. In this article, we present a new authentication protocol to solve several
drawbacks of GSM authentication protocol including: transmission overloading between
Home Location Register (HLR) and Visitor Location Register (VLR); storage overhead
in VLR; calculation overloading when authenticating a mobile user. Most importantly, a
robust and efficient secret key management scheme for home network was proposed. The
idea behind the proposed method is to introduce a simple public one-way hash function to
achieve the above requirements. In addition, the method does not only apply to the GSM
system, but also applies to other wireless communication systems.
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1. Introduction. In recent years, the roaming services provided by the Global System of
Mobile Communications (GSM) [9] has been widely popular. It has been accepted as the
worldwide wireless communication standard in over 70 countries around the world [20].
Owing to the widespread use of the GSM standard, people can easily communicate with
each other wherever they are. Although other mobile communication systems are going
to replace GSM systems, undoubtedly the number of GSM users and telecommunications
will dominate the market for a long period of time.
The astonishing market growth of GSM is inseparable from people’s lives because peo-

ple wish to communicate with others no matter where they are [12]. The wide acceptance
of GSM makes people concerned about two main security problems: authentication and
privacy [12, 14]. Authentication is the process to verify the identity of a subscriber. Only
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