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Abstract. Recently, the smart card-based authentication scheme is becoming more and
more important and functional. In 2006, Liaw et al. proposed an efficient and functional
remote user authentication scheme with smart cards. However, with the limited com-
puting capability, their scheme is not suitable for the smart cards. In order to achieve
low-computation and communication for both parties, the remote user and the server,
we will propose a new user authentication protocol with smart cards. Our authentication
scheme is only calculated through the exclusive-or operator and the nonce-based number.
It can greatly reduce the computation cost and lower the amount of communication for
both the smart card user and the server. Without any modular exponential computation,
hash function, and cryptosystems are required for the user to achieve the authentication.
It is very suitable for the resource constrained devices such as smart cards. Moreover,
our scheme also provides complete functionality for the user with smart cards.
Keywords: Authentication, Smart card

1. Introduction. Due to the rising and flourishing of computer network developments,
people are getting used to the convenience managing their daily work. Today, the applica-
tion of smart cards has become even more universal. Hence, a remote user authentication
scheme over an insecure channel has become a major interest [14,15]. Since Lamport
[1] proposed a remote authentication scheme using a password table to achieve remote
user authentication for insecure communication in 1981, many remote user authentica-
tion schemes [2-13] have been proposed to improve security, efficiency, and functionality
extensively by many scholars in recent years. However, these previous proposed schemes
are still unable to achieve lower communication and computation costs which indeed de-
pend on hash functions, exponent operations, and cryptosystems. Recently, the smart
card-based authentication scheme is becoming more and more important and functional.
With the limited computing capability, these traditional cryptosystems are not suitable
for smart cards [1-13]. In 2006, Liaw etal. [14] proposed an efficient and complete remote
user authentication scheme with smart cards. Their scheme can achieve more functional-
ity which includes: (1) the server does not require a verification table; (2) users can freely
choose their own passwords; (3) it supplies mutual authentication between the user and
the server; (4) users can update their password after the registration phase; (5) session
key agreement is generated by the user and the remote server in every session; and (6) no
time synchronization problem occurred between the user and the server [14]. However,
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