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Abstract. The development of blind detection algorithms for digital image steganog-
raphy is reviewed summarily, and a framework of blind detection system is proposed.
Under this framework, an algorithm implementation based on image multi-domain fea-
tures merging and BP (Back-Propagation) neural network is presented. A series of ex-
periments are made for four kinds of typical steganography methods of BMP images and
JPEG images respectively. Results validate that the presented algorithm is reliable and
the proposed blind detection system has higher detection accuracy and wider applicability
than some existing classical blind steganalysis methods.
Keywords: Blind steganalysis, System framework, Algorithm implementation

1. Introduction. As a new art of covert communication, the main purpose of steganog-
raphy is to convey messages secretly by concealing the existence of messages under digital
media files, while steganalysis aims at detecting and extracting secret message embedded
into cover media and transmitted through public channel. In this paper, we will focus on
the technique of image steganalysis. In general, if the analyzer can judge whether there
are secret messages hidden in images or not, we think this steganographic system has
been broken. Now, researches of steganalysis can be divided into two kinds: one is detec-
tion for special steganography methods, while another is universal blind detection. The
former assumes the fact that the analyzers have known the steganography methods used
in images, so the results of detection always are exciting, what’s more, on some cases, one
can estimate the embedding ratio of secret message. But applicabilities of these meth-
ods are narrow, for example, those steganalysis methods for LSB hiding sometimes can’t
detect PMK steganography [1] and the algorithms of Ref.[2]. Moreover, considering the
analyzer can’t always get the information about the certain hiding methods, the practi-
cability is also disappointing. By comparison, without the help of information about the
known steganography methods, universal blind detection methods can judge the existence
of secret message, so the applicability is wider and practicability is better relatively.
For image steganography, the universal blind detection always obtains some features of

images at first, then choose a classifier to classify features. Ref.[3] provided a blind detec-
tion method, which bases on proper selection of image quality metrics and multi-variant
regression analysis. Ref.[4] created a blind steganalysis algorithm based on high-order
statistical moments, namely PDF (Probability Density Function) moments, derived from
high-frequency wavelet subbands as features, and FLD (Fisher Linear Discrimination) as
the classifier. Ref.[5] adopted the nonlinear classifier, SVM (Support Vector Machine), to
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