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Abstract. This paper presents an innovative distribution protocol for accessing broad-
cast files securely on the Internet. By employing a tree-structure-based encryption, the
proposal reduces the communication overhead dramatically when transmitting digital con-
tent to receivers. Also, an ID-based public key cryptosystem is seamlessly incorporated
into our scheme to decrease the storage requirement of certifications management. Com-
pared with the currently available encryption schemes on Internet, it will be evident that
our proposal is more efficient and practical.
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1. Introduction. Today server computers are capable of providing many different ser-
vices for end users due to the vast improvement in speed and reliability of information
technology. Broadcast service is one popular applications on Internet [12,16,20,21,24,27].
Examples of popular broadcast services include daily news feeds, live multi-party confer-
encing, video transmissions, and online video games. Millions of broadcast messages are
transmitted to end users every day. Recently, users have been given the ability to upload
their self made digital videos to servers such as YouTube and share their creations with
others. If some end users are not authorized to access particular messages, senders should
protect the confidentiality of what they are broadcasting. Therefore, providing an effi-
cient method for controlling authorized access is a major security challenge for broadcast
services.
Currently, the most popular way to keep digital content private is to encrypt the original

message (plain text) with a secret information (secret key) [1,3,9,13,22,30]. After being
processed with encryption techniques, the plain text will be transformed to a confused one
(cipher text) and only authorized users can convert the cipher text to the original message,
since they have the related secret key assigned by the servers. Conversely, even though
unauthorized end users may receive each broadcast message through public mediums used
for transmission, they cannot read the confidential messages because they do not own the
specific secret key.
Appling the available security services such as IPsec (IP security) [15], SSL (Secure

Sockets Layer) [10], or TLS (Transport Layer Security) [7] to secure packets, the system
can achieve the privacy requirements when transmitting messages. In the TCP/IP model,
IPsec protocol operates at the network layer (relative to layer 3 of the OSI model) and
SSL or TLS operates from the transport layer up to the application layer (relative to
layer 4 to 7 of the OSI model). Using IPsec protocol, we can secure the Internet Protocol
(IP) communications by authenticating and encrypting each IP packet in a data stream.
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