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Abstract. This study integrates the grey data generating techniques used in grey system
theory with a hot and new cryptosystem that is believed would make new breakthroughs
in information security. The concepts of lock generation and single-double replacement
ladder are applied in our study to create a new cryptosystem. In this paper we are pre-
senting the grey system theory, our proposed approach to creating the new cryptosystem,
the cryptographic algorithms for our cryptosystem, and an illustrative example to prove
its feasibility.
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1. Introduction. The academic article entitled “Extension Set and Mutual Exclusion
Problems” [1] was published by Professor Cai, a leading Chinese scholar, in 1983. Further
studies [2-4] were conducted in 1984 by the same. Another scholar, Professor Deng,
published academic articles relating to grey system theory [7] in 1982. Further studies [8]
were initiated by the same in 1989 and were almost completed by 1994. On the basis of
references [7,8], solutions to problems can be found.

According to grey system theory, using the grey data generating methods [10,17], a
reasonable rule set can be developed from a set of disordered data. The rule set can be
applied in analyzing, predicting, and controlling the system states. This is considered
to be one of the basic applications of grey system theory. The grey system theory also
contains important and valuable encryption and decryption methods. This study attempts
to integrate grey data generating techniques with a cryptosystem that has lock generation
and a sum-difference mixed ladder. The ladder is equivalent to a set of numerical data
patterns.

The rest of this paper is ordered into five sections, namely, Section 2, 3, 4, 5, and 6.
Section 2 presents the basic definitions in grey system theory. Section 3 introduces the
required lock generation and ladder generation in our approach. Section 4 describes a
cryptosystem with lock generation and single-double replacement ladder, which contains
an encryption algorithm and a decryption algorithm. Section 5 presents an illustrative
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