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Abstract. Recently, there exist some schemes not only to localize tampered areas but
also try to remedy with a rough approximation to damaged areas. Chan and Chang (2007)
proposed a new scheme by Hamming code, which effectively detects and eliminates burst
bit errors and the recovered pixels in detailed areas can actually gain very high clarity.
In this paper, the potential weakness of the Chan-Chang scheme will be analyzed and
the experimental results will show that the security problem does exist. Therefore, in
order to benefit the excellent advantages of the Chan-Chang scheme, it is worthwhile to
propose an improved scheme based on Hamming code to enhance security. The improved
scheme not only overcomes the potential security weakness of the Chan-Chang scheme
but also takes advantage of and enhances the property of (7,4) Hamming code rule. The
experimental results show that the proposed scheme can withstand the noise-adding attack
and tampering attack. Moreover, performances of detecting and recovering are with high
accuracy and good quality. It is worthwhile to note that the ability of lossless image
remedy is analyzed under different tampered size and transmission error.
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1. Introduction. With the quick development and progress in digital techniques, the
reproduction, modification and distribution of digital multimedia become easier and eas-
ier. Of all kinds of digital multimedia, digital images are the most widespread. Therefore,
the investigations of image authentication are in great demand in this decade while image
copyright protection [20,21] is of special importance. Image authentication is a process
used to ascertain the trustworthiness of digital images. An image authentication system
uses a combination of techniques such as digital signature, digital watermarking, error
correction coding, and cryptographic hash functions to ensure the integrity of images and
verify whether it has been tampered with.
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