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Abstract. In this paper, we show that the Zhao-Liu authenticated encryption scheme is
vulnerable to a universal forgery attack. This one malicious verifier is able to use previous
signatures to forge the signer’s authenticated encryption signature on any message. Two
simple methods are presented to withstand this attack. One method also additionally
provides the convertible property in the Zhao-Liu authenticated encryption scheme, which
allows the verifier to convert the signature into an ordinary one. The converted signature
can be verified by anyone, without revealing his/her secret key.
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1. Introduction. Paper work is rapidly being replaced, as e-mail, electronic commerce
and electronic money become more widespread. Security is an important issue for such an
environment. Two basic requirements exist for network security: secrecy and authenti-
cation [1, 7, 17]. Secrecy protects sensitive data against eavesdropping and modification.
Authentication prevents forgery and unauthorized network access.

An Authenticated Encryption Scheme (AES) allows a signer to generate an authenti-
cated ciphertext such that only the designed verifier has the ability to decrypt the signed
message and verify its corresponding signature. Nyberg and Ruppel [16] first proposed
an AES, based on the discrete logarithm problem. Later, to reduce the computation
and communication cost, some schemes [10, 13, 25] were proposed. For distributing the
power of a single signing, the multi-user version of AES was motivated by the need that
arises in organizations to have a group of members who agree on a message before signing
[3, 4, 6, 8, 9, 22].

Unlike traditional digital signature schemes such as RSA [18] and DSA [15], where
one signer is allowed to generate a signature for anyone to verify. Because only the de-
signed verifier has the ability to decrypt the signed message and verifies its corresponding
signature in AES, the signer can easily repudiate the signature that he/she previously
generated. In other words, a third-party cannot play an impartial role to judge the dis-
putable signature, unless the verifier reveals his/her secret key to the third-party. After
revealing the verifier’s secret key, the third-party acts as the verifier to judge the signa-
ture. However, this method is impractical in the real world, because the secret key is
revealed.

3025


