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Abstract. In recent years, several massively multiplayer online games (MMOGs) for
peer-to-peer (P2P) networks have been proposed. In 2008, Chan, Hu, and Jiang [3] pro-
posed a hihyly efficient, secure event signature protocol (EASES) for P2P-based MMOGs.
The security of EASES is based on one-time signature keys and hash-chain keys. How-
ever, in this paper, we demonstrate that the cheat-prevention EASES protocol, introduced
by Chan et al. is vulnerable to a passive attack. As a result, an attacker, Known as an
Eve, can masquerade as a legal player to deceive other players and lead them to believe
Eve’s illegitimate actions. A simple improvement is suggested to eliminate this vulnera-
bility.
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1. Introduction. Massively Multiplayer Online Games (MMOGs) are computer games
that enable thousands of international players to simultaneously interact in a game world.
These games have rapidly gained popularity in recent years. The market researcher for
IDC [7] reported that the revenue from China’s online gaming market reached $298 million
in 2004. This was a 48 percent increase from the previous year. Revenue is expected to
quadruple by 2009, due to widespread accessibility to the Internet within the region. The
rapid growth in online gaming has created challenges in the geographical distribution of
massive players, amount of data, as well as, the heterogeneity of devices and wireless
platforms. Many studies [5, 20, 23, 25] pointed out that client/server systems do not cope
well with salability, thereby limiting the potential number of player interactions. They
are also not sufficiently robust, and can be subject to bottleneck due to their centralized
infrastructure and bandwidth. Peer-to-peer (P2P) [9, 10, 22, 24, 26] MMOGs have many
advantages over traditional server/client systems. P2P overlay approach is able to provide
network connectivity and basic network services in a self-organizing manner. It provides
a scalable, flexible and robust technology. P2P generally used for file sharing resources,
such as movies or musics, on the Internet. These applications and MMOGs communicate
on the Internet raise the security issues of authentication and authorization for the use of
resources.
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