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Abstract. Considering the performance, encrypting the transmission message by the
symmetric cryptosystem is the best choice if the session key generation problem is over-
come. Diffie-Hellman key exchange protocol gives a new direction for making session
key but is lack of the authentication property. The RSA-based public key cryptography
makes the sufficient security for the key agreement but is not suitable for wireless mobile
systems. In 2005, Sui et al. proposed an authenticated key agreement (AKA) protocol
based on the elliptic curve cryptography (ECC) for wireless mobile communication. Lu et
al. pointed out a secure defect in Sui et al.’s protocol and proposed an enhanced protocol.
Later, Chang et al. stated that Lu’s scheme is insecure and proposed an improved scheme
in 2008. We found that Chang et al.’s scheme did not satisfy the mutual authentication,
so a securer and more efficient protocol is proposed. The protocol can be applied not only
in 3GPP2 specification but also in other wireless environments.
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1. Introduction. To avoid the leak of transmission messages, using the cryptosystem to
encrypt the message is the best solution. As lots of malicious people snoop the network
for the valuable data, therefore we should protect the transmission data over networks.
Asymmetric cryptography provides a good protection but it is inefficient due to the com-
putations of the exponentiation, especially for the mobile devices. On the contrary, the

5249


