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Abstract. The concept of batch verifying multiple RSA digital signatures is to find a
method that multiple digital signatures can be verified simultaneously in only one expo-
nential operation time. In this article, we proposed a new batch verifying multiple RSA
digital signatures scheme. The main contribution of the proposed scheme is that it can
easily discover where the signature-verification fault is located without re-verifying all in-
dividual signatures separately.
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1. Introduction. In 1978, Rivest, Shamir and Adleman proposed a famous asymmetric
cryptosystem named RSA [26] which included four main characteristics: user authen-
tication, confidentiality, integrity, and non-repudiation. It can protect the transaction
information which can be safely transmitted and avoid the problems of tampering or
usurped the information over the network [12, 13, 14, 15]. In addition, it also solved the
requirement of user authentication and communication security on networking environ-
ments [16, 17, 18, 19, 20, 21, 23, 24].

RSA utilized two different keys to perform encryption and decryption, the public key
(e) and the private key (d), respectively. In RSA signature mechanism, both the signer
and receiver have the private key and public key of itself own [6, 7, 11, 16, 17, 27, 28, 29].
First of all, the signer used personal private key to sign documents Mi (where i = 1 to
t) and generated t signatures when the signing process is completed. Then, the signer
transmitted t documents and signatures Si (where i = 1 to t and Si = Md

i ) to receiver.
After receiving these documents and signatures, the receiver used signer’s public key to
verify each of these t signatures one by one and checks whether Mi

?
= Se

i holds or not.
During authentication and verification phase, it will reduce the computer host’s processing
ability because it needs to consume a large amount of exponential computation time.
Therefore, the concept of batch verifying multiple RSA digital signatures is to find a
method that can efficiently improve the performance of verifying multiple RSA digital
signatures.
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