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Abstract. In 2009, Yang and Chang proposed an ID-based remote mutual authenti-
cation with key agreement scheme on elliptic curve cryptosystem (ECC). Based upon
ID-based concept, Yang and Chang scheme (YC scheme) does not require additional
computations for certificate and is not constructed by bilinear-pairings, which is an ex-
pensive operation on elliptic curve. In addition, YC scheme not only provides mutual
authentication but also supports a session key agreement between the user and the server.
Therefore, YC scheme is more efficient and practical than the related works. However, we
find that YC scheme not only is vulnerable to an impersonation attack but also does not
provide perfect forward secrecy in spite of efforts to perform mutual authentication and
session key agreement between the user and the remote server and reduce the computa-
tional costs than the related works. Therefore, this paper proposes an improved ID-based
remote mutual authentication with key agreement scheme for mobile devices based on
ECC. Compared with YC scheme, the proposed scheme is more secure, efficient and
practical for mobile devices because the proposed scheme not only eliminates the security
flaws of YC scheme but also reduces the computational costs between the user and the
server.
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1. Introduction. Mobile devices (e.g., cell phone, PDA and notebook PC) have gained
increasingly popularity due to their portability nature [1]. People use these small mobile
devices to accomplish the electronic transactions anytime and anywhere. Accordingly, it
makes human life more convenient. Various electronic transaction applications, such as
on-line shopping, Internet banking and pay-TV, are accomplished on Internet or wireless
networks. Therefore, secure remote user authentication over insecure communication
channels is an important issue for the fair transaction [2-28].

Recently, various authentication schemes based on elliptic curve cryptosystem (ECC)
[29-34] are proposed to resolve the time-consuming computation problem such as modular
exponentiation of traditional public-key cryptosystems (PKC) [35, 36] and the limited
problem of computation ability and battery capacity of mobile devices. Generally, the
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