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ABSTRACT. Snapshot query can provide a clean copy for restoration in replication sys-
tem. Current backup techniques produce large volume of backup data. Up till now, there
was no efficient indexing method to retrieve a snapshot from updating log in block-level
replication system. In this paper, we present a novel indexing method that is capable of
querying any version of historical snapshot without introducing additional backup oper-
ations. A detailed mathematical model is used to analyze the complexity of our imple-
mentation. Under the guide of mathematical analysis, we present Hierarchical Clustering
Snapshot Indexing Method (HCSIM). HCSIM includes snapshot query algorithm, version
deleting rules and concurrency control policy. FExtensive experiments have been carried
out to show that the new indexing method can support snapshot query at low cost, both
in theory and practice. Performance evaluation of the novel indexing method indicates
that the implementation is optimal in current snapshot indexing methods.
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1. Introduction. Data corruption is an important issue for organizations in face of all
kinds of failures and disasters, such as man-made errors, virus attacks, firmware malfunc-
tions and even site failures [1]. Many data protection techniques have been proposed,
such as multi-version file system [2,3], snapshot-based backup techniques [4,5], and even
Continuous Data Protection (CDP) [6-8]. The common replication methods are Copy-
On-Write (COW), Redirect-On-Write (ROW) and writing stream duplications. These
techniques can reduce the lost data, compared with traditional backup methods [9], and
decrease the value of RPO (Recovery Point Objective). Some of these techniques can even
provide 24x7 High Availability (HA) service for critical business. But all of them will
produce large volume size of backup data in the long lived context. If there was no efficient
indexing method to support data resiliency, the backup data would be unrecoverable and
meaningless for HA service. Data resiliency needs to restore backup data correctly and
efficiently. A fundamental requirement is to retrieve a latest clean copy from the backup
data for restoration. Block-level replication techniques are widely concerned in recent
publications [6-10]. They use updating log to store the changed blocks continuously or
periodically. The recovery process is first to find the latest available full snapshot and
apply the changes in the updating log in redo or undo sequence. In the study of [11],
snapshot was even introduced into TRAP CDP log for robustness, and [12] further com-
bined event knowledge database with each clean copy record and restored the corrupted
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