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Abstract. This paper proposes a hybrid methodology for constructing a real-time sys-
tem for verifying handwritten signatures, collected using a digitizing tablet. The suggested
technique has the advantage of offering a three-phase flexible architecture that can be ro-
bustly modified to accommodate different degrees of security. The first (introductory)
phase is an online approach that is aimed to be an initial bottleneck for the verification
process so that simple forgeries are quickly filtered out. The second (main) phase uses
a combination of neural networks and linear predictive coding to construct a majority
voting committee in a pattern recognition context to decide on the authenticity of the sig-
natures that passed the first phase of the verification process. The third (optional) phase
of the system encapsulates real-time data features into a set of stationary image frames
suitable for offline processing. This phase is only required if the second phase fails to give
a conclusive verdict whether a questionable signature is authentic or forged. Consistency
checking is performed prior to enrolling signatures in the database via collecting 10 sig-
natures from each signer and then retaining only the best six that correspond to the best
fit, regarding the average total signing time and the binary pattern of the pen movements.
Eight features were used in the implementation of the system, resulting in a 2.9% for the
false acceptance rate and 8.8% for the false rejection rate.
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1. Introduction. Automatic signature verification has been the subject of considerable
research in recent years. This was perhaps motivated by the lack of security for password-
based identification techniques that can sometimes be lost, stolen, cracked, or simply
forgotten. Biometrics, the science of measuring and analyzing the human body for iden-
tity verification, relies on the physical aspects and biological attributes that characterize
persons and differentiate them from each other. Among the features and physical as-
pects used in biometric identification are face recognition, speech recognition, fingerprint
identification, retina and iris scans, DNA analysis and signature recognition. In this pa-
per, signature recognition is used to build a secure human identification system. This
particular choice is because handwritten signatures are, most probably, entirely unique,
subconscious and extremely individualistic; thus representing a permanent part of a per-
son’s physiology.

Over the course of time, people tend to master handwritten signatures that reflect their
unique individual styles, size and dexterity of their fingers, the way they hold the writing
instrument, their postures, etc. This makes signature verification an ideal tool for appli-
cations requiring moderately high level of security. Credit card transactions, Ecommerce
and computers logons fall into these applications [1]. In addition, and compared with
other biometric technologies, signature verification is less invasive to privacy as it does
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