
International Journal of Innovative
Computing, Information and Control ICIC International c⃝2011 ISSN 1349-4198
Volume 7, Number 6, June 2011 pp. 3419–3435

HIDING DATA IN TRIANGLE MESHES BY REARRANGING
REPRESENTATION ORDER

I-Ling Chung1,2, Chang-Min Chou2 and Din-Chang Tseng1,∗

1Institute of Computer Science and Information Engineering
National Central University

No.300, Jungda Rd., Jhongli City, Taoyuan 32001, Taiwan
ling@cyu.edu.tw; ∗Corresponding author: tsengdc@ip.csie.ncu.edu.tw

2Department of Electronic Engineering
Ching Yun University

No.229 Cheng-Shing Rd., Jhongli City, Taoyuan 32021, Taiwan
changmin@cyu.edu.tw

Received January 2010; revised July 2010

Abstract. This work presents a high-capacity scheme for embedding messages in tri-
angle meshes by rearranging the vertex and face representation information in a mesh
file. The main advantage of embedding messages in the representation domain is that
the visual effect of the embedded models is identical to that of the original ones. In this
paper, a vertex rearrangement scheme and a face rearrangement scheme for embedding
messages are developed. After rearrangement, the secret messages are embedded in the
new indices of vertices and faces of the host model. Moreover, the face rearrangement
embedding scheme is integrated with a face formation type rearrangement scheme to in-
crease embedding capacity. For a model with n vertices, the proposed method can yield
an embedding capacity of approximately 3lgn bits per vertex. The bit-per-vertex (bpv)
embedding capacity increases with the size of the mesh. The proposed method is robust
against similarity transformations such as translation, rotation and uniform resizing. At
last, a security enhancement algorithm is proposed to prevent malicious attackers retriev-
ing the embedded information using a brute force method. Experimental results show that
the proposed method is a high-capacity data-hiding approach without distortion.
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1. Introduction. Two techniques, cryptography and data embedding, are typically uti-
lized for protecting digital materials from being accessed, duplicated and modified. Cryp-
tographic methods protect the secret data using encryption schemes. However, the en-
crypted codes can become disordered and may attract the attention of malicious users
intend on attacks. Data embedding methods embed secret data into host media for var-
ious application purposes such as copyright protection, media authentication, and data
hiding.

Based on the application purposes, data-embedding techniques can be classified as ro-
bust watermarking, fragile watermarking, and data-hiding schemes. Robust watermarking
schemes are generally used for copyright protection. Embedded watermarks should resist
malicious attacks such as translation, rotation, scaling, cropping, smoothing, simplifica-
tion and re-sampling. Fragile watermarking schemes are typically employed for checking
integrity and media authentication. These embedded watermarks should be sufficiently
sensitive to identify any small change to the embedded model. The embedding capac-
ity is not a main issue for both robust and fragile watermarking schemes. Data-hiding
schemes, also known as steganography, hide a secret message (payload) in another (cover
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