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Abstract. This paper proposes a fast multi-cipher transformation (FMCT) scheme
which enables a cryptosystem to employ multiple cipher algorithms concurrently and
efficiently in a session of communication. A file can be encrypted by different cipher
algorithms with diverse parameters through FMCT. We prove that a cryptosystem based
on FMCT is reversible, flexible, workable and applicable in modern secure protocols. For
high throughput applications based on FMCT cryptosystem, a multi-core scheduling algo-
rithm is also proposed. Since this scheduling algorithm spans a lot of FPGA configuration
files from base cipher algorithms, even if the number of base cipher algorithms is lim-
ited, a lot of configurations of cipher suits can be generated for cipher change protocol in
different session of communications. Therefore, the frequency of the usage of a certain
cipher algorithm is effectively reduced. No doubt, this is an alternative way to promote
higher security in modern secure protocols.
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1. Introduction. Multi-cipher [1] and multi-mode [2] schemes are employed to strengthen
the secret-key ciphers in SSL and IPsec. A multi-cipher cryptosystem is able to delete
broken algorithms or add new algorithms, and it can use a different secret-key cipher in
a different session of communication. Since the cipher algorithms are not used simulta-
neously, the FPGA devices are recommended [3] to implement the supporting hardware
accelerators for reconfigurability and resource efficiency [4]. Multi-mode operation refers
to a cryptosystem in which secret-key ciphers are employed with different operation modes,
such as electronic codebook (ECB), cipher block chaining (CBC), cipher feedback (CFB),
output feedback (OFB) and counter (CTR). Except for the ECB mode, each mode needs
an initialization vector (IV).

Although current secure protocols are flexible to change cipher algorithms and op-
eration modes, most of the supporting hardware accelerators only perform one cipher
algorithm and one operation mode in a session of communication. If we can download
all the different hardware accelerators for different sessions of communications into a re-
configurable device at a time, the switching overhead of cipher change operation can be
reduced. Since each hardware accelerator is designed for a specific cipher algorithm with
its operation mode, when a group of accelerators coexist, it requires a suitable scheduling
algorithm to make them cooperate efficiently. There has been hardly any work which can
process multiple cipher algorithms at one time with diverse parameters, such as operation
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