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ABSTRACT. Recently, a reversible secret sharing scheme has been developed for encrypt-
ing a secret image in a set of camouflage images. The key advantage lies in that both the
secret and cover images can be accurately reconstructed during decryption. This paper
proposes a high capacity data hiding scheme integrated in reversible secret sharing. In se-
cret sharing, some extra confidential data are also hidden in camouflage images by means
of a double module mechanism. As a multilevel histogram shifting strategy is employed,
a high capacity can be achieved. In the decoder, not only the cover and secret images but
also the confidential data can be perfectly recovered. The confidential data can be some
affiliated information of the secret image or for validity authentication. FExperimental
results demonstrate the effectiveness of the proposed method.
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1. Introduction. Secret sharing plays an important role in data encryption. In [1],
Shamir et al. proposed a (r, n)-threshold prototype based on Lagrange polynomial in-
terpolation. In this model, the secret data are encrypted into n shares. If r or more
than r shares are polled, the secret can be decrypted. Otherwise, if r — 1 or fewer shares
are collected, no meaningful information can be revealed. In [2], Thien et al. extended
Shamir’s model into image secret sharing, i.e., hiding a secret image in a set of noise-
like shadow images. Visual cryptography [3] is another useful technique for image secret
sharing. It employs the properties of human visual system and thus maintains the advan-
tage that the secret content can be viewed via stacking a qualified set of shadow images.
This stack-to-see mechanism makes it applicable in the applications where no computer
is aided.

Besides secret sharing, data hiding [4,9,10] is also widely used in multimedia security.
There are many data hiding methodologies in the form of diverse algorithms. Many activ-
ities aiming at improving the overall hiding performance are currently ongoing. In recent
years, researchers have paid much attention to lossless data hiding; i.e., both the confi-
dential data and the host image can be accurately recovered in the decoder. Therefore,
it is useful in the applications where the host images (e.g., military maps, remote sensing
images, medical images, digitalized art pictures) are required to be exactly reconstructed.
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