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Abstract. Anonymization on relational data to protect privacy against re-identification
attacks has been studied extensively in recent years. The problem has been shown to be
NP-hard and several heuristic and approximation algorithms have been proposed. How-
ever, many published data exist in set-valued format (e.g., transactional, search query
and recommendation data), but their anonymization techniques have not been well stud-
ied. Previous work [1] proposed borrowing suppression-based approximation algorithms
on relational data and the concept of flipping to achieve O(k ∗ log k) k-anonymity ap-
proximation on set-valued data in two phases. In this work, we propose a new approach
to anonymize set-valued data in one single phase. The proposed approach is based on di-
rect estimation of minimal number of addition and deletion operations and without using
the suppression technique. We show that the proposed approach can achieve O(log k)-
approximation solution to k-anonymity on set-valued data. Experimental results also
demonstrate that the proposed algorithms require less number of addition/deletion oper-
ations as well as information loss on both real world and synthetic data sets, compared
with previous approach.
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1. Introduction. Recent publishing of market-based data, recommendation data and
search query log data for public analyses in pursuit of better system design, service, and
improving overall quality of search has posed certain privacy issues such as re-identification
attack. In order to protect privacy of users against different types of attacks, data should
be anonymized before they are published.

Current practices to protect user privacy from published data include: (1) removing all
identifiable personal information such as names and social security numbers, (2) limiting
access, (3) “fuzzing” the data, (4) eliminating unnecessary groupings and (5) augmenting
with additional data, etc. However, it is still easy for an attacker to identify the target by
performing different kinds of structural, non-structural and linking attacks. Let us con-
sider the following examples of re-identification attack on relational data and transactional
data.

For published relational data, a well-known example is that an attacker can re-identify
Massachusetts governor’s identity from a de-identified (name and social security number
removed) patient data of state employees. By a simple “linking” of the patient data
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