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Abstract. After the world’s largest retailer, Wal-Mart, has implemented RFID (Radio
Frequency Identification), the global suppliers are actively devoted to EPC (Electronic
Product Code) research and development. Since RFID has advantages of a long life,
safe and free from environmental constraints, RFID EPC can achieve benefits such as
saving manpower costs, expressing logistics management, reducing man-made orders and
decreasing excess inventory. The paper is to explore the security issues of the RFID EPC
Class 1 Generation 2. RFID transmits information wirelessly, therefore, information can
be captured. In order to protect data privacy, many scholars have proposed their own ways
to improve. This paper has extended the scheme of Duc et al., and made a more efficient
version.
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1. Introduction.

1.1. RFID introduction. RFID is a tiny electronic tag attached to the items. By
radio identification technology, RFID system can identify electronic tag and send data
to the back-end host to achieve tracking, verification and control [7]. It is a non-contact
automatic identification technology.

RFID system consists of three parts:

• Tag: used to store information on electronic merchandise.

• Reader: used to read electronic tags by using RF signals so that reader does not
require making contact with tags to read. Reader connected with the computer will
read the information of tag, and sends information back to the back-end host for
identification and the follow-up treatment.

• Back-end server: used to process the information sent by reader and verify the
legitimacy of tag.

The architecture can refer to Figure 1.
RFID tag can be divided into three categories in accordance with its own power supply:

• Active tag: This tag itself powered by a battery that can repeat read/write with
memory more than 1MB and has long transmission distance. The disadvantage is
bulky, and the batteries need to be replaced and are very expensive.
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