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ABSTRACT. This paper proposes a method of secret image sharing by applying the Mod-
wlus Function. Initially, cover images are partitioned into four-pizel blocks. The sum
value of bits that are not used to embed secret data is calculated for each four-pizel
block. The range of all possible sum values is segmented to some sections in advance,
and each section has its own representation value. Once the calculated sum value falls
into a certain section, the representation value of this section is used to produce shadow
data. Following this, the produced shadow data are embedded into a four-pizel block by
using the Modulus Function. In the recovery phase, both the representation value and
the shadow data are required. Howewver, it is quite possible that the representation value
has been changed owing to the modification of the sum value when embedding by using
the Modulus Function. In this case, the pizels are modified to draw their sum value back
to the original section. According to the experimental results, stego-images produced by
the proposed method have better image quality than those produced by related works.
Keywords: Image sharing, (¢,n) threshold scheme, Modulus function

1. Introduction. To maintain secrecy and security of digital data traveling over the
internet, data are encrypted by using one or more of several data encryption methods.
Commonly, secret data are encrypted to ciphertext with a secret key and only the legal
user, with the secret key, can decrypt the ciphertext back to the secret data. After
that, digital signature schemes and digital multi-signature schemes [10] become popular
research areas. The legal user signs a document with his/her private key (secret key)
and the signed data can be authenticated by using the legal user’s public key. It goes
without saying that the secret key must be protected from illegal users. However, it
is very likely that a careless person may lose his/her secret key. In order to prevent the
secret, key from being leaked by a person, a method is proposed to accomplish safe-keeping
and distribution in the cryptographic system. This method partitions the secret key into
shadows, which are distributed to legal users. In this way, the secret key is no longer kept
by only one person.

In 1979, Shamir [5] proposed a (¢,n) threshold scheme that divided a secret key into
n key shadows. The n key shadows were distributed to n participants. Any t of n
participants could reconstruct the secret key. If the number of participants was less than
t, no information concerning the secret key was revealed through those participants. In
recent years, a lot of research has been focused on improving the security and application
of the (¢,n) threshold scheme [2,11,14]. Since Shamir’s (,n) threshold scheme can be
used to perform secret sharing, it can also be applied to image sharing. In 2002, Thien
and Lin first applied a (¢,n) threshold scheme to images to allow secure image sharing
[6]. However, the appearance of the shadow images was sequences of meaningless codes.
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This gave grabbers reasonable doubt that meaningless codes contained valuable data. To
overcome this problem, data hiding [13] has been brought to this area to fool grabbers
out of perceiving the existence of secret data.

In 2004, Lin and Tsai brought the concept of data hiding to image sharing [4]. Sub-
sequently, many papers were produced concerning this topic [3,8,12]. To increase the
quality of shadow images, in 2007, Yang et al. proposed their secret image sharing [12]
by treating the bits, which were not used to embed shadow data, as an input of proce-
dures to produce shadow data. Then, the produced shadow data are embedded to the
least-significant bits of pixels. After that, in 2008, Chang et al. [3] proposed their secret
image sharing by modifying Yang et al.’s method. Their method not only changed the
bit locations used to produce shadow data but also rearranged the embedding positions
of shadow data. Moreover, the authentication data were produced by using the Chinese
Remainder Theorem and XOR operators. According to Chang et al.’s experimental re-
sults, the proposed method had high authentication ability and the stego-images had low
degradation.

However, the above methods hid shadow data by using least-significant bit (LSB) re-
placement. In the area of data hiding, LSB replacement causes greatest damage to cover
images [1,9], although some methods have been proposed to alleviate this degradation.
Following on from this, Thien and Lin [7] proposed their hiding technique by using the
Modulus Function to further improve the quality of stego-images. In this paper, the
proposed method brings the Modulus Function to image sharing to further reduce the
degradation of cover images. However, there is a problem when the Modulus Function
is involved. The process of the Modulus Function has the possibility of modifying the
unused bits of the cover pixels. Note that the shadow data are derived from those unused
bits of the cover pixels. If they are modified, the secret image cannot be recovered. In
order to solve this problem, the sum value of the unused bits is calculated first. The range
of all possible sum values is segmented to some sections in advance, and each section has
its own representation value. When a sum value falls in a certain section, the representa-
tion value of this section is involved to produce shadow data. In this way, the Modulus
Function can be used to embed shadow data to cover images freely.

The rest of this paper is organized as follows. To begin with, in Section 2, we review
the related works. Then, we continue to present our method in Section 3. In Section 4,
we demonstrate our experimental results to show the effectiveness of our new method.
Finally, the conclusions are given in Section 5.

2. Related Work. In this section, two related methods are introduced. The first sub-
section illustrates how to use Chang et al.’s method to share a secret image. The second
subsection demonstrates the image hiding scheme based on the Modulus Function.

2.1. Chang et al.’s image sharing method. The purpose of image sharing is to share
a secret image to n cover images to form n stego-images. Any t of n stego-images can
reconstruct the secret image. No information concerning the secret image is revealed
through stego-images if the number of cooperating stego-images is less than ¢. To achieve
this goal, Chang et al.’s method first partitions each cover image into four-pixel blocks,
and the secret image is also divided into blocks with ¢ pixels in each block. Each secret
block is assigned sequentially to one four-pixel block. This way, the i-th block of each
cover image is related to the i-th secret block, and each secret block can be shared with
its related cover blocks as follows. First of all, the (¢ — 1)-degree polynomial function
should be generated. Chang et al. generated their (¢ — 1)-degree polynomial function as
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Formula (1).
f(:l:) = a9 +a1x + a2:r:2 +...+ at_lmt_l mod P, (1)

where (ag, a1, ..., a;_1) are t grayscale values of a secret block and P is a prime number.
In the next step, the shadow data are produced by feeding an input to the (¢ — 1)-degree
polynomial function. In Chang et al.’s method, the input of Formula (1) comes from the
five most-significant bits of the first pixel in a four-pixel block. That is (pgg, pgg, pgg, p&;,

pgg) in Figure 1. Since the shadow data have been obtained, we go on to embed them by

using Chang et al.’s method. Before going further, some notations related to four-pixel
blocks should be illustrated. First of all, 1) represents the i-th cover image among all
n cover images. Each cover image is partitioned into four-pixel non-overlapping blocks.
The notation B((;)) is used to denote the j-th four-pixel block in the i-th cover image. Each

four-pixel block contains four pixels, P(), P} P®) and P®*). The binary representation

of the k-th pixel of a four-pixel block is (pglf)), pg), pg)), pgi)), pglg)), pglg)), pgl;)), pgg))), where k

—~ T~ —

is in the range from 1 to 4. The binary symbol p Ig)) is denoted as the LSB bit of the pixel

pP®).

The binary representation of the shadow data is (sq, ss, ..., sg). Chang et al.’s method
embeds the shadow data into two bits of each pixel in a four-pixel block. After embedding
the shadow data to the cover images, the stego-images can be obtained. The symbol [

is used to denote the i-th stego-image. Similarly, the symbol B((;)) represents the j-th four-
pixel block in the i-th stego-image. To be authenticated, extra bits are needed to embed
as authentication data. Chang et al’s method reserved four bits to keep the authentication
data. The reserved bit positions are located at A;, As, A3 and A, as shown in Figure
1. To produce four authentication bits, Chang et al. first set the bits used to embed
four authentication bits as 0; those modified four pixels are then used to produce a large
number by using the Chinese Remainder Theorem. Next, the XOR operator is applied to
the large number to produce four authentication bits A;, A, A3 and A4. The relationship

between these notations is shown in Figure 1.
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In the recovery phase, the first step extracts the shadow data and the five most-
significant bits from each four-pixel block. By referring to two kinds of data extracted
from the cover images, the original (¢ — 1)-degree polynomial function can be rebuilt by
using Largrange Interpolation. Since the polynomial function can be obtained, the coef-
ficients of the polynomial function can be known, that is, (ag, a1, ..., a;_1). Note that
(ag, ay, ..., a;_1) are the grayscale values of the secret pixels in a secret block.

An example is given in Figure 2 to illustrate Chang et al.’s method. There are two
important points that should be noticed. First, the shadow data (207) is produced from
the five most-significant bits of the first pixel. Therefore, those bits cannot be modified
when embedding the shadow data to this four-pixel block. Otherwise, the original (¢ —1)-
degree polynomial function cannot be rebuilt, and secret pixels cannot be recovered. The
second point is the manner of embedding in Chang et al.’s method. The second and
the third shadow data (000); and (110), are embedded in two cover pixels (127);5 and
(192)5 by using LSB replacement. However, LSB replacement causes the greatest damage
to cover images. In the following sections, we try to improve the quality by using the
Modulus Function.

Cover Image I
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FIGURE 2. An example of Chang et al.’s method

2.2. Thien and Lin’s image hiding scheme. In 2003, Thien and Lin [7] proposed
an image hiding scheme based on the Modulus Function. To describe Thien and Lin’s
method, we assume that a secret value s with k-bit length is going to be embedded into
a cover pixel with value y. The final purpose of Thien and Lin’s method is to modify the
grayscale pixel y to § such that § mod 2% = s. Moreover, the modified pixel § should
be the closest value to the original pixel ¥y among all possible values. In Thien and Lin’s
method, the difference value d is computed first by using the following equation:

d = s — (y mod 2). (2)

The difference value can be further modified so that § becomes closer to y. The way to
modify the difference value is shown below.
) =a= (=)
) <d

d if (|25 d <
<(2 =) ®)

d=< d+2% if ((=2F+1)

12 i ([252) <o

IN
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FIGURE 3. An example of Thien and Lin’s method

Finally, the modified value § can be obtained by adding the modified difference value
d' to the original grayscale pixel y.
g=d+y. (4)
An example is given below to demonstrate Thien and Lin’s method. The value of k is
set as 3, indicating that three secret bits are going to be embedded into a grayscale pixel.
In Figure 3(a), the value of the original host pixel y is assumed to be (127);9, and the
value of 3-bit secret pixel s is (0)19. The binary representations of the host pixel and the
secret pixel are (01111111), and (000)s, respectively. If the LSB replacement is applied,
the final result is (01111000); whose decimal value is (120);. However, by using the
Modulus Function, the value of the stego pixel ¢ is 128, with the binary representation
being (10000000)5. The three least-significant bits of two modifications are equal to secret
data (000),. That means secret data can be obtained from two modifications. However,

(128)4 is closer to (127);9 comparing with (120)19. Another example is shown in Figure
3(b).

3. The Proposed Method. In this section, the Modulus Function is involved to reduce
the degradation of the cover images. Before going further, let us describe the key fea-
tures and important advantages compared with other methods. Although there are many
methods proposed to do secret image sharing, these methods embedded the data by using
the LSB replacement method. For example, Yang et al.’s method [12] and Chang et al.’s
method [3] used different methods to produce sharing data and authentication data. How-
ever, both methods embedded those data by using the LSB replacement method. If the
secret image sharing methods embed their data by using the LSB replacement method,
it can be guaranteed that applying the proposed method on them can further reduce the
degradation. This is the important advantages of the proposed method. The original
way of producing authentication data in Yang et al.’s and Chang et al.’s methods can be
retained. For this reason, there is no description about producing authentication data in
the following paragraphs.

However, the Modulus Function cannot be applied to secret image sharing directly. The
reason is that the Modulus Function may modify the unused bits which are used to be
an input of Formula (1). In the example in Figure 2, the value of the first pixel is (132)0
and its binary representation is (10000100)s. The five most-significant bits of the first
pixel is (16)19. We assume that the 3-bit secret data is (000),. By applying the Modulus
Function, the final result is (136),9 and its binary representation is (10001000),. The five
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most-significant bits of the first pixel have been changed to (17);o. It goes without saying
that the secret pixels cannot be recovered through the modified pixel.

This paper attempts to eliminate the influence of the above problem. The proposed
method partitions the bits in a pixel into two parts. One part represents the bits used
to embed data while the other part is the remaining bits. The second part is named as
Unused Bits, as shown in Figure 4. The part, Unused Bits, is not used for embedding
purposes. There is an important point that should be described in this stage. The
maximum absolute difference value of Unused Bits between the original pixel and the
embedded pixel is 1. The reason is that Formula (3) will make the distance value d' which
denotes the distance between the original pixel and the embedded pixel in the range from
— 21| to 2], If the value of k is set as 3, then the distance value is in the range
from —3 to 4. If the value of Unused Bits is modified more than two, the modification
quantity of a pixel should be larger than 8. However, this is impossible, because once the
modification quantity of a pixel is larger than 8, Formula (3) will modify it to the range
from —3 to 4. Therefore, we can be sure that distance values of Unused Bits between
the original pixel and the embedded pixel may be 1, 0 or —1. This concept drives us to
sum up all Unused Bits of the four pixels. Therefore, the proposed method generates
the input z of the (¢ — 1)-degree polynomial function as follows.

p= 3 (PO 1) (5)

=1

where £ is the number of bits used to embed shadow data and authentication data for each
pixel. The symbol P® is the i-th pixel in a four-pixel block as described in Section 2.1.
The operator > indicates a right shift operator. The shadow data can be produced by
feeding the value calculated by Formula (5) into the (¢ — 1)-degree polynomial function.
The shadow data are then embedded into the four-pixel block by using the Modulus
Function. The procedures are shown in Figure 4.
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FIGURE 4. Procedures of the proposed method

The bits denoted as 0 in Figure 4 are reserved for authentication data. In the example
in Figure 4, we can see that the second and the third shadow data (000), and (110), are
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embedded into two cover pixels (127);9 and (192),9, as the example in Figure 2. The
final results are (128);5 and (190);9, by using the proposed method. It is easy to see that
these two results are closer to the two original pixels (127);5 and (192);0 than the pixels
produced by using a LSB replacement.

In the reconstruction phase, if the total sum of Unused Bits is the same as the original
one, it is guaranteed that the secret data can be recovered successfully, just as in the
example in Figure 5.

Stego-image io
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A119( 24| 3bits |23 3

Ii.\lruli Data

58, 140
8, ) [econstruct
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A
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FI1GURE 5. The secret reconstructing phase

(56, 191)

However, this case may not happen all the time. The total sum value of Unused Bits
is changed randomly after embedding shadow data by using the Modulus Function. To
handle this case, the range of all possible sum values is segmented into sections in advance.
One value is selected to represent each section. When a sum value falls in a section, the
representation value of this section is taken as an input of the (¢ — 1)-degree polynomial
function to produce shadow data. In the proposed method, each section contains four
values, and the representation value of each section can be calculated according to the
formula below.

7 =z — (xr mod 4), (6)

where z is the sum value from Formula (5), and T is the representation value for z.
Although the range of possible sum values is segmented into some sections, the sum value
still has a chance to move to another section after embedding the shadow data. An
example is illustrated in Figure 6. Note that ¥, T 4+ 1, ¥ + 2 and T + 3 are in the same
section, but T + 4 is in another section; assuming that the sum value is T + 3 after using
Formula (5). According to Formula (6), the representation value is Z. Therefore, the
representation value is fed into the (¢ — 1)-degree polynomial function to produce the
shadow data. Then, the shadow data is embedded back to the four-pixel block by using
the Modulus Function.

Unfortunately, assume that the sum value of the embedded four-pixel block is T + 4
which belongs to another section. In the recovery phase, the secret data cannot be recov-
ered by using the error representation value. Under this case, the additional procedures
are needed to draw the sum value back to the original section. First of all, it assumes
that the sum value after embedding the shadow data is . The distance x4 between & and
the margin of the section is calculated from:

0 if (x> 2) = (&> 2)),
wg= &~ @+3) if (((z>2)=(2>2)) and (7> 2)), (7)
Pz if (2> 2)=(i>2)and (& <uz)).
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Once knowing the distance x4, the sum value that comes from the embedded pixels
can be adjusted according to the distance value. The adjusting procedures try to modify
pixels to make the degradation as little as possible. The modified pixel P’ for each pixel
in the four-pixel block can be calculated according Formula (8):

(((p(i) > k) - 1) < k) + (P(i) mod 2’“) if (zg > 1),

e (((P9 > k) +1) < k) + (PO mod 2¢) if (q < 1).

(8)

where P is the i-th pixel in a four-pixel block after embedding the shadow data by using
the Modulus Function. For each pixel, the distance between P'® and original pixel P
is calculated. The minimal distance is the winner and its pixel value P® will be replaced
with P'). The sum value is now one step closer to the original section. The procedures
above are performed x4 times, until the sum value is finally drawn back to the original
section.

4. Experimental Results. In this section, the experimental results of the proposed
method are demonstrated. For comparison, Yang et al.’s and Chang et al.’s experimental
results are also shown in this section. In the experiments, the secret image was Plane
shown in Figure 7(d) with size of 128 x 128 pixels. Three cover images with size of 256
X 256 pixels were shown in Figures 7(a)-7(c). They were Lena, Pepper and Barb.
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Three different cover images were used to perform secret image sharing. In other
words, the secret image was shared among three cover images, and with any two of three
stego-images the secret image could be recovered. The way to estimate the quality of
stego-images was the peak signal to noise ratio (PSNR), calculated from the following
formula:

_ (255)"
PSNR =10 x log VUSE dB 9)

here, M SE means the mean square error, and is derived from the square errors of all

pixels.
w h

1 2
MSE = —— ;]Zl(a(f, J) = B(I,.J)) (10)

The symbols «(1,.J) and (I, .J) represent the pixel values at the position (7, .J) in the
stego-image and the original image, respectively. The symbols w and A represent the pixel
numbers for the width and the height of the image, respectively.

In the first experiment, different lengths of the authentication bits are embedded into
stego-images. Because the bit lengths are different, the numbers of LSB bits reserved for
embedding are different, which influences the Formula (5) and Formula (8). To adjust
Formula (5) and Formula (8), the bit number that each pixel needs to right shift is related
to the total bit number of embedded data. For example, if the number of authentication
bits is 1, that means one bit of the first pixel in the four-pixel block should be reserved
for embedding the authentication bit. Except for the authentication bit, two bits are still
needed to embed the shadow data. Therefore, the first pixel must be right shifted three
bits while the other pixels are right shifted two bits, as shown in Figure 8. Following from
the above example, the first pixel needs to be right shifted three bits when calculating
the value of Formula (8). That is, the value of k£ in the first pixel in Formula (8) should
be three, and in the other pixels should be two. The remaining procedures are the same
as described in Section 3.

Criginal four-pixel block B“

@ 0 o0 M om0 0 o0 Right shift 3 bits
Py Poy- Poy. Py Pisy Pooy Poy Pl ————— o | 0. 0, 0, pil.p&. pl). pl. P&
@ @ o0 @ 0 o0 o0 e
Pays Py Pys Piays Pisys Pisy Poy P 0.0 . -Dt%, pg; p}ﬁ Pﬁf,’. p:"; P((:,’
e Right shift 2 bits
&) 0B, Y. p. o pe Pl P ® L0 o8 0 50 o)
Pay- P((z:- Pm}- Pay. P{(s)- P(e: Pry -’—'1: E 0. 0. Pgy. Pey. Pey- Pray Py Pesy
(0 A) (4 (1) b T ) (5] 4 | [T] | 4] A
Py Py Py Py Poy: Py Py Pis 0.0, Py, Py, Ply. Pls. P&y. Pl

FIGURE 8. An example with one authentication bit

The PSNR values of the stego-images in the proposed method are shown in Table 1.
It is no surprise that PSNR values relate to the number of authentication bits. Another
point is that the image qualities of Lena, Pepper and Barb are degraded gradually. Note
that input values of the (t—1)-degree polynomial function at the same position of different
cover images cannot be the same. When dealing with the first cover image, the condition
need not be considered. However, when the second cover image is processed, the input
value of Formula (5) cannot be same as the value at the same position of the first cover
image. If this happens, the pixels of the four-pixel block in the second image should
be modified. It goes without saying that the third image has more chances of being
modified. That is the reason why the image qualities of Lena, Pepper and Barb are
degraded gradually. Although the third image is degraded the most, the image quality is
still acceptable.

In the second experiment, the comparisons between the proposed method and the
related methods are demonstrated. There are two related methods, Yang et al.’s method
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TABLE 1. The PSNR values of the stego-images

Stego-Images

Number of bits Lenna | Pepper | Barb
One authentication bit 46.44 | 46.24 | 45.99
Two authentication bits 44.82 | 44.61 |44.39
Three authentication bits | 43.63 | 43.34 | 42.89
Four authentication bits | 42.60 | 42.19 | 41.48

and Chang et al.’s method. Yang et al.’s method only embedded one authentication
bit in each four-pixel block while Chang et al.’s method embedded four authentication
bits in each four-pixel block. Therefore, the proposed method is adjusted to embed one
authentication bit and four authentication bits, respectively. The PSNR values of the
stego-images using different methods are shown in Table 2 and Table 3. As shown in
Table 2 and Table 3, the stego-images produced by the proposed method have a better
quality than those produced by other methods. Owing to the different bit lengths of
authentication data, the qualities of stego-images produced by using Yang et al.’s method
are higher than those produced by using Chang et al.’s method. However, the PSNR
values of stego-images produced by using the proposed method are always higher than
those produced by using other methods.

TABLE 2. The PSNR values of the stego-images with one authentication bit

Stego-Images

Methods Lenna | Pepper | Barb
The proposed method | 46.44 | 46.24 | 45.99
Yang et al.’s method | 44.70 | 44.49 | 44.48

TABLE 3. The PSNR values of the stego-images with four authentication bits

Stego-Images

Methods Lenna | Pepper | Barb
The proposed method | 42.60 | 42.19 | 41.48
Chang et al.’s method | 41.01 | 40.77 | 40.52

5. Conclusions. Shamir’s (¢,n) threshold scheme was used to achieve secret sharing in
the area of cryptographic systems. In 2002, Thien and Lin applied the (¢,n) threshold
scheme to images to achieve image sharing. Subsequently, image sharing became the
focus of many researchers. In this paper, the Modulus Function is involved to reduce
the degradation of cover images, and the proposed method can adjust bit lengths of
authentication data to fit users’ requests. According to experimental results, the proposed
method is superior to Chang et al.’s methods and Yang et al.’s methods. All in all, this
paper proposes a secret image sharing method that can produce high quality stego-images.
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