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Abstract. A group key agreement scheme is to establish a secret key shared among
some participants for secure group-oriented applications. Many authenticated group key
agreement schemes have been proposed, but few of them provide user anonymity for wire-
less mobile networks. Considering the user privacy issues and the characteristics of
wireless mobile networks, we proposed a certificateless authenticated group key agreement
scheme with privacy-preservation based on elliptic curve discrete logarithms. Resource-
limited mobile devices can efficiently, cooperatively and anonymously establish an au-
thenticated group key with entity authentication using no public key certificates in mobile
wireless networks. The proposed scheme has the following properties: (1) It achieves
contributory group key agreement with entity authentication. (2) It provides mutual au-
thentication, explicit key authentication, key confirmation, forward secrecy, group key
updating, user anonymity and some potential attacks resistance. (3) No public key cer-
tificates are used and the authenticity of public keys is implicitly verified. (4) It is efficient
and suitable for unbalanced mobile wireless networks in terms of computational complex-
ities, communication overheads, key storage and key management.
Keywords: Group key agreement, Certificateless, Elliptic curve, Mobile wireless net-
works, Privacy

1. Introduction. A group key establishment scheme allows a number of users to cooper-
atively establish a secret group key for securing their group communication [1-5]. A group
key agreement scheme is a key establishment technique whereby a shared secret key is
derived by two or more specified parties as a function of information contributed by, or
associated with, each of these, such that no party can predetermine the resulting value.
Therefore, group key agreement schemes construct the session key by shared equally con-
tributed information from every group member and enable group members to agree on a
session key to secure their communication. An authenticated group key agreement scheme
is a group key agreement scheme which provides implicit key authentication [6].

In 1999, Seo et al. [7] proposed a simple authenticated key agreement (AKA) scheme
which is used to establish a common session key between two authenticated entities. A
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multi-party AKA scheme is often called an authenticated group key agreement (AGKA)
scheme. Based on multi-party extensions of the well-known Diffie-Hellman key agreement
protocol, Ateniese et al. [8] presented a multi-party AKA scheme. After that, AGKA
schemes were proposed in literature [9-16]. Recently, Bresson et al. [12] proposed an
authenticated group key agreement scheme for low-power mobile devices based on public
key technology. In 2005, Nam et al. pointed out the critical security flaws inherent in
Bresson et al.’s scheme to show their scheme cannot achieve forward secrecy, implicit
key authentication and known key security [13]. They also proposed a patch to fix the
security flaws. Later, Nam et al. [14] further proposed a group key agreement scheme
with constant-round for the unbalanced wireless networks under decisional Diffie-Hellman
assumption. The Nam et al.’s scheme, however, is non-authenticated one which implies
it cannot provide user and message authentication.
In 2006, Tseng [15] showed that Bresson et al.’s and Nam et al.’s schemes are not

contributory key agreement ones in which the group secret keys are derived from the
contributions of all participant nodes. Furthermore, Tseng proposed a real contributory
key agreement scheme [16] to allow every group node to contribute their shares to the
group key generation. It is more efficient than Bresson et al.’s and Nam et al.’s schemes
in terms of the computational complexities but less efficient than those in terms of the
communication overheads. In Tseng’s and Bresson et al.’s schemes, each low-power node
must generate and transmit digital signature to the powerful node for entity authentica-
tion. They both suggest that low-power nodes with limited computing capabilities can
prepare these digital signatures beforehand by off-line pre-computing them in advance.
However, these two schemes are both vulnerable to the so-called impersonation attacks
since no timestamp or nonce is bound in signing messages. The adversary can intercept
the signatures and masquerade as the intended legal nodes by replaying the intercepted
digital signatures to cheat the powerful node and other participating low-power node(s)
[17].
In recent years, the security and privacy protection for group communication on the

open network has become an increasing concern. An authenticated group key agreement
ensures that entities communicate with each other securely through open channels. How-
ever, an authenticated group key agreement scheme is designed without consideration of
privacy protection. If the user’s identities of group members are all disclosed during the
scheme execution, an adversary can trace the user and launch some attacks. To protect
privacy, providing the user anonymity is an effective solution. Many authenticated group
key agreements have been proposed, but few of them are suitable for the group and with
user anonymity scheme at the same time [18-22].
In 2008, Wan et al. proposed an authenticated group key agreement with anonymity

scheme [23], which adopts the ID-based public key cryptosystem. In 2009, Park et al.
showed that Wan et al.’s scheme was insecure against colluding attack and could not
satisfy the requirements for forward secrecy. They also proposed a new forward secure
ID-based group key agreement scheme with anonymity [24]. Their group key agreement
scheme supposes that the session initiator has a list of pseudonyms and real names of all
communication entities who are involved in the group key agreement. The list is shared
among all communication entities in the group key agreement. However, if the list is
disclosed by a legal communication entity, the user anonymity cannot be achieved. Mean-
while, the communication entities know the real IDs of other members, so the complete
user anonymity cannot be obtained.
Based on the elliptic curve cryptosystem and self-certified public key cryptosystem,

this paper will propose a certificateless authenticated group key agreement scheme with
privacy-preservation for resource-limited mobile devices. In 1991, the self-certified public
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key cryptosystem has been introduced by Girault [25]. A self-certified public key system
has three features: First, the secret key can be determined by the user himself/herself or
together by the user and system authority (SA), and cannot be known to SA. Second, the
user can use his/her own secret key to verify the authenticity of the self-certified public
key issued by SA, and thus no extra certificate is required. Third, the task of public
key verification can be further accomplished with subsequent cryptographic application
(e.g., key distribution or signature scheme) in a logically single step [26,27]. Therefore,
public key verification of the self-certified approach earns more efficiency in saving the
communicational cost and the computational effort as compared with other approaches,
such as ID-based public key cryptosystem. Elliptic curves were first proposed for use in
cryptography by Koblitz [28] and Miller [29]. Elliptic curve cryptosystem is based on the
hardness of solving the elliptic curve discrete logarithm problem. Based on the elliptic
curve cryptosystem and self-certified public key cryptosystem, the proposed scheme pro-
vides entities with not only a secure channel but also defense of privacy. In our scheme, the
identities of group members, who are involved in the authenticated group key agreement,
will not be traced by any adversary.

The rest of this paper is organized as follows: In Section 2, we propose a novel au-
thenticated group key agreement scheme with user anonymity. We discuss the security
analysis and performance evaluation of the proposed scheme in Section 3 and Section 4,
respectively. Finally, some concluding remarks are presented in Section 5.

2. The Proposed Scheme. There are three roles involved in the proposed scheme:
system authority (SA), low-power nodes and a powerful node as mentioned above. The SA
is responsible to generate all necessary system parameters and cooperates with each node
to generate valid node’s private and public key pair. The powerful node will authenticate
the legitimacy of the participant low-power nodes and determine a group secret key shared
among them.

According to the Tseng’s scheme, we also assume that the SA and powerful node are
trusted. The proposed scheme consists of five phases: the system setup, the mobile node
registration, the authenticated group key agreement, the node leaving and the node joining
phases. The proposed scheme is suitable to the dynamic group applications, small group
especially. It allows a cluster of low-power nodes and one powerful node (e.g., wireless
gateway) to dynamically agree on a group secret key shared among them for securing
communications. Detailed descriptions of these phases are given below.

2.1. System setup phase. Initially, the SA determines a large prime p and a non-
supersingular elliptic curve Ep(a, b) as y2 = x3 + ax + b(mod p), where a, b ∈R Z∗

p and

4a3 + 27b2 mod p ̸= 0. The SA further determines a large prime q and a base point
G of order q over Ep(a, b), where q is a divisor of the number of points on the elliptic
curve Ep(a, b). Let O be a point at infinity over Ep(a, b), Qi.x/Qi.y be the x-coordinate/y-
coordinate of the point Qi [30], and h be a collision resistant hash function which accept
variable-length inputs and produce a fixed-length output. The private and public keys
for the SA are respectively defined as sSA and PSA, where sSA ∈R Zq and

PSA = sSAG. (1)

The SA publishes (p, q, Ep(a, b), h,G, PSA) while keeps sSA secret.

2.2. Mobile node registration phase. When a mobile node Ni associated with a dis-
tinguished identifier Ii wants to join the system, he will cooperate with the SA to perform
the following steps to generate a valid private and public key pair.
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Step 1: The mobile node Ni randomly chooses an integer vi ∈R Zq, computes

Vi = viG, (2)

and then sends {Ii, Vi} to the SA.
Step 2: On receiving {Ii, Vi} sent from the node Ni, the SA checks whether the iden-
tifier Ii is unregistered. If it holds, the SA computes and returns {Pi, si} to the node
Ni, where

Pi = Vi + h(ri∥Ii)G = (Pi.x, Pi.y), (3)

si = h(ri∥Ii) + (Pi.x + Ii) · sSA mod q, (4)

ri ∈R Zq, and ∥ is the concatenation symbol. Note that Pi is regarded as Ni’s public
key issued by the SA.

Step 3: The node Ni computes a private key

xi = si + vi mod q. (5)

Further, Ni can verify the validity of the private key xi by checking whether

xiG = Pi + (Pi.x + Ii)PSA. (6)

If Equation (6) holds, (si, Pi) is a valid key pair of Ni.

2.3. Authenticated group key agreement phase. Without loss of generality, letN =
{N1, N2, . . . , Nn} be the set of n low-power nodes that want to agree on a group secret
key shared among them. The group N is a dynamic group and its schematic diagram is
shown in Figure 1. All low-power nodes of the group N must belong to the same high-
power node domain. Each low-power nodes Ni ∈ N such as cell phone, personal assistant
device (PDA) is a device with very-restricted computing power and some required memory
capacity. The powerful node NA is a device with high computing power capabilities and
large memory capacity, such as the base stations of cellular mobile networks, the access
points of wireless local area networks or the cluster-heads of mobile ad hoc networks. All
the low-power nodes will cooperative with a powerful node NA (i.e., group manager) to
generate the group secret key. The responsibility of the NA is to authenticate the identity
of all low-power nodes and determines the group secret key kG for them. The procedure
for the authenticated group key agreement phase is shown in Figure 2 and stated as
follows.

Figure 1. Schematic diagram of dynamic group
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Figure 2. Authenticated group key agreement phase

Step 1: Each low-power node Ni computes r−1
i ,

Ri = riG, (7)

Bi = xi(PA + (PA.x + IA)PSA), (8)

Ci = ri(PA + (PA.x + IA)PSA), (9)

ai = h(Bi.x∥Ci.x∥IA∥Ii∥ti), (10)

δi = (ai∥Ii∥ti)⊕ h(Ci.x), (11)

and where ri ∈R Zq and ti is the current timestamp. Finally, Ni sends {δi, Pi, Ri} to
NA.

Step 2: The powerful node NA verifies the legitimacy of Ni’s identity and generates
group secret key by performing the following sub-steps.
Step 2-1: On receiving {δi, Pi, Ri} from Ni (for i = 1, 2, . . . , n), the powerful node
NA computes

B′
i = xA(Pi + (Pi.x + Ii)PSA), (12)

C ′
i = xARi, (13)

(ai∥Ii∥ti) = δi ⊕ h(Ci.x), (14)

and checks whether t′i−ti ≤ ∆t, where t′i is the timestamp of receiving {δi, Pi, Ri}
and ∆t is the preset acceptable delay threshold. If it holds, the powerful node
verifies the legitimacy of the low-power node Ni by checking whether

h(B′
i.x∥C ′

i.x∥IA∥Ii∥ti) = ai. (15)

If Equation (15) does not hold, NA requests Ni to re-send valid {δi, Pi, Ri}.
Otherwise, both of the identity authentication and the authenticity public key
Pi for Ni are verified.

Step 2-2: The powerful node NA computes

RA = rAG, (16)

zi = h(RA.x∥B′
i.x∥C ′

i.x∥tA), (17)

kG = h(RA.x∥z1∥z2∥ . . . ∥zn∥tA), (18)

m = h(kG∥IA), (19)

Yi = rARi, (20)

where tA is the current timestamp of powerful node NA, rA ∈R Zq and i =
1, 2, . . . , n. Finally, NA broadcasts {IA, PA, tA,m, (zi, Yi); i = 1, 2, . . . , n} to all
low-power nodes. Note that kG is the shared group secret key. If the sent message
is lost in transmission, the nodes are not able to join the group until those nodes
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send another join request. The power node should send the above message to
those nodes which did not get the group key.

Step 3: On receiving {IA, PA, tA,m, (zi, Yi); i = 1, 2, . . . , n} from the powerful node
NA, each low-power node Ni checks whether t

′′
i − ti ≤ ∆t′, where t′′ is the timestamp

of receiving {IA, PA, tA,m, (zi, Yi); i = 1, 2, . . . , n} and ∆t′ is the preset acceptable
delay threshold. If it holds, the node Ni can compute

R′
A = r−1

i Yi (21)

and verify the legitimacy of NA’s identity and the authenticity of NA’s public key
PA by checking whether

h(R′
A.x∥Bi.x∥Ci.x∥tA) = zi. (22)

If Equation (22) holds, the low-power node Ni can further derive the group secret
key

k′
G = h(R′

A.x∥z1∥z2∥ . . . ∥zn∥tA) (23)

and verify the validity of the group secret key by checking whether

h(k′
G∥IA) = m (24)

If Equation (24) holds, k′
G is the group secret key shared among the powerful node

and all participating low-power nodes.
In Figure 3, we give a simple example to demonstrate our authenticated group

key agreement phase as follows. Suppose there are three low-power nodes N1, N2

and N3 that want to agree on a group secret key shared among them, where N =
{N1, N2, N3}. After performing this phase, each low-power node can be given a group
key kG.

Figure 3. Example of the proposed authenticated group key agreement phase

2.4. Node leaving phase. When a low-power node Ni wants to leave the group, the
remaining nodes must update the group secret key for ensuring the confidentiality of the
future communications. The procedure of the group secret key updating is described
below (as depicted in Figure 4).
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Figure 4. Node leaving phase

Step 1: The powerful node NA computes

R′
A = r′AG, (25)

z′i = h(R′
A.x∥B′

i.x∥C ′
i.x∥t′A), (26)

Y ′
i = r′ARi, (27)

k′
G = h(R′

A.x∥z′i∥z′2∥ . . . ∥z′j−1∥z′j+1∥ . . . ∥z′n∥t′A), (28)

m′ = h(k′
G∥IA), (29)

where t′A is the current timestamp ofNA, r
′
A ∈R Zq, and i = 1, 2, . . . , j−1, j+1, . . . , n.

The node NA then broadcasts {IA, PA, t
′
A,m

′, (Z ′
i, Y

′
i ); i = 1, 2, . . . , j−1, j+1, . . . , n}

to the remaining low-power nodesNi’s, whereNi ∈ N\Nj. Note that k
′
G is the shared

group secret key.
Step 2: On receiving {IA, PA, t

′
A,m

′, (Z ′
i, Y

′
i ); i = 1, 2, . . . , j − 1, j +1, . . . , n} from the

powerful node NA, each low-power node Ni ∈ N\Nj checks whether t
′′
i − t′A ≤ ∆t′′,

where t′′i is the timestamp of receiving {IA, PA, t
′
A,m

′, (Z ′
i, Y

′
i ); i = 1, 2, . . . , j− 1, j+

1, . . . , n} and ∆t′′ is the preset acceptable delay threshold. If it holds, the low-power
node Ni ∈ N\Nj computes

R′′
A = r−1

i Y ′
i (30)

and verify the legitimacy of NA’s identity and the authenticity of NA’s public key
PA by checking whether

h(R′′
A.x∥Bi.x∥Ci.x∥t′A) = z′i. (31)

If Equation (31) holds, the low-power node Ni can further derive the group secret
key

k′′
G = h(R′′

A.x∥z′1∥z′2∥ . . . ∥z′j−1∥z′j+1∥ . . . ∥z′n∥t′A) (32)

and verify the validity of the group secret key by checking whether

h(k′′
G∥IA) = m′. (33)

If Equation (33) holds, k′′
G is the group secret key shared among the powerful node

and all participating low-power nodes.

2.5. Node joining phase. When a low-power node Nn+1 wants to join the group in
progress, he needs to obtain the group secret key. All participant nodes and the new node
Nn+1 cooperates with each to perform the following steps (see also Figure 5) to generate
a new group secret key shared among them.
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Figure 5. Node joining phase

Step 1: The Nn+1 chooses rn+1 ∈R Zq to compute r−1
n+1,

Rn+1 = rn+1G, (34)

Bn+1 = xn+1(PA + PA.x + IA)PSA), (35)

Cn+1 = rn+1(PA + (PA.x + IA)PSA), (36)

an+1 = h(B(n+1).x∥C(n+1).x∥IA∥In+1∥tn+1), (37)

δn+1 = (an+1∥In+1∥tn+1)⊕ h(C(n+1).x), (38)

where tn+1 is the current timestamp of low-power node Nn+1. Finally, Nn+1 sends
{δn+1, Pn+1, Rn+1} to NA.

Step 2: The powerful node NA verifies legitimacy of Nn+1’s identity and generates
group secret key by performing the following sub-steps.
Step 2-1: On receiving {δn+1, Pn+1, Rn+1} from Nn+1, the powerful node NA com-
putes

B′
n+1 = xA(Pn+1 + (P(n+1).x + In+1)PSA), (39)

C ′
n+1 = xARn+1, (40)

(an+1∥In+1∥tn+1) = δn+1 ⊕ h(C ′
(n+1).x), (41)

and checks whether t′n+1 − tn+1 ≤ ∆t, where t′n+1 is the timestamp of receiving
{δn+1, Pn+1, Rn+1} and ∆t is the preset acceptable delay threshold. If it holds,
the powerful node NA node verifies the legitimacy of the low-power node Nn+1

by checking whether

h(B′
(n+1).x∥C ′

(n+1).x∥IA∥In+1∥tn+1) = an+1. (42)

If Equation (42) does not hold, NA requests Nn+1 to re-send valid {δn+1, Pn+1,
Rn+1}. Otherwise, both of the identity authentication and the authenticity pub-
lic key Pn+1 for Nn+1 are verified.

Step 2-2: The powerful node NA computes

R′
A = r′AG, (43)

z′i = h(R′
A.x∥B′

i.x∥C ′
i.x∥t′A), (44)

k′
G = h(R′

A.x∥z′1∥z′2∥ . . . ∥z′n+1∥t′A), (45)

m′ = h(k′
G∥IA) (46)

Y ′
i = r′ARi, (47)
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where t′A is the current timestamp of NA, r
′
A ∈R Zq, and i = 1, 2, . . . , n, n + 1.

Furthermore, NA broadcasts {IA, PA, t
′
A,m

′, (z′i, Y
′
i ); i = 1, 2, . . . , n, n + 1} to all

low-power nodes. Note that k′
G is the shared group secret key.

Step 3: On receiving {IA, PA, t
′
A,m

′, (z′i, Y
′
i ); i = 1, 2, . . . , n, n + 1} from the powerful

node NA, each low-power node Ni ∈ N ∪ Nn+1 checks whether t′′i − t′A ≤ ∆t′′,
where t′′i is the timestamp of receiving {IA, PA, t

′
A,m

′, (z′i, Y
′
i ); i = 1, 2, . . . , n, n + 1}

and ∆t′′ is the preset acceptable delay threshold. If it holds, the low-power node
Ni ∈ N ∪Nn+1 computes

R′′
A = r−1

i Y ′
i (48)

and verify the legitimacy of NA’s identity and the authenticity of NA’s public key
PA by checking whether

h(R′′
A.x∥Bi.x∥Ci.x∥t′A) = z′i. (49)

If Equation (48) holds, the low-power node Ni can further derive the group secret
key

k′′
G = h(R′′

A.x∥z′1∥z′2∥ . . . ∥z′n∥z′n+1∥t′A) (50)

and verify the validity of the group secret key by checking whether

h(k′′
G∥IA) = m′ (51)

If Equation (51) holds, k′′
G is the group secret key shared among the powerful node

and all participating low-power nodes.

2.6. Correctness of the proposed scheme. The correctness of the proposed scheme
is shown in the following theorems.

Theorem 2.1. In the mobile node registration phase, the mobile node Ni can verify the
validity of the key pair by Equation (6).

Proof: From Equations (1)-(5), the left-hand side of Equation (6) can be rewritten as:

xiG = (si + vi)G

= (h(ri∥Ii) + (Pi.x + Ii) · sSA)G+ Vi

= Vi + h(ri∥Ii)G+ (Pi.x + Ii) · sSAG
= Pi + (Pi.x + Ii)PSA

Theorem 2.2. In the authenticated group key agreement phase, the powerful node NA

can verify the legitimacy of the low-power node Ni by Equation (15).

Proof: From Equation (6), the right-hand side of Equation (12) can be rewritten as

B′
i = xA(Pi + (Pi.x + Ii)PSA) = xAxiG = xixAG = xi(PA + (PA.x + IA)PSA) = Bi. (52)

From Equations (6) and (7), the right-hand side of Equation (13) can be rewritten as:

C ′
i = xARi = xAriG = rixAG = ri(PA + (PA.x + IA)PSA) = Ci. (53)

Therefore, the left-hand side of Equation (15) can be rewritten as:

h(B′
i.x∥C ′

i.x∥IA∥Ii∥ti) = h(Bi.x∥Ci.x∥IA∥Ii∥ti) = ai

Theorem 2.3. In the authenticated group key agreement phase, the low-power node Ni can
verify the legitimacy of NA’s identity and the authenticity of NA’s public key by Equation
(22).
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Proof: From Equations (7) and (20), the left-hand side of Equation (21) can be rewrit-
ten as:

R′
A = r−1

i Yi = r−1
i rARi = r−1

i rAriG = rAriG = RA (54)

Therefore, the left-hand side of Equation (22) can be rewritten as:

h(R′
A.x∥Bi.x∥Ci.x∥tA) = h(RA.x∥B′

i.x∥C ′
i.x∥tA) = zi.

Theorem 2.4. In the authenticated group key agreement phase, the low-power node Ni

can derive the group secret key and verify the validity of the group secret key by Equation
(24).

Proof: From Equation (54), the right-hand side of Equation (23) can be rewritten as:

k′
G = h(R′

A.x∥z1∥z2∥ . . . ∥zn∥tA) = h(RA.x∥z1∥z2∥ . . . ∥zn∥tA) = kG.

Therefore, the left-hand side of Equation (24) can be rewritten as:

h(k′
G∥IA) = h(kG∥IA) = m

3. Security Analysis. The security of the proposed scheme is based on the elliptic curve
discrete logarithm problem (ECDLP) [30-32] and the one-way hash function (OWHF)
assumption [33,34].
Elliptic curve discrete logarithm problem (ECDLP): We assume that the elliptic
curve contains a large prime subgroup of order p (≥ 160 bits) which is large enough to
make solving discrete logarithms in the finite field GF(p) infeasible. Suppose we have two
points P , Q of an elliptic curve and letQ = aP , where a is an integer. It is computationally
infeasible to find an integer a from Q = aP .
One way hash function (OWHF) assumption: If a hash function h is one-way, it
must satisfy the following conditions:

(1) It is computationally infeasible to find a message M from its hash value h(M).
(2) For any message M1, it is computationally infeasible to find another message M2

such that h(M2) = h(M1).
(3) It is computationally infeasible to find a pair of different messages M1 and M2 such

that h(M1) = h(M2).

In the following, we present a detailed analysis on the security of the proposed scheme.
The proposed scheme satisfies the following security requirements:

(1) Confidentiality of Private Keys: Consider the scenario of a compromising attack
that an adversary or a malicious registered node attempts to derive SA’s private key
sSA. With the knowledge of SA’s public key PSA = sSAG, the adversary will face the
ECDLP to derive sSA. Only if he can derive ri first, a malicious registered node can
successfully compromise SA’s private key sSA with the SA’s sending si by Equation
(4). However, it is computationally infeasible to derive ri from Equation (3) under
the ECDLP and the OWHF assumption.

Similarly, consider the scenario of a compromising attack that a malicious adver-
sary (including any registered node) attempts to derive node’s private key xi. Since
the node’s private key xi is computed by Equation (5), the adversary will face the
ECDLP to derive vi from Equation (2). The private key satisfies the verification of
Equation (6). With knowledge of {Pi, Ii, PSA}, it is computationally infeasible to
derive xi under the ECDLP.

Consider the scenario of an attack that an adversary attempts to derive nodes’ pri-
vate keys xi by the intercepted messages {Ii, Pi, Ri, ti, ai}’s and {IA, PA, tA,m, (z, Yi,
Ii); i = 1, 2, . . . , n}. From Equation (8) and Equation (10), the adversary will face
the ECDLP and OWHF assumption to compromise the private key xi. Similarly,
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the adversary cannot derive the private key xA from Equation (12), Equation (13)
and Equation (17).

(2) Entity Authentication: The proposed scheme provides mutual authentication for
verifying the legitimacies of the powerful node and the low-power nodes with each
other. To authenticate the legitimacy of the participating low-power node Ni, the
powerful node can check its legitimacy by Equation (15). Since Bi = xi(PA+(PA.x+
IA)PSA) = xA(Pi+(Pi.x+ Ii)PSA) = B′

i and Ci = ri(PA+(PA.x+ IA)PSA) = xARi =
C ′

i, the adversary can successfully generate a valid ai for cheating the powerful node
only if he knows xi or xA. Security of the private keys is based on the ECDLP and
the OWHF assumptions as analyzed above. Since the timestamp ti is included in ai,
the adversary cannot replay the intercepted messages to masquerade as a valid low-
power node. This also implies the proposed scheme can withstand the impersonation
attacks.

On the other hand, each low-power node Ni can authenticate the legitimacy of
the powerful node by Equation (22). The adversary can successfully masquerade as
the powerful-node for cheating any low-power node Ni if he can correctly derive Bi,
Ci and R′

A. Security of Bi and Ci is protected under the ECDLP and the OWHF
assumption as discussed above. It can be seen that the security of R′

A = r−1
i Yi is also

protected based on the ECDLP since the adversary will face the ECDLP to derive
ri from Ri and then use ri to compute R′

A.
(3) Authenticity of Public Keys: Seeing that a valid public key Pi with respect to xi

and Ii has to satisfy the check of Equation (6), a malicious adversary Nadv (including
any registered node) may attempt to forge a valid pair (Iadv, xadv, Padv) to satisfy
this verification equality. Consider the scenario that an adversary Nadv attempts to
choose an identity information Iadv and try to generate a valid certificateless private
and public key pair (xadv, Padv) without the assistant of SA. The adversary can first
arbitrarily choose his identifier Iadv and private key xadv, and then tries to compute
the corresponding public key Padv such that Padv + Padv.xPSA = xadvG− IadvPSA. It
can be seen that the adversary will face the intractability of the ECDLP to derive
Padv.x and Padv from this equation. Similarly, the adversary might first determine
(Iadv, Padv), and then try to derive xadv to satisfy above verification equality. It is
obvious to see that xadv is protected under the ECDLP. What is more, to generate a
valid Iadv with the arbitrarily chosen xadv and Padv, the adversary will be confronted
with the difficulty of the ECDLP.

(4) Confidentiality of the Established Group Secret Key: In the proposed scheme,
the group secret key kG is generated by Equation (18). Only one secret variable RA.x

is contributed to key generation. The adversary can successfully compromise RA for
deriving kG only if he knows ri or rA due to RA = r−1

i Yi = r−1
i (rAriG) = rAG.

Compromising ri from Ri or rA from Yi is an ECDLP. On the other hand, if the
adversary attempts to derive kG from the intercepted message m by Equation (19),
he will face the intractability of reversing the one-way hash function (i.e., OWHF
problem). Hence, the confidentiality of the group secret key is protected under the
ECDLP or OWHF assumption.

(5) Confirmation of the Established Group Secret Key: In addition, the proposed
scheme provides explicit key authentication (also called key confirmation) in such a
way that all participating low-power nodes can explicitly verify the authenticity of
the established group secret key. It can see that the message m is regarded as an
authenticator by Equation (19) for this purpose. If the group secret key kG is not
correctly computed by Equation (18), it will fail to the verification of m by Equation
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(24). And if it holds, k′
G is the group secret key shared among all participating low-

power nodes. All participating low-power nodes can explicitly verify the authenticity
of the established group secret key.

(6) Group Key Contribution: We will show that the proposed scheme is a con-
tributory key agreement one which allows every participating low-power nodes to
contribute their shares to the group key generation. It can be seen that the group
secret key is computed by Equation (18). The secret random number ri is secretly
determined by a low-power node Ni, and hence contributed to the group key gener-
ation. This means that each low-power node equally contributes to the group secret
key and guarantees its freshness in each group secret key construction, that is to say,
no participant node can predetermine the group secret key. Hence, the proposed
scheme is a contributory group key agreement one.

(7) Forward Secrecy: The forward secrecy guarantees that an adversary who compro-
mises a private key(s) or one group secret key must not reveal previously established
group secret keys. For example, when a low-power node wants to join a group,
forward secrecy must be achieved to prevent the new member from accessing the
previous group communications. As mentioned of the proposed scheme, the group
secret key kG is generated by Equation (18). Compromising the private key xi (or
xA) only help to derive Bi and Ci. The group secret key is still protected by the
secret RA. It is easy to see that compromising ri from Equation (7) or rA from Equa-
tion (20) is an ECDLP. Hence, the adversary cannot derive any one group secret key
with the compromised private keys.

Consider the scenario that the adversary compromised one group secret key at-
tempts to derive any one previously established group secret key. Since the proposed
scheme is a contributory one as mentioned above, the group secret key for distinct
session will be refreshed by the random secret values. The group secret keys can
be regarded as a random number generated by all participating nodes. Hence, the
adversary knowing one group secret key cannot derive previously established one,
which implies the forward secrecy is achieved.

(8) User Anonymity: The real identity information Ii of the participating low-power
node Ni is encrypted with Ci by Equation (8). In message δi of the proposed scheme,
identities are encrypted so that no identity-related information is leaked. The pow-
erful node can decrypt Ii on the receipt of message δi and then recognize the identity
of the participating low-power node Ni. Any adversary who eavesdrops on the com-
munication channel and wants to recover the identity of the participating low-power
node Ni faces the intractability of the ECDLP and OWHF assumption. Without
the powerful node private key xA or the low-power node private key xi, the adver-
sary cannot rederive Ii from Equation (14). Therefore, user anonymity is achieved
through using an encrypted message δi.

We use Table 1 to show that our functionality comparison with the related scheme.
From Table 1, we can see that the proposed scheme is a certificateless contributory key
agreement one, while the other two schemes are certificate-based ones. The proposed
scheme will have the merits of the certificateless public keys. Bresson et al.’s and Tseng’s
schemes [12,16] are all insecure against the impersonation attack, since their transmit-
ted messages can be replayed by the adversary. Hence, they cannot achieve the mutual
authentication. As we analyzed above, the proposed scheme are secure against the im-
personation attack and achieves the mutual authentication. Furthermore, the proposed
scheme satisfies the security requirement of user anonymity. Considering the security of
the established group secret key, the proposed scheme and Tseng’s scheme can achieve
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contributory group key agreement, forward secrecy and key confirmation, while Bresson
et al.’s scheme cannot. Key confirmation of Tseng’s scheme can be implicitly achieved by
checking the correctness of all variables contributed to group key generation, while that
of the proposed scheme are explicitly achieved by a key authenticator. We also consid-
ered and proposed the group key updating mechanisms for node leaving or joining in our
proposed scheme. Moreover, the underlying cryptographic assumption of the proposed
scheme is elliptic curve discrete logarithm problem, while that of Bresson et al.’s [12] and
Tseng’s schemes is discrete logarithm (DL) problem. The proposed scheme is hence more
secure than the other two schemes under the same key size.

Table 1. Comparisons of security properties

Bresson et al.’s scheme [12] Tseng’s scheme [16] The Proposed

Public keys Certificate-based Certificate-based Certificateless

Mutual authentication No No Yes

User anonymity No No Yes

Impersonation attack resistance No No Yes

Contributory group key agreement No Yes Yes

Forward secrecy No Yes Yes

Key confirmation No Implicit Explicit

Group key updating
Yes No Yes

(when member joins or leaves)

Certificateless No No Yes

Underlying cryptographic
DLP DLP ECDLP

assumption

4. Performance Evaluations. In this section, we evaluate the performance of our pro-
posed scheme in terms of the computational complexities and the communication over-
heads. For convenience, we first define the following notations:

TEM : the time for computing a point multiplication operation over an elliptic curve;
TEA: the time for computing a point addition operation over an elliptic curve;
TMM : the time for computing a modular multiplication;
TEXP : the time for computing a modular exponentiation;
TINV : the time for computing a modular inversion;
TH: the time for computing a secure one-way hash function h;
TSIG: the time for generating a signature;
TV ER: the time for verifying a signature;
n: the number of low-power nodes that want to agree on a group secret key shared
among them;

|a|: the bit-length of a variable a.

Note that the time for computing a modular addition and that for XOR function are
ignored here for that they are negligible as compared to the other complexities measures.
From [35-38], the time complexities can be respectively regarded as TEM ≈ 29TMM ,
TEA ≈ 0.12TMM , TEXP ≈ 240TMM , TINV ≈ 10TMM and TH ≈ 4TMM .

First, we discuss the computational complexities of low-power nodes in our proposed
scheme. In Step 1, each low-power node Ni computes r−1

i and Equation (7) to Equation
(11). The computational complexities for Step 1 are 4TEM + TEA + 2TH + TINV . In Step
3, the low-power node Ni computes and verifies Equation (21) to Equation (24). Step
3 requires TEM + 3TH . Therefore, the computational complexities for each low-power
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node are 5TEM + TEA + 5TH + TINV . In the following, we consider the computational
complexities of the powerful node in our proposed scheme. In Step 2, the powerful node
computes and verifies Equation (12) to Equation (20). Thus, computational complexities
for the powerful node are (4n+ 1)TEM + nTEA + (3n+ 2)TH .
Comparisons of the computational complexities among the proposed, Bresson et al.’s,

and Tseng’s schemes are given in Table 2. In Bresson et al.’s and Tseng’s schemes, all pub-
lic keys are certificate-based ones. This means that the authenticity of all public keys will
be verified by checking the validity of extra public key certificates issued by a certification
authority CA. The proposed scheme uses certificateless public keys and hence gains per-
formance efficiency in computational complexities due to no certificate verification. For
simplicity, we assume that the public key certificates are implemented by ElGamal sig-
nature scheme [39] in Bresson et al.’s and Tseng’s schemes. The digital signature used in
both schemes is also assumed to be implemented by ElGamal signature [39]. From Table
2, it can see that the computational complexities for each low-power node are indepen-
dent on the number of the low-power nodes in Bresson et al.’s and the proposed schemes,
but not in Tseng’s scheme. Computational complexities for the powerful node in these
three schemes are all dependent on the number of the low-power nodes, but the proposed
scheme requires lower computational complexities. In summary, the proposed scheme is
more efficient than Bresson et al.’s and Tseng’s schemes in computational complexities.

Table 2. Comparisons of computational complexities

Bresson et al.’s scheme [12] Tseng’s scheme [16] The Proposed scheme

2TEXP + 2TH 3TEXP + nTMM + TH+ 5TEM + TEA

Each low-power node +T ‡
V ER + T †

SIG TINV + T ‡
V ER + T †

SIG +5TH + TINV

≈ 1461TMM ≈ (n+ 1707)TMM ≈ 166.12TMM

nTEXP + (n+ 1)TH (2n+ 1)TEXP + nTMM (4n+ 1)TEM + nTEA

Powerful node +2nT ‡
V ER +TH + 2nT ‡

V ER +(3n+ 2)TH

≈ (1686n+ 4)TMM ≈ (1923n+ 244)TMM ≈ (128.12n+ 37)TMM

Remark
†The computational complexity for generating a signature is TSIG = TEXP + 2TMM + TINV + TMA ≈ 252TMM

according to ElGamal signature scheme [39].

‡The computational complexity for verifying a signature/public key certificate is TV ER = 3TEXP + TMM ≈ 721TMM

according to ElGamal signature scheme [39].

Considering the communication overheads in the three schemes, we let the adopted
one-way hash function h be SHA-1 [40] (the bit length of the output is 160 bits), |p′| =
1024 bits, |q′| = 160 bits, |p| = |q| = 163 bits respectively. For simplicity, the counter
c (used in Bresson et al.’s scheme [12]), the timestamp t (used in the proposed scheme),
and the identity I are all assumed to be 160 bits.
In our proposed scheme, each low-power node Ni sends {δi, Pi, Ri} to the powerful

node NA via uni-cast communication. Thus, the communication overheads sent by each
low-power node are |I| + 4|p| + |h| + |t|. In Step 2, the powerful node NA broadcasts
{IA, PA, tA,m, (zi, Yi); i = 1, 2, . . . , n} to low-power nodes. The communication overheads
sent by the powerful node are |I|+2(n+1)|p|+(n+1)|h|+|t|, where |h| is the bit-length of
the adopted hash function. Table 3 shows comparisons of the communication overheads.
Since Bresson et al.’s and Tseng’s schemes are certificate-based ones, they require 2048
bits (i.e., 2|p′| bits) for transmitting an extra public key certificate which is assumed to be
implemented by ElGamal signature scheme [39]. As seen from Table 3, the communication
overheads sent by each low-power node in Bresson et al.’s and Tseng’s schemes are larger
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than those in the proposed scheme. The communication overheads sent by the powerful
node in the proposed scheme are larger than those in Bresson et al.’s scheme, since it
requires extra communication overheads for achieving contributory group key agreement,
key confirmation and mutual authentication. If the proposed scheme provides the same
security requirements as mentioned in Bresson et al.’s scheme [12], the communication
overheads of the powerful node are only (326n+ 486) bits (i.e., the powerful node broad-
casts {(PA, tA, Yi); i = 1, 2, . . . , n} instead of {IA, PA, tA,m, (zi, Yi); i = 1, 2, . . . , n}. All
the schemes require the same number of rounds in the group key agreement. The Tseng’s
scheme does not consider and propose the group key updating mechanisms for node leav-
ing or joining process. For the joining and leaving process of the proposed and Bresson et
al.’s schemes, the communication overhead depends on how many mobile nodes join/leave
in a given time period.

Table 3. Comparisons of communication overheads

Bresson et al.’s scheme [12] Tseng’s scheme [16] The Proposed scheme

Communication overheads |I|+ 5|p′|‡ |I|+ 5|p′|‡ |I|+ 4|p|+ |h|+ |t|
sent by each low-power node ≈5280 bits ≈5280 bits ≈1132 bits

Communication overheads (n+ 1)|I|+ |c|+ n|h|+ 2|p′|‡
(n+ 1)|I| |I|+ 2(n+ 1)|p|

sent by the powerful node ≈ 320n + 2368 bits
+|h|+ 2(n+ 1)|p′|‡ +(n+ 1)|h|+ |t|
≈ 2208n + 2368 bits ≈ 486n + 806 bits

Number of rounds 2 2 2

Remark ‡The costs for transmitting each public key certificate/signature of the Bresson et al.’s scheme and the Tseng’s

scheme are assumed to be implemented with ElGamal signature [39], i.e., 2|p′| = 2048 bits.

In summary, based on the elliptic curve cryptosystem and self-certified public key cryp-
tosystem, the proposed scheme can achieve much more performance efficiency in saving
both the computational complexity and the communicational cost.

5. Conclusions. We have proposed a certificateless authenticated group key agreement
scheme with privacy-preservation based on elliptic curve discrete logarithms for resource-
limited mobile devices. The proposed scheme not only keeps the fundamental security
requirements for authenticated group key agreement scheme but also highlights privacy
protection for group communication on an open network. To protect privacy, our scheme
provides the property of user anonymity, the identities of group users, who are involved in
the authenticated group key agreement, will not be traced by any adversary. Furthermore,
the elliptic curve cryptosystem and self-certified public key cryptosystem are integrated
into the proposed scheme to achieve performance efficiency in practices, so it is quite
suitable to be used for resource-limited mobile devices.
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