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Abstract. Biometric-based authentication systems are widely deployed for person iden-
tification. Recently, an improved scheme for flexible biometrics remote user authentica-
tion was proposed by Khan and Zhang. In this paper, we demonstrate that Khan-Zhang’s
scheme is still vulnerable to the following two attacks: (1) It is insecure to parallel ses-
sion attack in which an adversary without knowing a legal user’s password and biometrics
information can masquerade as the legal user by somehow crafting a valid login message
from eavesdropped communications between the user and the remote system; (2) It is in-
secure to privileged insider’s attack since a legal user’s password can be easily revealed to
the insider attacker of the remote system. Moreover, we figure out how to eliminate the
security vulnerabilities of Khan-Zhang’s scheme. Compared with Khan-Zhang’s scheme,
the proposed scheme is more efficient and holds stronger security.
Keywords: Information theory and applications, Cryptography, Biometrics, User au-
thentication, Smart card, Impersonation attack

1. Introduction. Remote user authentication scheme is a method to authenticate re-
mote users over insecure communication channel such as Internet [1-7]. Especially, passwo-
rd-based remote user authentication schemes have been widely deployed to authenticate
the legitimacy of remote users via the open communication channel [8-22]. However,
password-based schemes are vulnerable to the risk of modification and insecurity of pass-
word table. Up to now, smart card-based remote user authentication schemes have been
proposed to overcome the security problems of the password-based schemes. To provide
stronger security, biometric-based remote user authentication schemes with smart cards
are also proposed for person identification [23-31].

In 2004, Lin and Lai [24] proposed a flexible biometrics remote user authentication
scheme using smart cards. Recently, Khan and Zhang [29], however, pointed out that
Lin-Lai’s scheme suffers from the server spoofing attack since it does not perform mutual
authentication between user and system. In addition, they proposed an improvement
of Lin-Lai’s scheme that can withstand the attack by adopting mutual authentication
technique.

In the security analysis, Khan and Zhang claimed that their improved scheme was secure
against various types of attacks. However, we have found that the scheme is still vulnerable
to a privileged insider’s attack since a legal user’s password can be easily revealed to the
insider attacker of the remote system [25, 32] and the parallel session attack in which
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Shared information: h(·), p.
Information held by user: IDi, pwi, fingerprint.
Information held by remote system: XS.

User Ui Remote system

Select IDi, pwi

Imprint fingerprint
(IDi, pwi, fingerprint)−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Generate fingerprint template Si

Compute pw′
i = h(pwi ⊕ Si) mod p

Compute Yi =
(
IDXS

i mod p
)
⊕ pw′

i

Store (h(·), p, Yi, Si, IDi) in Ui’s smart card
(Smart card)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Figure 1. Registration phase of Khan-Zhang’s scheme

an adversary without knowing a legal user’s password and biometrics information can
masquerade as the legal user by somehow crafting a valid login message from eavesdropped
communications between the user and the remote system [30, 31, 33, 34]. Therefore,
this paper demonstrates the vulnerability of the Khan-Zhang’s scheme to the privileged
insider’s attack and the parallel session attack. We also figure out how to eliminate the
security vulnerabilities of Khan-Zhang’s scheme. As a result, the proposed scheme has
better security strength and more efficiency compared with Khan-Zhang’s scheme.
The proposed scheme has several important features and advantages as follows. (1)

It is designed to optimize the computation cost of each participant by using the small
communication round. (2) It achieves cryptographic goals only using bit-wise exclusive-
OR (XOR) operation and collision-free one-way hash functions as main cryptographic
operations without additional requirements such as using server’s public key and digital
signatures. (3) It not only is secure against well-known cryptographical attacks such as
replay attack, guessing attack, parallel session attack, reflection attack, insider attack
and impersonation attack, but also provides mutual authentication and secure password
change function without helping of the remote server. Thus, the proposed scheme is very
useful in smart card-based Internet and wire/wireless communication environments to
access remote information systems since it provides security, reliability and efficiency.
The rest of the paper is organized as follows. Section 2 reviews Khan-Zhang’s scheme

and then shows the privileged insider’s attack and the parallel session attack on the
scheme in Section 3. Section 4 presents an improvement of the Khan-Zhang’s scheme and
discusses the security and efficiency of our improvement in Sections 5 and 6, respectively.
Finally, the conclusions come in Section 7.

2. Review of Khan-Zhang’s Authentication Scheme. This section reviews Khan-
Zhang’s [29] biometrics remote user authentication scheme. There are four phases in
Khan-Zhang’s scheme including registration, login, authentication and password change.
Figures 1 and 2 show the registration phase and the login and authentication phases of
Khan-Zhang’s scheme, respectively. Abbreviations used in this paper are as follows:

• Ui: A user.
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Shared information: h(·), p.
Information held by user: IDi, pwi, fingerprint, smartcard(h(·), p, Yi, Si, IDi).
Information held by remote system: XS.

User Ui

Insert smart card in the input device
Imprint fingerprint on the sensor
Enter pwi

Smart card Remote system

Verify fingerprint
Compute pw′′

i = h(pwi ⊕ Si) mod p
Compute Y ′

i = Yi ⊕ pw′′
i

Generate a random r
Compute C1 = (IDi)

r mod p
Pick up T
Compute M = h(Y ′

i ⊕ T )
Compute C2 = (Y ′

i )
rM mod p

C = (IDi, C1, C2, T )−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Verify IDi

Verify (T ′ − T ) ≥ ∆T

Verify C2

(
CXS

1

)−1
mod p

?
=h

(
IDXS

i mod p⊕ T
)

Pick up T ′′

Compute C3 = h
(
IDXS

i mod p⊕ T ′′)
(C3, T

′′)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Verify (T ′′′ − T ′′) ≥ ∆T

Verify C3
?
=h(Y ′

i ⊕ T ′′)

Figure 2. Login and authentication phases of Khan-Zhang’s scheme

• IDi: Public identity of Ui.
• PWi: Secret and possibly weak password of Ui.
• Si: Fingerprint template of Ui.
• Xs: Strong secret key of the remote system.
• p: Large prime number.
• r: Session-independent random number ∈ [1, p− 1] chosen by Ui.
• T , T ′: Timestamps.
• ∆T : Expected valid time interval for transmission delay.
• h(·): Strong collision-resistant one-way hash function such as SHA-256.
• ⊕: Bit-wise XOR operation.

2.1. Registration phase. User Ui over a secure channel performs the following opera-
tions:

1. Chooses his/her identity IDi and password pwi.
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2. Personally imprints his/her fingerprint on the sensor.
3. Offers his/her chosen IDi and pwi in the registration center.

The remote system of the registration center performs the following operations:

1. Computes
pw′

i = h(pwi ⊕ Si) mod p (1)

where h(·) denotes collision-free one way hash function, Si denotes the fingerprint
template of Ui, and p is a large prime number.

2. Computes
Yi =

(
IDXS

i mod p
)
⊕ pw′

i (2)

where XS denotes the secret key of the registration server.
3. Issues smart card to the user over a secure channel which contains h(·), p, Yi, Si and

IDi.

2.2. Login phase. Whenever user Ui wants to login, he/she performs the following op-
erations:

1. Inserts his/her smart card in the input device.
2. Imprints his/her fingerprint on the sensor.
3. Enters his/her password pwi.

If user Ui passes the fingerprint verification, smart card performs the following opera-
tions:

1. Generate a random number r using the minutiae extracted from the imprint fingerprint.
2. Computes pw′′

i = h(pwi ⊕ Si) mod p.
3. Computes Y ′

i = Yi ⊕ pw′′
i , where Y ′

i = IDXS
i mod p.

4. Computes C1 = (IDi)
r mod p.

5. Computes M = h(Y ′
i ⊕T ) mod p, where T is the current timestamp of the login device.

6. Computes C2 = (Y ′
i )

rM mod p.
7. Sends login message C = (IDi, C1, C2, T ) to the remote system for the authentication

process.

2.3. Authentication phase. Remote system receives the login message from the user
and performs the following operations at time T ′:

1. Checks whether the format of IDi is correct or not. If the format is not correct, system
rejects the login request.

2. Verifies if (T ′ − T ) ≥ ∆T , where ∆T denotes the expected valid time interval for
transmission delay, then system rejects the login request.

3. Verifies whether

C2(C
XS
1 )−1 ?

=h
(
IDXS

i mod p⊕
)

(3)

or not. If it holds true, system accepts the login request, otherwise login request is
rejected.

4. Acquires the current timestamp T ′′.
5. Computes

C3 = h
(
IDXS

i mod p⊕ T ′′) (4)

for mutual authentication.
6. Sends mutual authentication message (C3, T

′′) to Ui.

Upon receiving the mutual authentication message (C3, T
′′), user Ui performs the fol-

lowing operations at time T ′′′:

1. Verifies if (T ′′′ − T ′′) ≥ ∆T , where T ′′′ is the current timestamp of Ui, then Ui rejects
the message.
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2. Verifies whether

C3
?
=h(Y ′

i ⊕ T ′′) (5)

or not, where Y ′
i = IDXS

i mod p 1). If it holds true, Ui believes that the responding
party is authentic system and mutual authentication between Ui and remote system is
completed, otherwise Ui terminates the connection.

2.4. Password change phase. Whenever Ui wants to change the old password pwi to
the new password pw∗

i , he/she has to imprint his/her fingerprint then smart card compares
it with the template stored on the smart card. If Ui passes the fingerprint verification,
he/she inputs old password pwi and the new password pw∗

i . The client device performs
the following operations:

1. Computes pw′′
i = h(pwi⊕Si) mod p, where Si is the fingerprint template stored on the

smart card.
2. Computes Y ′

i = Yi ⊕ pw′′
i = IDXS

i mod p.
3. Computes new Y ∗

i = Y ′
i ⊕ h(pw∗

i ⊕ Si).
4. Replace the old Yi with the new Y ∗

i on the smart card.

3. Cryptanalysis of Khan-Zhang’s Scheme. This section shows that Khan-Zhang’s
scheme is vulnerable to parallel session attack [30, 31, 33, 34] and privileged insider attacks
[25, 32].

3.1. Parallel session attack. This subsection demonstrates that Khan-Zhang’s scheme
is still vulnerable to the parallel session attack in which an adversary without knowing
a legal user’s password and biometrics information can masquerade as the legal user by
somehow crafting a valid login message from eavesdropped communications between the
user and the remote system [30, 31, 33, 34]. A parallel session attack occurs when two
or more protocol runs are executed concurrently and messages from one are used to form
messages in another session.

A protocol that suffers from a parallel session attack is an example of this: It may be
possible to show that the protocol is secure – even when it is under attack – in the case
that only a single session of the protocol is deployed on the network. However, when
multiple session are present on the network, the parallel session attack can occur because
the attacker uses messages from one session to perform the attack on another session [37].

Suppose that an adversary has eavesdropped a valid login request message C = (IDi, C1,
C2, T ) and mutual authentication message (C3, T

′′) from an open network. In the login
phase, the adversary can perform the parallel session attack as follows:

1. Puts C∗
1 = 1.

2. Puts T ∗ = T ′′, where T ′′ is the eavesdropped remote system’s timestamp and is still
“fresh” to the remote system and trickily.

3. Puts C∗
2 = C3, where C3 = h

(
IDXS

i mod p⊕ T ′′).
4. Sends a forged login request message C∗ = (IDi, C

∗
1 , C

∗
2 , T

∗) to the remote system.

When the remote system receives the message C∗, it will go into the authentication
phase and performs the following checks:

1)Comments: In Steps 3 and 4 of the improved authentication phase, Khan-Zhang [29] described

the following arguments: (Step 3) Ui computes IDXS
i mod p = Yi ⊕ pw′

i, where Yi is stored in the user’s
smart card and pw′

i is password of the user private to him. (Step 4) Ui computes C∗
3 and validates

either C∗
3

?
=h(IDXS

i mod p⊕T ′′) or not. However, Step 3 is unnecessary operation since IDXS
i mod p(=

Y ′
i ) is already computed by Ui in Step 3 of the login phase. In addition, the verification equation

C∗
3

?
=h(IDXS

i mod p ⊕ T ′′) of Step 4 is incorrect because Ui received C3 from the remote system. That

is, the verification equation must be changed C∗
3

?
=C3, where C∗

3 = h(Y ′
i ⊕ T ′′) = h(IDXS

i mod p⊕ T ′′).
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User Ui

Smart card Remote system
C = (IDi, C1, C2, T )−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

(C3, T
′′)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Adversary Remote system

Intercept
C = (IDi, C1, C2, T )
Intercept (C3, T

′′)
Put C∗

1 = 1
Put T ∗ = T ′′

Put C∗
2 = C3

C∗ = (IDi, C
∗
1 , C

∗
2 , T

∗)
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Verify IDi

Verify (T ′ − T ∗) < ∆T

Verify C∗
2((C

∗
1)

XS)−1 ?
=h

(
IDXS

i ⊕ T ∗)
Pick up T ′′

new

Compute Cnew
3 = h

(
IDXS

i mod p⊕ T ′′
new

)
(Cnew

3 , T ′′
new)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Drop (Cnew
3 , T ′′

new)

Figure 3. Parallel session attack on Khan-Zhang’s scheme

1. Checks the format of the IDi. Of course, it is correct.
2. Checks the time is valid or not. Because (T ′ − T ∗) < ∆T , where T ′ is the received

timestamp of message C∗, the remote system will accept this check.
3. Compares whether

C∗
2

(
(C∗

1)
XS

)−1
mod p

?
=h

(
IDXS

i mod p⊕ T ∗) . (6)

It is easy to see that the adversary can then pass the verification (in parallel with Ui)
and thus login the remote system successfully. That is, we can see that the forged login
request message C∗ will pass the checking of Equation (6) in the authentication phase as
follows:

C∗
2

(
(C∗

1)
XS

)−1
mod p = C∗

2

(
1XS

)−1

= C∗
2(1)

−1

= C∗
2

= C3

= h
(
IDXS

i mod p⊕ T ∗) .
For mutual authentication, the remote system will acquire the current timestamp T ′′

new

and then compute Cnew
3 = h

(
IDXS

i mod p⊕ T ′′
new

)
. Finally, the remote system will send

mutual authentication message (Cnew
3 , T ′′

new) to Ui. Then, the adversary intercepts and
drops the mutual authentication message (Cnew

3 , T ′′
new) to finish the proposed parallel
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session attack. Therefore, the remote system accepts the adversary’s forged login request,
making Khan-Zhang’s scheme insecure.

Figure 3 depicts the messages transmitted in the parallel session attack. We note that
such an attack is made possible due to the symmetric nature of the information exchanged
between the user and the remote system in the login and authentication phases (i.e., the
hash values M and C3 in Figure 1). For more detail, in the Khan-Zhang’s scheme,
our parallel session attack could succeed since M = h(IDXS

i mod p ⊕ T ′) of C1 and

C3 = h(IDXS
i mod p ⊕ T ′′) have the same format. So, if an adversary can get the legal

timestamp T ∗ that can pass the remote system’s verification, our attack can easily succeed.
Actually, the remote system’s timestamp T ′′ for mutual authentication can easily pass the
remote system’s verification in the next session. To remedy our parallel session attack,
the simple solution is to use M of C1 and C3 in different formats.

3.2. Privileged insider attack. If a user’s password is revealed to a remote server, the
insider of the server can impersonate the user to login other remote systems [25, 32]. In
practice, users offer the same password to access several servers for their convenience.
Thus, the insider of the remote server may try to use the password to impersonate the
user to login to other systems that the user has registered with outside this server. If
the targeted outside server adopts the normal authentication protocol, it is possible that
the insider of the server can successfully impersonate the user to login to it by using a
password. Therefore, the password cannot be revealed by the administrator of the server.

However, Khan-Zhang’s scheme is vulnerable to privileged insider attacks [25, 32]. In
the registration phase of Khan-Zhang’s scheme, the user Ui’s password pwi will be revealed
to the remote system because it is directly transmitted to the remote system. In practice,
users offer the same password pwi to access several remote servers for their convenience.
Thus, a privileged insider of the remote system may try to use Ui’s password pwi to
impersonate the legal user Ui to login to the other remote systems that Ui has registered
with outside this system.

If the targeted outside remote system adopts the normal password authentication
scheme, it is possible that the privileged insider of the remote system could success-
fully impersonate Ui to login to it by using pwi. Although it is also possible that all the
privileged insiders of the remote system can be trusted and that Ui does not use the same
password to access several systems, the implementers and the users of the scheme should
be aware of such a potential weakness.

The most familiar example of an insider is a masquerader [38]; an attacker who succeeds
in stealing a legitimate user’s identity and password and then impersonates another user
for malicious purposes. Credit card fraudsters are perhaps the best example of masquer-
aders. Once a bank customer’s commercial identity is stolen (e.g., their credit card or
account information), a masquerader presents those credentials for the malicious purpose
of using the victim’s credit line to steal money.

4. Proposed Authentication Scheme. This section presents efficient and secure im-
provements of Khan-Zhang’s scheme to correct the security flaws described in Section 3
and provide more efficiency. To prevent the proposed parallel session attack, the pro-
posed scheme uses the input values of C1 and C2 in different formats when performing
the login and authentication phases. To prevent the proposed privileged insider attack,
the proposed scheme uses a random nonce n to protect the password pwi in the registra-
tion phase. There are four phases in the proposed schemes including registration, login,
authentication, and password change like Khan-Zhang’s scheme. Figures 4 and 5 show
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Shared information: h(·).
Information held by user: IDi, pwi, fingerprint.
Information held by remote system: XS.

User Ui Remote system

Select IDi, pwi

Choose random nonce n
Imprint fingerprint

(IDi, pwi ⊕ n, fingerprint)
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Generate fingerprint template Si

Compute pw′
i = h(pwi ⊕ n||Si)

Compute Yi = h(IDi||XS)⊕ pw′
i

Store (h(·), Yi, Si, IDi) in Ui’s smart card
(Smart card)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
(Secure Channel)

Enter n into Smartcard

Figure 4. Proposed registration phase

the registration phase and the login and authentication phases of the proposed scheme,
respectively.

4.1. Registration phase. User Ui over a secure channel performs the following opera-
tions:

1. Chooses his/her identity IDi and password pwi.
2. Generates a random nonce n.
3. Personally imprints his/her fingerprint on the sensor.
4. Offers his/her chosen IDi and pwi ⊕ n in the registration center.

The remote system of the registration center performs the following operations:

1. Computes

pw′
i = h(pwi ⊕ n||Si) (7)

where h(·) denotes collision-free one way hash function and Si denotes the fingerprint
template of Ui.

2. Computes

Yi = h(IDi||XS)⊕ pw′
i (8)

where XS denotes the secret key of the registration server.
3. Issues smart card to the user over a secure channel which contains h(·), Yi, Si and IDi.

After receiving the smartcard from remote system, the user Ui enters n into his/her
smartcard.

4.2. Login phase. Whenever user Ui wants to login, he/she performs the following op-
erations:

1. Inserts his/her smart card in the input device.
2. Imprints his/her fingerprint on the sensor.
3. Enters his/her password pwi.
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Shared information: h(·).
Information held by user: IDi, pwi, fingerprint, smartcard(h(·), Yi, Si, n, IDi).
Information held by remote system: XS.

User Ui

Insert smart card in the input device
Imprint fingerprint on the sensor
Enter pwi

Smart card Remote system

Verify fingerprint
Compute pw′′

i = h(pwi ⊕ n||Si)
Compute Y ′

i = Yi ⊕ pw′′
i

Pick up T
Compute C1 = h(Y ′

i ||T )
C = (IDi, C1, T )−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Verify IDi

Verify (T ′ − T ) ≥ ∆T

Verify C1
?
=h(h(IDi||XS)||T )

Pick up T ′′

Compute C2 = h(C1||h(IDi||XS)||T ′′)
(C2, T

′′)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Verify (T ′′′ − T ′′) ≥ ∆T

Verify C2
?
=h(C1||Y ′

i ||T ′′)

Figure 5. Proposed login and authentication phases

If user Ui passes the fingerprint verification, smart card performs the following opera-
tions:

1. Computes
pw′′

i = h(pwi ⊕ n||Si) mod p (9)

and
Y ′
i = Yi ⊕ pw′′

i (10)

where Y ′
i = h(IDi||XS).

2. Computes
C1 = h(Y ′

i ||T ) (11)

where T is the current timestamp of the login device.
3. Sends login message C = (IDi, C1, T ) to the remote system for the authentication

process.

4.3. Authentication phase. Remote system receives the login message from the user
and performs the following operations at time T ′:

1. Checks whether the format of IDi is correct or not. If the format is not correct, system
rejects the login request.
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2. Verifies if (T ′ − T ) ≥ ∆T , where ∆T denotes the expected valid time interval for
transmission delay, then system rejects the login request.

3. Verifies whether

C1
?
=h(h(IDi||XS)||T ) (12)

or not. If it holds true, system accepts the login request, otherwise login request is
rejected.

4. Acquires the current timestamp T ′′.
5. Computes

C2 = h(C1||h(IDi||XS)||T ′′) (13)

for mutual authentication.
6. Sends mutual authentication message (C2, T

′′) to Ui.

Upon receiving the mutual authentication message (C2, T
′′), user Ui performs the fol-

lowing operations at time T ′′′:

1. Verifies if (T ′′′ − T ′′) ≥ ∆T , where T ′′′ is the current timestamp of Ui, then Ui rejects
the message.

2. Verifies whether

C2
?
=h(C1||Y ′

i ||T ′′) (14)

or not, where Y ′
i = h(IDi||XS). If it holds true, Ui believes that the responding

party is authentic system and mutual authentication between Ui and remote system is
completed, otherwise Ui terminates the connection.

4.4. Password change phase. Whenever Ui wants to change the old password pwi to
the new password pw∗

i , he/she has to imprint his/her fingerprint then smart card compares
it with the template stored on the smart card. If Ui passes the fingerprint verification,
he/she inputs old password pwi and the new password pw∗

i . The client device performs
the following operations:

1. Computes

pw′′
i = h(pwi ⊕ n||Si) (15)

where Si is the fingerprint template stored on the smart card.
2. Extracts a secret value Y ′

i as follows:

Y ′
i = Yi ⊕ pw′′

i = h(IDi||XS) (16)

3. Computes new secret value Y ∗
i as follows:

Y ∗
i = Y ′

i ⊕ h(pw∗
i ⊕ n||Si) (17)

4. Replace the old Yi with the new Y ∗
i on the smart card.

5. Security Analysis. This section discusses the security features of the proposed au-
thentication scheme.

5.1. Security properties. The following security properties of the authentication scheme
should be considered [25, 32, 34-36].

1. Replay attack: A replay attack is an offensive action in which an adversary imper-
sonates or deceives another legitimate participant through the reuse of information
obtained in a protocol.
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2. Guessing attack: A guessing attack involves an adversary (randomly or systemati-
cally) trying long-term private keys (e.g., user password or remote system secret key),
one at a time, in the hope of finding the correct private key. Ensuring long-term pri-
vate keys chosen from a sufficiently large space can reduce exhaustive searches. Most
users, however, select passwords from a small subset of the full password space. Such
weak passwords with low entropy are easily guessed by using the so-called dictionary
attack.

3. Parallel session attack: The parallel session attack means that an adversary
without knowing a user’s password can masquerade as the legal user by creating a
valid login message from an eavesdropped communication between the authentication
server and the user.

4. Reflection attack: The reflection attack means that an adversary can masquerade
as the legal authentication server by creating a valid response message from an
eavesdropped communication between the authentication server and the user.

5. Privileged insider attack: When a user’s password is revealed to a remote server,
the insider of the server can impersonate the user to login other remote systems. In
practice, users offer the same password to access several servers for their convenience.
Thus, the insider of the remote server may try to use the password to impersonate
the user to login to other systems that the user has registered with outside this
server. If the targeted outside server adopts the normal authentication protocol, it
is possible that the insider of the server can successfully impersonate the user to
login to it by using a password. Therefore, the password cannot be revealed by the
administrator of the server.

6. Impersonation attack using lost or stolen smartcards: An impersonation
attack using lost or stolen smartcards means that when legal users lose their smart-
cards or an adversary steals a smartcard for a short duration and makes a duplicate
of it, the attack cannot pass the smartcard verification process. Malicious parties
may catch information stored in the smartcard of some user by some ways, such as
successfully cracking smartcards that were lost by the user or by obtaining the in-
formation in smartcard via illegal card readers or smartcards. With the information
stored in smartcards and messages intercepted during previous login transactions
between the user and the remote system, the adversarys can pass the authentication
process and login to the system successfully.

7. Mutual authentication: Mutual authentication means that both the client and
server are authenticated to each other within the same protocol.

8. Secure password change: Assume a legal user wants to change his/her old pass-
word to a new one. If the user’s smartcard does not check the validity of the old
password, when a smartcard is stolen, unauthorized users can easily change arbitrary
new password of the smartcard. And then the legal user’s succeeding login requests
will be denied unless he/she re-registers with the remote server again. Therefore,
the protocol must provide secure password change.

5.2. Security analysis. This subsection provides the proof of correctness of the proposed
scheme. First, the security terms [35, 36] needed for the analysis of the proposed scheme
are defined as follows:

Definition 5.1. A weak password (pwi) has a value of low entropy, which can be guessed
in polynomial time.

Definition 5.2. A strong secret key (XS) has a value of high entropy, which cannot be
guessed in polynomial time.
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Definition 5.3. A secure one-way hash function y = h(x) is where a given x to compute
y is easy and given y to compute x is hard.

Under the above three definitions, the following arguments are used to analyze seven
security properties [25, 32, 34-36] in the proposed authentication scheme.

Theorem 5.1. The proposed scheme can resist the replay attack.

Proof: For replay attacks, the replay of an old login request message C = {IDi, C1, T}
in the authentication phase will not work, as it will fail in step 2 of the remote system’s
verification process due to the time interval (T ′− T ) ≥ ∆T . In addition, the replay of an
old server’s response message (C2, T

′′} in the authentication phase will not work, as it will
fail in Step 1 of the user’s verification process due to the time interval (T ′′′ − T ′′) ≥ ∆T .
Therefore, the proposed scheme can resist replay attacks.

Theorem 5.2. The proposed scheme can resist the guessing attack.

Proof: Due to the fact that a secure one-way hash function is computationally difficult
to invert, it is extremely hard for any adversary to derive XS from h(IDi||XS). Moreover,
assume that an adversary intercepts Ui’s login request message C = {IDi, C1, T} and
the remote system’s response message C2 over a public network, due to the one-way
property of a secure one-way hash function, the adversary cannot derive secret value
Y ′
i = h(IDi||XS) from C1 = h(Y ′

i ||T ) and C2 = h(C1||h(IDi||XS)||T ′′). The password
guessing attack will not work against the proposed scheme since the proposed scheme
does not use the password for protecting the sending message C1. Therefore, the proposed
scheme can resist guessing attacks.

Theorem 5.3. The proposed scheme can resist the parallel session attack and the reflec-
tion attack.

Proof: Because of the different message structures between C1 = h(Y ′
i ||T ) and C2 =

h(C1||h(IDi||XS)||T ′′), an adversary cannot perform a parallel session attack and reflec-
tion attack unlike Khan-Zhang’s scheme. Therefore, the proposed scheme can prevent a
parallel session attack and reflection attack.

Theorem 5.4. The proposed scheme can resist the privileged insider attack.

Proof: Since Ui registers to the remote system by presenting pwi⊕n instead of pwi, an
insider of the remote system using an off-line password guessing attack cannot obtain pwi

without knowing the random nonce n. Therefore, without knowing Ui’s password pwi,
the adversary cannot succeed the privileged insider attack because he/she need Ui’s pwi

to impersonate the legal user and login other remote systems. Therefore, the proposed
scheme can resist a privileged insider attack.

Theorem 5.5. The proposed scheme can resist the impersonation attack using lost or
stolen smartcards.

Proof: Suppose that legal users lose their smartcards or an adversary steals a smart-
card for a short duration and makes a duplicate of it. Because the adversary does not
know the legal user’s password pwi and the smartcard always verifies the user’s finger-
print, the impersonation attack using lost or stolen smartcards cannot pass the smartcard
verification process in the login phase. Furthermore, even if an adversary extracts all val-
ues {h(·), Yi, Si, n, IDi} from the smartcard, the adversary cannot get h(IDi||XS) from Yi

without the user’s password pwi. Thus, the proposed scheme prevents an impersonation
attack using lost or stolen smartcards.
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Theorem 5.6. The proposed scheme can achieve the mutual authentication.

Proof: In Step 3 of the proposed authentication phase, the remote system can authen-
ticate Ui. Also, Ui can authenticate the remote system in Step 1 of the authentication
phase because only a valid remote system can compute C2 = h(C1||h(IDi||XS)||T ′′).
Therefore, the proposed scheme can achieve mutual authentication.

Theorem 5.7. The proposed password change scheme is secure.

Proof: In the proposed password change phase, the user has to verify himself or herself
by a fingerprint biometric, and it is not possible to impersonate a legal user because the
biometric is unique. If the input fingerprint is not the same with the stored fingerprint,
the user is not allowed to change the password. Moreover, although the smartcard is
stolen, unauthorized users cannot change the password. Hence, this scheme is protected
from the denial-of-service attack through a stolen device [34]. Therefore, the proposed
password change scheme is secure.

The security properties of Khan-Zhang’s scheme and of the proposed scheme are sum-
marized in Table 1. Based on the above described cryptanalysis of Khan-Zhang’s scheme,
Khan-Zhang’s scheme is insecure to the parallel session attack and insider attack. Because
an adversary can impersonate a legal user by using the proposed parallel session attack,
Khan-Zhang’s scheme is also insecure to the user impersonation attack. Therefore, we
can see that the proposed scheme is more secure in contrast with Khan-Zhang’s scheme
as shown in Table 1.

Table 1. A comparison of security properties

Khan-Zhang’s Scheme [29] Proposed Scheme
Replay attack Secure Secure
Guessing attack Secure Secure
Parallel session attack Insecure Secure
Reflection attack Secure Secure
Insider attack Insecure Secure
Impersonation attack Insecure Secure
Mutual authentication Provide Provide
Password change Secure Secure

6. Efficiency Analysis. This section discusses the efficiency features of the proposed
scheme. Comparisons between Khan-Zhang’s scheme [29] and the proposed scheme are
shown in Table 2. To analyze the computational complexity of the proposed scheme, the
notation Texp is defined as the time for computing the modular exponentiation, the nota-
tion Tmul is defined as the time for computing the modular multiplication, the notation
Th is defined as the time for computing the one-way hash function and the notation Txor

is defined as the time for computing the bit-wise exclusive-or (XOR) operation.
In the registration phases, Khan-Zhang’s scheme requires a total of one exponentiation,

one hashing operation and two XOR operations, and the proposed scheme requires a total
of two hashing operations and two XOR operations. In the login phase, Khan-Zhang’s
scheme requires a total of two exponentiations, one multiplication, two hashing operations
and three XOR operations, and the proposed scheme requires a total of two hashing
operations and two XOR operations. In the authentication phase, Khan-Zhang’s scheme
requires a total of two exponentiations, two multiplications, three hashing operations
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Table 2. A comparison of computation costs

Khan-Zhang’s Scheme [29] Proposed Scheme
Registration phase 1Texp + 1Th + 2Txor 2Th + 2Txor

Login phase 2Texp + 1Tmul + 2Th + 3Txor 2Th + 2Txor

Authentication phase 2Texp + 2Tmul + 3Th + 3Txor 4Th

Password change phase 2Th + 4Txor 2Th + 4Txor

Communication costs ≈ 2448 bits ≈ 560 bits

and three XOR operations, and the proposed scheme requires a total of four hashing
operations. In the password change phase, Khan-Zhang’s scheme requires a total of two
hashing operations and four XOR operations, and the proposed scheme requires a total
of two hashing operations and four XOR operations.
In the login and authentication phases of Khan-Zhang’s scheme, among the six trans-

mitted messages {IDi, C1, C1, T, C3, T
′′}, one is the user’s identifier (80 bit); two are

timestamps (80 bit); two are modular exponentiation bits; and one is hash output bits
(160 bit such as a SHA-1 one-way hash function [35, 36]). The total communication costs
of Khan-Zhang’s scheme is 2448 bits. Unlike Khan-Zhang’s scheme, the proposed scheme
only uses a minimum communication bandwidth. Among the five transmitted messages
{IDi, C1, T, C2, T

′′}, one is the user’s identifier (80 bit); two are timestamps (80 bit); and
two are hash output bits (160 bit). The total communication costs of our scheme is 560
bits. These are very low communication messages. Therefore, the proposed scheme is not
only efficient but also enhances security.

7. Conclusions. This paper demonstrated that Khan-Zhang’s biometric remote user
authentication scheme is vulnerable to a privileged insider’s attack and Parallel session
attack. In order to solve such security problems, this paper also presented an improved
scheme to Khan-Zhang’s scheme. The proposed scheme has several important features
and advantages as follows. (1) It is designed to optimize the computation cost of each par-
ticipant by using the small communication round. (2) It achieves cryptographic goals only
using bit-wise exclusive-OR (XOR) operation and collision-free one-way hash functions
as main cryptographic operations without additional requirements such as using server’s
public key and digital signatures. (3) It not only is secure against well-known crypto-
graphical attacks such as replay attack, guessing attack, parallel session attack, reflection
attack, insider attack and impersonation attack, but also provides mutual authentication
and secure password change function without helping of the remote server. As a result,
the proposed scheme is very useful in smart card-based Internet and wire/wireless com-
munication environments to access remote information systems since it provides security,
reliability and efficiency.
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