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ABSTRACT. Since a single computationally hard problem today may possibly be solved
efficiently in the future, many researchers endeavored in recent years to base their cryp-
tosystem security on solving two or more hard problems simultaneously to enhance the
system security. However, it is found that many previously suggested signature schemes
with their (1) security based on integer factorization and discrete logarithm problems and
with (2) verification equation using exponential quadratic forms were not as secure as
claimed and gave no provable security under the random oracle model. We, therefore,
use the theory of cubic residues to present a new signature scheme with an exponential
cubic verification equation to prevent the attack from Pollard-Schnorr’s congruence so-
lutions and give a formal proof of the scheme security by random oracle modeling. We
formally prove that, based on solving the discrete logarithm problem with a composite
modulus (which has been shown by Bach in 1984 to be exactly as hard as simultaneously
solving the integer factorization and the discrete logarithm with a prime modulus), the
proposed scheme is resistant against both no-message and adaptively chosen-message at-
tacks.

Keywords: Cubic residue, Discrete logarithm problem with a composite modulus, Prov-
able security, Random oracle model

1. Introduction. In 1976, the concept of digital signatures with a public-key cryptosys-
tem (PKC) was proposed by Diffie and Hellman [1]. Although several other researchers
such as Rivest-Shamir-Adleman (RSA) [2], Rabin [3], Ong et al. [4], ElGamal [5] and
Schnorr et al. [6] followed up with alternative schemes, they all shared the same trait
of relying on only one computationally infeasible mathematical problem, e.g., the dis-
crete logarithm problem (DLP) or integer factorization problem (FAC), for their security.
Even though the assumption that the single underlying mathematical problem is compu-
tationally infeasible remains mostly valid today, it may diminish in the future because of
the possibility of great progress in efficiency of problem solving algorithms or ability of
computing systems, which is a fact that many experts fear will soon render the current
single-problem schemes inaptly insecure. This has led many authors to come up with
PKC schemes based on multiple hard problems [7-12] to avoid the increasing security
risk.

The first design that emerged from this new school of multiple-hard-problem signature
schemes was a key distribution scheme by McCurley [13] in 1988. Ever since McCurley’s
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proposal, several variants have also been suggested. In 1992, for example, Brickell and
McCurley [9] constructed an interactive identification scheme in which the security was
based on both discrete logarithm and factorization. Harn [8] did the same in his new
signature scheme that combined RSA [2] and ElGamal [5] signature schemes, which,
unfortunately, was later discovered in 1996 by Lee and Hwang [14] to be flawed since the
integrity of the signature could be compromised if its discrete logarithm was solved. In
1997, Laih and Kuo [15] also presented a new signature scheme that was also based on
two hard problems. However, their scheme suffered from large computational and memory
requirements for key production.

In 1998, Shao [11] also proposed two two-hard-problem digital signature schemes. How-
ever, Li and Xiao [16] revealed that the two schemes were insecure. If one valid signature
is known, the attacker can forge a valid signature for any message. Furthermore, in 1999,
Lee [17] also demonstrated that Shao’s schemes could be broken if the factorization prob-
lem was solved because the signer’s secret key could be recovered with a known signature.

He [12] in 2001 proposed a scheme intended to overcome the weakness in Shao’s design.
However, Sun [18] indicated that He’s scheme was only discrete logarithm based. Although
Hwang et al. [19] proposed a scheme to improve the efficiency of He’s scheme, in the same
year, Ding and Laih [20] and Shao [21] also found that He’s scheme was not as secure as
claimed.

Like He, Tzeng et al. [22] in 2004 proposed a new scheme said to be more optimal than
Shao’s [21], which he demonstrated to be resistant to at least three forms of attacks. Shao
23], however, argued that, contrary to the claim, the new scheme of Tzeng et al. [22] was
vulnerable to signature forging using a probabilistic algorithm by Pollard and Schnorr [24]
if the solutions to the discrete logarithm problems were found. In addition, the private
keys of legal signers may also be recovered if the attacker could successfully factor the
composite number. In the same year, Chang et al. [25] also attempted an improvement
since they claimed He’s scheme [12] contained a flaw in which not only could the forgers
forge valid signatures, but a public key might also have more than one corresponding
secret key.

In 2007, Lin et al. [26] presented an improvement on Shao’s signature schemes [11]
and showed that it was tamper-resistant to Lee’s attack [17]. However, to forge a valid
signature for a given message using Lin et al.’s method [26], the attacker would only have
to solve the factorization problem.

Using the quadratic residues theory, Wei [27] also improved Shao’s schemes in 2007 to
propose two new schemes based on two hard problems. Yet, Zheng et al. [28] in 2008 broke
the Wei’s digital signature schemes: the attacker can forge signatures for any arbitrary
message without any knowledge about the private keys. More recently, Lin et al. [29]
found another vital flaw in Wei’s digital signature schemes from its exponential quadratic
form based verification equation. Omne can forge a valid signature of any message by
using Pollard-Schnorr’s method [24], and neither the discrete logarithm nor the factoring
problem needed to be solved.

From the discussion above, we see that many of the published signature schemes based
on both factorization and discrete logarithm problems have suffered from security flaws
and that, in addition, seldom gave provable security using a random oracle.

Among these schemes, it is also found that some signature schemes having their ver-
ification equations based on exponential quadratic form can be easily defeated by the
method of Pollard-Schnorr’s congruence solution. Such flawed signature schemes include
Ong et al. [4] in 1984, Shao in 1998, He in 2001, Tzeng in 2004 and Wei in 2007, etc.
The design in this paper, therefore, will extend the verification equation from exponential
quadratic form to the cubic form by taking advantage of the cubic residue theory, which
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forms the core for a new digital signature that will be discussed in the following sections.
The security in our proposed scheme is based on solving the discrete logarithm with a
composite modulus, which has been shown by Bach [30] in 1984 to be exactly as hard
as simultaneously solving the integer factorization problem and the discrete logarithm
problem with a prime modulus. The Random Oracle modeling and the Forking Lemma
technique by Pointcheval-Stern [31] will be used to demonstrate the security strength of
the proposed scheme.

The structure of this paper is organized as follows. Section 2 reviews the definition
of provable security and the random oracle model. In Section 3, we will introduce some
mathematical properties of cubic residues that will be used to create an environment
suitable for our signature scheme in the next section. Section 4 describes the proposed
signature scheme, where Section 5 explains why our verification equation in exponential
cubic form can be immune to Pollard-Schnorr’s [24] congruence solution attack. It also
provides a security proof against existential forgery under no-message as well as adaptive
chosen-message attacks under the random oracle model. Finally, concluding remarks are
given in Section 6.

2. The Concept of Provable Security. In this section, we will first review the concept
of provable security of signature schemes and then the random oracle model.

2.1. Provable security. In order to safeguard information from possible malicious at-
tackers, information security has become the main field of research aimed to solve such
issues. We usually illustrate the security of a digital signature system via the technique
of problem reduction, and in order to prove that a signature scheme S is indeed secure,
we must refer to:

1). Clearly define what the security of the signature system is.

2). Describe what related information of the system an attacker may request to obtain
when attacking a scheme S.

3). Select an acknowledged computationally hard problem H.

4). Reduce “solving this hard problem H” to “breaking the scheme S”. This means that if
one can break the scheme S then he can solve the hard problem H by using the same
breaking algorithm.

From the security aspect, some cryptographic algorithms and protocols today offer few
securities. Cryptographic schemes usually follow a development cycle of trial-and-error at
the expense of individual and corporate users. To provide an even more reliable cryptosys-
tem security measure, security implementers are increasingly demanding mathematically
proven guarantees.

That a given digital signature scheme is proven secure often refers to the accepted as-
sumption that the underlying mathematical algorithms are sufficiently ‘hard’ to solve —
which implies the protection of data. Digital signature algorithms typically include com-
puting the discrete logarithm, factoring a composite number, inverting the RSA function
2] and computing the Diffie-Hellman problem [1], etc. Although the relationship between
provable security and the complexity theory has yet to be fully understood, most modern
security proofs accept this reduction approach that relies on the assumption of the hard-
ness of the aforementioned mathematical problems [32]. Provable security is of course not
completely secure, but it is the most acceptable level of security for the time being.

The standard security definition of signature schemes was given by Pointcheval and
Stern [33]. There are two specific kinds of attacks against signature schemes: the no-
message attack and the known-message attack. In the first scenario, the attacker only
knows the public key of the signer; in the second one, the attacker has access to a list
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of message-signature pairs. The strongest known-message attack is called the adaptively
chosen-message attack, in which the attacker can ask the signer to sign any message if
he has knowledge of the signer’s public key. He can then adapt his queries according to
previous message-sighature pairs.

2.2. Random oracle. There are many real world random functions whose inputs and
outputs defy statistical correlations. An ideal application for these random functions is
the production of digital signatures. In the context of cryptographic proof, random oracles
are often used in place of real life random hash functions, i.e., if a scheme is proven secure
under the random oracle model, it is believed to be equally as secure when hash functions
are used in its place.

In 1993, Bellare and Rogaway [34] proposed the random oracle paradigm in which a
theoretical random function h that maps each input to a truly random output was used
for cryptographic proofs. In practice, however, h is set to some specific function derived in
some way from a standard cryptographic hash function H like SHA-1, MD5, RIPEMD-160
or others. Bellare and Rogaway claimed that the random oracle model was efficient and
guaranteed security. Although the random oracle model is not at the same level as those
of the standard provable security approach, it is arguably superior to those provided by
totally ad hoc protocol design, provided that the instantiating function h was carefully
chosen. Bellare and Rogaway conjectured that the resulting protocol was secure as long
as the protocol and the hash function were sufficiently independent.

However, many experts questioned Bellare and Rogaway’s random oracle model. Canetti
et al. [35], for instance, demonstrated in 2004 that it was possible to have a scheme proven
secure under the random oracle model and yet insecure when a specific hash function was
used. Pointcheval and Stern [33] also showed how a scheme proven secure under the ran-
dom oracle model could have its discrete logarithm problem solved by the oracle replay
attack using the Forking Lemma technique.

For a digital signature scheme to be proven secure under the random oracle model, it
generally needs to have the following properties by referring to [36].

1). The random oracle model assumes a publicly accessible oracle that everyone can access
(it is callable to all participants in the scheme), including the signer, the verifier and
the attacker.

2). In order for a given scheme to be secure, one must prove, using the problem reduce
method under the random oracle model, that “if there exists at least one attacker
with a non-negligible probability of success of breaking the scheme in question, then
it is also true that the attacker can execute a algorithm of his own design with a non-
negligible probability of success in solving the underlying mathematical algorithm of
the scheme”.

3). From a theoretical point of view, no (efficiently-computable) hash function can possi-
bly be a random function. In reality, a cryptographic hash function is instantiated as
the random oracle (the random oracle model is regarded as a bridge between theory
and practice).

4). From a practical point of view, it is better to have a construction that can be proven
secure in the random oracle model than to have a construction with no proof at all.

5). The theoretical random oracle model and a sufficiently random hash function are
computationally interchangeable.

A scheme will only fit the framework of provable security under the random oracle
model if it satisfies all of the above conditions. Although highly theoretical and not
absolutely guaranteed, the security proof under the random oracle model still gives the
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users a higher degree of confidence not afforded by most traditional designs. This is why
the random oracle model is widely viewed as a bridge between theory and practice.

3. The Concept and Mathematical Properties of Cubic Residues. We will first
introduce the definition and several important properties of cubic residues, since our
proposed scheme in Section 4 is also based on cubic residues. In this section, we will
briefly review some number theory propositions related to cubic residues. Propositions
3.1 to 3.6 are some basic properties about residue numbers, where the proofs can be found
in [37].

3.1. Cubic residue class ring over Z[w]. Let Z denote the ring of integers, i.e., the
set of 0, £1, £2, --- together with the usual definition of addition and multiplication,
and let w = %53 Consider the set D = Z[w] = {a + bwla,b € Z} and define
(a+bw)+(c+dw) = (a+c)+ (b+d)w and (a+bw)(c+ dw) = (ad — bd) + (ad + bc — bd)w,
for all @ + bw, c+dw € D, then D is aring. If « = a+bw € D, then a = a4+ bw =
a+bw? = (a—b) —bw € D, here & means a complex conjugate of a. For « = a+bw € D,
we define the norm of « as N(a) = aa = a® + b* — ab. Then, D is a Euclidean domain
under norm N and o € D is a unit iff N(«) = 1. Thus, the units in D are £1, +w
and £(1 + w). This implies that it is also a principle ideal domain and then an unique
factorization domain, i.e., every element can be decomposed into a product of irreducible
elements uniquely up to a unit element. Note that the primes in Z need not be primes in
D. For example, 7 = (3+w)(2 —w). To avoid some confusion, we shall call the primes in
Z rational primes and refer to those in D simply as primes. The following Propositions
3.1 to 3.6 are quoted from [39)].

Proposition 3.1 (Proposition 9.1.3. [37]). If 7 € D such that N(m) = p is a rational
prime, then w is a prime in D.

Proposition 3.2 (Proposition 9.1.4. [37]). Suppose that p = 1 mod 3 is a rational prime,
then p = N(mw) = n7 where w is a prime in D.

If , B, v € D and v # 0 is not a unit, we say that « is congruent to 8 modulo ~ if
vl — 5, where we write & = f mod . Just as in Z, the congruence classes modulo ~y
made into a ring D., = D/vD is called the residue class ring modulo .

Proposition 3.3 (Proposition 9.2.1. [37]). Let m € D be a prime, then D,: = D/nD is
a finite field with N(m) elements.

Let 7 be a prime in D. Then, D}, the multiplicative group of D,, forms a cyclic group
with N(7m)—1 elements. The following proposition is similar to the famous Fermat’s Little
Theorem.

Proposition 3.4 (Proposition 9.3.1. [37]). Let m € D be a prime and o € D. If 7f «,
then oN(™=1 =1 mod 7.

2

If N(mw) # 3, it is easily seen that the residue class of 1, w, w* are distinct in D,.

Consequently, we have the following proposition.

Proposition 3.5 (Proposition 9.3.2. [37]). Suppose that Z,, is a prime in D such that
N(m) # 3 and a € D such that 7 «, then there is a unique integer m = 0, 1 or 2 such

N(m)—1
that = 3 = w™ mod 7.

Definition 3.1. If 7 is a prime in D such that N(w) # 3 and a € D, the cubic residue

character of a modulo 7, denoted as (9)3, s given by

™
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(0%

(a) (;)3 =0if 7.
(b) (g)g =o' % mod 1 if T a.

™

Notice that with Proposition 3.5, (%)3 =wm, m=0,1or2,if 7 a.

We say that « is a cubic residue mod 7 if 23 = o mod 7 is solvable. The cubic residue
character plays the same role in the theory of cubic residues as the Legendre symbol does
in the theory of quadratic residues.

Proposition 3.6 (Proposition 9.3.3. [37]). Let ® be a prime in D such that N(m) # 3
and o, 3 € D. Then,
(a) (%)3 = 1 iff a is a cubic residue.
N(m)—1 (e

b)a 3 = <—> mod 7.

0(2),-),(2),
(d) If o= B mod, then <9>3 -

™

s
s 3'

3.2. Cubic residue mod pgq. Suppose that p and ¢ are distinct rational primes. If
p = 1mod 3 and ¢ = 1 mod 3, then by Proposition 3.2, there are two primes 7 and 7’ in
D such that p = N(xr) = 77 and ¢ = N(7') = 7/7’. In the following theorem, we want to
show that D,/ is ring isomorphic to Z,,.

Theorem 3.1. Let p=1mod 3 and ¢ =1 mod 3 be distinct rational primes. Let w and
7' be two primes in D such that p = N(w) = 77 and ¢ = N(n') = 7'n’, respectively.
Then, Dy s ring isomorphic to Z,.

Proof: Since p =1 mod 3 and ¢ = 1 mod 3 are distinct rational primes, by Proposition
3.2, there are two primes m = a; + bjw and 7’ = as + bow in D such that p = N(7w) = 77
and ¢ = N(n') = /7', Let v = 71’ = a3 + bsw, so N(y) = N(wn') = N(x) - N(7') = pq.
Note that ged(bs,pq) = 1. Since pg = N(y) = a2 + b3 — agbs > |azbs| > |bs| implies
ged(bs, pq) # py, if ged(bs, pg) = p(or q) then plas and p|vy so that p?| 5 = pg, which is
impossible. Accordingly, for every u = m + nw € D, there is a unique element ¢ € Z,,
such that cbs = n mod pq; that is, u — ¢y = m — caz mod pq and ©u = m — caz mod ~.

Since m — cas is a rational integer, we may define a mapping ¢ from D into Z,, by
¢(u) = m—caz mod pq, where u = m+nw € D and ¢, az are defined as the above. Firstly,
we show that ¢ is well defined, namely, for u,u’ € D, if u = « we have ¢(u) = ¢(u).
Let w = rmod v and v/ = " mod . If u = o/, then r = ' mod v and there exists a
« € D such that r — 1’ = a. Since N(r —r') = (r —r')? = N(a)N(y) = pgN(a), and
p, q are rational primes, we have pg|r — 1/, which implies » = 7’ mod pg. We thus have
¢(u) = r mod pqg = r’ mod pg = P(u).

Secondly, it is obvious that ¢ is a ring homomorphism.

Thirdly, we show that ¢ is onto as follows. For any r € Z,,, since ged(as,pg) = 1,
we may solve ca3 = m — r mod pq for some ¢, where m is any rational integer. Let
u = m+nw € D, where n = cbs mod pq. Then, u—cy = r mod pq, and thus, u = r mod 7.
Accordingly, by the definition of ¢, ¢(u) = r means that ¢ is onto.

Finally, since the kernel of ¢ is

Ker ¢ ={m+nw € D|p(m+nw) =0}
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={m+nw € D|m — caz = 0 mod pg and n = cbs mod pq }
={m+nw € D|m+nw = c(az + bsw) = ¢~}
=D,

by the ring isomorphism theorem D, = D. = D/yD = D/Ker¢, ¢ induces the ring
isomorphism ¢ : Dy — Z,, defined by é(u + 71'D) = ¢(u) for all u € D so that Dy
and Z,, are ring isomorphic.

Since D, is ring isomorphic to Z,,, we infer that D, has N(n7’) = pq elements.

Furthermore, in the proof of Theorem 3.1, we have shown that each element of D is
congruent to a rational integer mod 77’ in D,,/, say r mod 7', which is then mapped
to r mod pq in Z,, to establish the isomorphism between D, and Z,,. Accordingly, we
may identify r mod 77’ in D, as r mod pq in Z,,.

Similarly, by mapping the coset of a rational integer v in D}, to the coset of r in Z,
we have the following corollary.

Corollary 3.1. D}, and Z;, are multiplicative group isomorphic. Furthermore, Dy , has
[N(m) = 1] x [N(7") = 1] = (p — 1)(¢ — 1) elements.

Since 7(7’) is a prime in D, by Proposition 3.3, D(D,) is a finite field with N(7) =
77 = p(N(n') = 7’7" = q) elements. We observe that D, and Z,, D and Z,, D} and
Zy, Dy, and Z7 are also isomorphic, respectively.

Since, by Theorem 3.1, each element u of D is congruent to a rational integer r mod 77,
we may suppose that w = e mod w7/, where e is a rational integer. Thus, w = e; mod 7
and w = e mod 7/, where e; = e mod 7 and ey = e mod 7’. Furthermore, since D, (D)
and Z,(Z,) are isomorphic, we may identify w = e; mod 7 in D, and w = e3 mod 7’ in D/,
ase = e; mod pin Z, and e = e mod ¢ in Z,, respectively. In addition, by using the cubic

L = w' mod 7’ = €}, mod 7’

residue character (;)3 = w’' mod 7 = ¢! mod 7 in D and (%)3

in D}, ¢=0,1,2, we may define the cubic residue character <§> = ¢! mod p in Z; and
3

<£> = ey mod ¢ in ZF, 0 < i < 2 where 7 = ¢(u) of Theorem 3.1. In addition, it can be
3

pointed out that the characters of the cubic residue play the same role in the theory of
cubic residues as the Legendre symbols do in the theory of quadratic residues.

Now, let Z; ;(pq) = {r € Z, <f> = ¢! mod p, (g) = ¢} mod q} for 0 <4, j < 2
3 3

p

2 2

then Z can be divided into nine disjoint equivalence classes; that is Z» = J U Zi;(pq),
=0 j=0

and each Z; ;(pq) has 5(p — 1)(¢ — 1) elements. Furthermore, r € Z_ is a cubic residue

mod pq if and only if r € Z; o(pq).

In the following paragraphs, we will focus our attention on how to obtain a representa-
tive value ¢; ; from Z; ;(pq) for 0 <, j < 2. This will be beneficial for the application of
Theorem 3.2 we will give later on.

Note first that in the RNS (Residue Number System), an integer r is represented
according to a basis B = {p, ¢} of two relatively primes modului by the ordered pair
(r1,72) where 71 = r mod p, ro = r mod ¢ are positive integers. The Chinese Remainder
Theorem ensures the uniqueness of this representation within the range 0 < r < pq. If x
and y are given in the RNS of the form (x,z2) and (y1,ys) respectively, one has

xr +y mod pg = (r1 £ y; mod p, x5 £ y, mod q)
zy mod pg = (z1y; mod p, z2y2 mod q).

Let p = 1mod 3, ¢ = 1mod 3 be distinct rational primes, and let 7 = a1 + bw,
7' = as + baw be primes in D such that p = N(7) = 7n7 and ¢ = N(n') = 7’7’ according
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to Theorem 3.1. Then, w = ey mod 7 and w = ey, mod 7/, where e¢; = —albfl and
ey = —agby *. Therefore, we have (g) = ¢! mod p and (g) = e, mod g, 0 <i <2, for
3 3
all r € Z},.
Because p = 1 mod 3, ¢ = 1 mod 3 and w?® = 1, therefore, (%) =1, ey, €2 whenever

p=1mod9, p=4mod9 and p =7 mod 9, respectively. In the same way, we obtain the

same results for (%) . By pairing p and ¢, we have a total of 9 possible cases which will
3

be discussed below.
In particular, if we put p = ¢ = 4 mod 9, then (%) = e; and (%2) = ey. Thus, if
3 3

we set ¢;; = (€%, e)) (in RNS representation with base B = {p, ¢}), obviously, we have
¢ij € Zi;(pq), 0 <1, j < 2. Generally speaking, this is the most popularly used case.

In the case p = ¢ = 7mod 9, we have results similar to the paragraph above where
p=q=4mod9.

Note that if p = 1mod 9 or ¢ = 1 mod 9, then <%> =1or (%) = 1. In this

3 3

particular case, we must use the alternative method as follows.

Let p = 3"k + 1 for some t > 1 and 3 { k. First, after solving the equation a3 =

e; mod p (note that <%> = 1 implies that e; is a cubic residue mod p), we have <—‘2> =
3 3
p—1

a,* modp = a3*modp = e modp = e; or €2 mod p. In the same way, let ¢ =

3Y+1k/+1, for some t' > 1 and 3 { &/, and we obtain the same result (%) = ey OT
3

e3 mod ¢, for some ay which satisfies a%t, = ey mod gq.

The following table lists a set of representative elements for each possible class of Z7,
under the condition p = 1 mod 3 and ¢ = 1 mod 3. Since the values of ¢; ; in each row
are determined from the previously discussed results, they can only be one of the possible
answers for that given row.

TABLE 1. The representative elements for each possible class of Z;,

Classification ci; € Zij(pq), 0 <4, j <2
p=1mod9, ¢g=1mod9 |¢; = 2 2j

aian2>7 <azi?a2 >> <a%i7aé> or <a%i7&2 >
aj, ) or {af’, e;)

aj, ) or {af', &)

p=1mod9, ¢g=4mod9 |¢; =
p=1mod9, ¢g=7mod9 | ¢ ;=

p=4mod9, ¢=1mod9 |c; = (e}, al) or (e}, ay’)
i
1
p=4mod9, ¢=T7mod 9| c;; = (e}, e))
p=Tmod9, ¢g=1mod9 | ¢, = e%f, al) or (€2, a3’)
p=Tmod9, ¢=4mod9|c;= (e e}

(
(
(
(
p=4mod9, ¢=4mod9 |¢,; = (e, €))
(
(
(
(

p=T7mod9, ¢g=7mod9 |¢; =

It is known in the theory of quadratic residues that for any r € Z; , there is another
¢ € Z, such that rc is a quadratic residue. In cubic residues, we have a similar inference
as follows.

Theorem 3.2. Let p =1 mod 3, ¢ = 1 mod 3 be two distinct rational primes. For each

T € Z,, there exists a ¢ € Z7, such that rc is a cubic residue mod pq.
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Proof: Suppose that r € Z; ;(pq) for some 0 < ¢, j < 2. Then, (%) = ¢! mod p and
3

<£) = ¢} mod ¢. For this pair (i), there exists a pair (,;') 0 < #,j’ < 2, such that
3

i+ =0mod 3 and j + 5/ = 0 mod 3. Choose one ¢ € Z; j/(pq), then (}%) = ¢! mod p
3

and (5) = egl mod q. Therefore, (’”—C) = <£> <9> = GHZ = 1 mod p and ( ) =
a P /3 P/3\P/3 3

<g> (5 = elﬂ = 1 mod q. Accordingly, rc € Zoo(pq) is, therefore, a cubic residue
3 3
modpq.

Based on the theorem above, we conclude that if r € Z* N Z; ;(pq) for any 0 <4, j < 2,
then there exists ¢y j» € Zy j(pg) with ¢ +47 = 0 mod 3 and j + j/ = 0 mod 3 such that
rcy ;v is a cubic residue modpg. The above discussions can be illustrated by the following

small example.

Example 3.1. Letp=7=3x2+1, ¢=13=3x4+1 be two distinct rational primes.
Then, p =71 = (3+2w)(3+2w), g=7'1" = (44 w) - (44 @) and p=q=1mod 3. We,
therefore, have e; = —3-2"' =2mod 7, e = —4- 171 =9 mod 13. Since

Zo(T) = {r € Z;| (§), = 2°} = (1,6}, Zo(13) = {r € Zj3| (f5), = 9°} = {1,5,8,12)},
Zy(T)={re z;] (£),=2"} ={4.3}, Z1(13)={re Z5| (), = 9'} = {4,6,7,9},
Zy(T) ={re z;] (L), =2°} ={2,5}, Z(13) = {r € Z5s| (), = 9*} = {2,3,10,11},

we find that Z; ;(91) = Z;(7) x Z;(13). In particular,
r r
Zoo(91) = {r € 72 (?>3 20, (13) —9 } = Zo(7) % Zo(13)

={{1,1),(1,5),(1,8),(1,12),(6,1), (6,5), (6,8), (6,12) }
={1,57,8,64,27,83,34,90}

has =D08=1)

5 = 8 elements. If we let

O = {0070 = <1, 1),0071 = <1,4>,CO72 = <1, 2>,Cl70 = <4, ].>,Cl71 = <4,4>,
C12 = <47 2>7 C20 = <27 1>7 Ca1 = <274>7 Co2 = <27 2>}
= {1,43,15,53,4,67,79, 30,2}

be the set of representative elements for each partition class of Zg,. Then, ¢y j- Z; ;(91) =
Zpo(91), for i+ = j+ j' =0mod 3. For example, let i =0, j=1,7 =0 and j' = 2.
Then,
coo - Z01(91) =(1,2) - {(1,4), (1,6),(1,7),(1,9), (6,4), (6,6), (6,7),(6,9)}
={(1,8), (1,12),(1,1),(1,5), (6, 8), (6,12), (6, 1), (6,5)}
={8,64,1,57,34,90,27,83}
:Z()’[)(gl).

This example below shows how a cubic congruence equation is solved.

Example 3.2. Let p =139 =3 x 46+ 1, ¢ =229 =3 X 76 + 1 be two distinct rational
primes. Then, p = 77 = (13 + 10w)(13 + 100), ¢ = 7’7’ = (17 + 12w) - (17 + 120)
and p = ¢ = 4mod 9. In addition, e; = —13 - 107 mod 139 = 96 and e; = —17 -
127" mod 229 = 94. As shown in the last paragraph just before Table 1, we set ¢;; =
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(¢! mod p, €4 mod q) = (96" mod 139,947 mod 229) € Z, ;(pq), 0 <4, j < 2. Let

C = {CO,O = <17 1>7 CO,I = <17 94>7 00,2 = <17 134>7 Cl,O = <967 1>7 Cl,l = <967 94>7
6172 = <96, 134>, 6270 = <42, 1), 0271 = <42, 94>, 6272 = <42, 134)}
= {1,20017, 23492, 19695, 7880, 11355, 459, 20475, 23950} .

be the set of representative elements for Z; j(pq), 0 <1, j < 2.
We can obtain nine equivalence classes Z; ;(pq) = ¢i;jZo0(pq) = {cij - r® mod pq|r €
Zx 4, 0<4, j <2, such that Z = 0<U<2 Z; i(pq).
_17.]_
Now, for b =23903 € Z* , we want to find ¢ € C' such that cb is a cubic residue. First,

pa’ 39—1 229—-1
we calculate (E3%), = 239035 mod 139 = 42 and (%52), = 239035 mod 229 =

139 229
94, so we have b = 23903 € Zy1(pq). Therefore, we choose ¢ = ¢y such that ¢y -

bmod pg = 11355 x 23903 mod 31831 = 27459 is a cubic residue. This means that
x3 = 27459 mod 31831 is solvable. Let xoo = 31112 = (115,197), then we have

zgo = (115° mod 139, 197° mod 229)
= (1520875 mod 139, 7645373 mod 229)
= (76,208) = 274509.

Hence, z; j = ¢; ;- (115,197), 0 <, j <2 are roots of the cubic congruence equation

22 = 27459 mod 31831

4. The Proposed Scheme. Using the cubic residue theory introduced in the preceding
section, we now present a new signature scheme with an exponential cubic verification
equation form and with security based on solving the discrete logarithm with a composite
modulus.

Let us first give some theorems and definitions before we begin with our proposal.

Theorem 4.1. Dirichlet’s Theorem on Primes in Arithmetic Progressions (Theorem 2.9.
[38]) Let (A,B) = 1. Then, the arithmetic progression AV+B, ¢ = 1,2,3, ..., contains
infinitely primes.

For instance, let A =5 and B = 4. It is obvious that there are infinitely primes in the
form of 5¢ + 4, e.g., 19, 29, 59, 79, 89, 109, 139, 149, 179, ....

Definition 4.1. If m, n are positive integers, a € Z and ged(a,m) = 1, we say that a is
an n-th power residue modm if x™ = a mod m is solvable.

Theorem 4.2 (Proposition 4.2.1. [37]). If Z,, possesses primitive roots and ged(a, m) =
p(m)

1, then a is an n-th power residue modm iff a4
and p(m) is the Euler function.

= 1 mod m, where d = ged(n, ¢(m))

Definition 4.2 (5-RSA modulus N). An integer N is called a f-RSA modulus if N = pxq,
wherep = 4p1+1, ¢ = 4q1+1, py = ¢1 = 1 mod 3, and p, q, p1, q1 are large prime numbers.
(According to Dirichlet’s Theorem, we can find large prime numbers like p, q, p1, q1)-

Definition 4.3 (Factoring problem with a S-RSA modulus N). Let N = pxq, p = 4p1+1,
q=4¢:1+1p1 = ¢ = 1 mod 3, be a B-RSA modulus. We call it a factoring problem with a
B-RSA modulus N if N is given while p, q, p1, 1 are unknown and we are asked to factor
N into the product of p and q.
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Definition 4.4 (Discrete logarithm problem with a $-RSA modulus N). Let N be a [3-
RSA modulus and G be the cyclic multiplicative subgroup of Z% with a generator g of
order p1q1. We call it a discrete logarithm problem with a 3-RSA modulus N if a € G, g,
N are given and we are asked to find 1 < b < pyq1 such that a = ¢° mod N.

From the operational perspective, the proposed signature scheme can be presented in
three phases: the initial phase, the signature generation phase and the verification phase.
Initial phase

The signer follows the steps below to set the signing environment.

(1) Choose a -RSA modulus N = p x ¢, where p = 4p; + 1, ¢ = 4¢; + 1 and py, ¢ are
large primes, such that p; = ¢, = 1 mod 3.

(2) Determine two primes m = a; + byw and ' = ag + baw € D such that p; = N(7) =
ar’ and ¢ = N(7') = 7’7/, respectively. Compute e; = —a;b;' mod p; and ey, =
—agbgl mod ¢;.

(3) For each (4,7), 0 < 4, j < 2, choose one ¢;; € Z; j(p1q1) = {r €75l (pL1>3 =el
and <L> = 632} and set C'= {¢; ;10 <14,j <2}
3

q1
(4) Choose an integer g € Z§ = {1 < a < N|ged(a,N) = 1} with order  xlem(p—1,¢—
1) = piqu.
(5) Select at random an integer x € Z . as the secret key and compute y = ¢* mod N
as the public key.
(6) Let H : {0,1}" x Z% — Z} . be a one-way hash function, where {0,1}" denotes the
set of all binary bit strings.

(7) Publish N, y, g, H.

Signature generation phase
To create a signature for a message m, the signer does the following.

(1) Randomly choose an integer t € Zy ¢ and computer = gts mod N.

(2) Choose a proper ¢ € C' = {¢; ;|0 < i,j < 2} such that [H(m,7?)* — 2®r®] x t3c7! €
Zoo(P11)- o ) )

(3) Compute and get s € Z . which satisfies 2°r° + ct*s® = H(m,r?)* mod p1¢.

(4) The signature of message m is (c,r, s).

Signature verification phase

Anyone can do the following to verify the signature (c,r, s).

(1) Compute and check if the following equation holds.
yrsrcgs = gH(m’T2)3 mod N

(2) The signature (c,r, s) is valid if the above equation holds, otherwise we reject it.

5. Security Analysis with Discussions. In this section, we claim that our proposed
scheme is secure against Pollard and Schnorr’s attack [24], and that our scheme is also
secure under the random oracle model against the two most frequently cited attack sce-
narios, the no-message attack and the adaptively chosen-message attack.

5.1. Security against Pollard-Schnorr’s attack.

5.1.1. Pollard-Schnorr’s congruence solution attack. Pollard and Schnorr [24] showed, in
1987, that a solution of the congruence equation X2 + kY? = m mod n can easily be
found if k¥ and m are relative prime to n.

As aforementioned in Section 1, many previously suggested signature schemes with
their verification equations based on exponential quadratic form were not as secure as
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claimed since they were subject to Pollard-Schnorr’s congruence solution attack [24], such
as those proposed by Ong et al. [4] in 1984, Shao [11] in 1998, He [12] in 2001, Tzeng [22]
in 2004 and Wei [27] in 2007, etc. By using Wei’s method [27] as an example, we will
briefly introduce the concept of cryptanalysis by Pollard-Schnorr’s method.

In [27], Wei modified both of Shao’s schemes [11] in attempt to resist Li and Xiao’s
attack [16]. In modified scheme 1, the verification equation is u'm?) = v -y * mod ;
and in modified scheme 2 it is u*’ ™" = '™ . y(52_T2) mod p. It is obvious that both
verification equations are of exponential quadric form. Therefore, by applying Pollard-
Schnorr’s method, Lin et al. [29] performed a cryptanalysis on both of Wei’s modified
schemes, and showed that they can forge a valid signature of an arbitrary message. Lin
et al.’s cryptanalysis can be briefly reviewed as follows.

Aim at Wei’s modified scheme 1, the attacker substitutes v = 3?, v = y> in the
verification identity u(** ™) = yv* .y~ ’

82 —-Tr

vy~ mod p for any message m. He obtains (y2>u2m =
(3" -y~ mod p or 2u?m? — 3v® = s — r2 mod pyq;. If the condition ged(2u2m? —
3v?,p1q1) = 1 is satisfied, he can solve out (r, s) from s* — r? = 2u*m? — 3v? mod p1q; by
using the method of Pollard and Schnorr. Otherwise, he can repeat to adjust the values of
w and v until ged(2u?m? — 3v?,p1q1) = 1, so that he can forge a valid signature (u,v,r, s)
of an arbitrary message m. Similar to the modified scheme 2, the attacker can solve out
(r,s) from s? — r? = 2u?m?* — 3v?m? mod p,q; again by letting u = y?, v = y* and then
using the method of Pollard and Schnorr. Thus, he can also forge a valid signature of any
message from the modified scheme 2.

As aresult, in the preceding section we prevent security risks from verification equations
in exponential quadric form (here we specifically refer to those vulnerable to Pollard-
Schnorr’s congruence solution attack) by implementing ours in exponential cubic form.

5.1.2. Security analysis of the proposed scheme against Pollard-Schnorr’s attack. Before
we begin the security analysis of our scheme against Pollard-Schnorr’s attack, we will
introduce some related mathematical preliminaries.

In 1984, Goldwasser and Micali introduced the notation of computationally indistin-
guishable distributions which was presented in [39,40]. For a distribution @, let x € @
denote that = is generated by distribution (). An ensemble of probability distributions
Q(z) is polynomial time sampleable if there is a probabilistic polynomial (in |z|) time
machine that on input z its output is distributed according to Q(z). Thus, we may define
a probabilistic polynomial time machine D (called the distinguisher) that can recognize
the language Q(z) as follows:

| 1, when input y € Q(x)
D(z,y) = { 0, when input y ¢ Q(z)

Definition 5.1. [41] Two ensembles of probability distributions A(x) and B(x) are polyno-
mial-time indistinguishable if for any distinguisher D acts as follows: x €g D(n) is gener-
ated and then D is given the output generated by either A(x) or B(x), and | Pr[(D(x,y) =
lly €r A(x)] — Pr[D(z,y) = 1 |y €r B(x)] | < ?ﬁ for all polynomials P and for all
sufficiently large n.

As shown in the initial phase of our scheme, let p; and ¢; denote two distinct large
primes such that p; = ¢ = 1 mod 3; = =a + biw € D and @ = ay + bow € D such
that p, = N(n) = 77, ¢ = N(7') = 7', e1 = —a1b;" mod py, €3 = —agh, " mod ¢,

and Z; j(p1q1) = {T ez <Z)L1>3 = ¢! mod py, <1>3 = ¢} mod ql} for 0 <4, j < 2.

p14q1 q1
Then, Z; ;(p1¢1), 0 < ¢, j < 2, constitute a partition of Zy 4 and each of which has the

same cardinality. Suppose that Z; , is a uniform distribution and « €g Z; , . Then, the
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probability of x € Z; ;(p1¢1) are equal for each 0 < i, j < 2. Therefore, corresponding to
the quadratic residuosity intractability assumption given in [42,43], we can analogize the
intractability assumption to cubic residuosity as follows.
Assumption 5.1. The Cubic Residuosity Intractability Assumption (CRA) Let P(I)
denote the set of primes of size l bits. Define C' ={N|N=pxq,p=4p;+1, g =4q +1,
p1=q = 1mod 3 and py,¢1 € P(l)}. Suppose that p; and ¢, are unknown. Then, for
any N € (', the ensembles Z; j(p1q1), 0 < i, j < 2, are polynomial-time indistinguishable.
Let 7o = (e},€9) € Zoo(piqr), m = (€V,¢e5) € Zoa(prar), 72 = (e1,€3) € Zio(pian),
rs = (e1,e3) € Zin(par), r4 = (e1.€3) € Zip(piar), 15 = (ef,€3) € Zoa(praqn), 716 =
(e1,€3) € Zaa(pran), 17 = (€3, €5) € Zoo(p1n), 1s = (€1, €3) € Zoa(p1gr). Since r} = (1,1),
0 <i < 8, we have the following remark.

Remark 5.1. Let n = p1q1. If a is a cubic residue mod n and x € Z* is a cubic root
of amod n (i.e., x> = amod n), then y = r;x mod n, 0 < i < 8, are the nine distinct
incongruent roots of the equation x> = a mod n.

Lemma 5.1. Let n = pyq1. Given x,y € Z* such that 2° = y> mod n and x # y then
there is % chance of factoring n.

Proof: Note first that =, y € Z*, 2° = y>modn and r # y mean that z and y
are two distinct incongruent cubic root of a common cubic residue mod n. Thus, by
Remark 5.1, we have y = r;z for 1 < i < 8. Note further that 2* = y* mod n implies
(x—y)(2®+ay+y?) = (z—y)2*(1+r;+7?) =0mod n, 1 <i < 8 or (z—y)(1+r;+7?) =0
mod n, 1 <1i <8, becausex € Z*. Therefore, we see that ged((x —y) mod n,n) = pjor ¢
if (1+7; +72) # 0 mod n. Next, by direct computation of CRT, we have (1 + r; +r?) #
Omodn for i = 1,2,7,8 and (1 + r; + r?) = 0 mod n, for i = 3,4,5,6. Thus, there is %
chance of factoring n by means of ged((x — y) mod n, n).

From Lemma 5.1, we immediately have the following theorem.

Theorem 5.1. Let n = piqi, where p1 and q; are unknown. Suppose that a is a cubic
residue modn. If there exists an algorithm which can determine, in a polynomaial time,
two distinct cubic roots {wy,wy} of a mod n and wy = rywy for some i € {1,2,7,8}, then
n can be factored into the product of p1 and q1, in a polynomial time.

Now, suppose an adversary intends to forge a valid signature of a message m from the
verification equation
e +et’s® = H (m, r2)3 mod p1qq (1)
of our scheme.
Then, in order to find a suitable set (r,c,t, s) that satisfy Equation (1), he may try to

perform the three following steps: (a) Determine r, ¢ and compute M = H (m,7?). (b)
By setting X = rz, Y = ts, Equation (1) can be rewritten as

X3+ cY? = M3 mod pigp or Y? =c H(M? — X?) mod pq. (2)

(c) Either (i) determine ¢, X and solve for Y by finding a cubic root of ¢~} (M? — X?3) mod
p1q1, or (ii) determine ¢ and solve for (X,Y’) by using Pollard -Schnorr’s method [24].
However, we claim that he can not succeed in both cases.

Case 1: Determine ¢, X and solve Y by finding a cubic root of ¢~ }(M? — X3) mod p; ¢
Obviously, Equation (2) is solvable if and only if ¢™* (M3 — X?3) is a cubic residue mod p;q;
i.e., if and only if (M? — X®) mod py¢q; and ¢ are in the same class Z;; (p1q1), 0 < 1,
j < 2. However, by the Cubic Residuosity Intractability Assumption, adjusting (M3 —
X3) mod p1q; such that it belongs in the same class Z; j(p1q1) as ¢ is an intractability
problem.
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Assume even if the adversary has a magic box (MB) that can adjust ¢ and (M3, X3)
such that ¢! (M? — X3) is a cubic residue mod p;q;. He still need to compute a cubic root
of ¢! (M3 — X3) mod pyq;. Assume further that the MB can also solve Y3 = ¢ (M3 —
X3) mod p;q;with probability & in polynomial time. Then, by inputting ¢ }(M? — X?3)
into MB repeatedly, if MB outputs two different cubic roots of {wy,ws}. ¢ (M3 — X3)
and wy = r;w; mod pyq; for some i = 1,2,7,8, the adversary has %E chance of factoring
n in polynomial time. This is rather unlikely because the factoring problem is known to
be computationally infeasible at present.

Case 2: Determine ¢ and solve for (X,Y) by using Pollard-Schnorr’s method [24].
Although in [24], Pollard and Schnorr also extended the algorithm for solving the equation
X%+ kY? = mmod n to give an efficient method to find the integer solutions for the
equation 2% + ky® + k?2® — 3kzyz = m mod n, where k, m are relatively prime to n,
their solutions did not contain those of the form (z,y,0) with zy #Z 0 mod n. Therefore,
Equation (2) cannot be solved by Pollard-Schnorr’s method.

As far as our knowledge is concerned, currently there are no efficient algorithms to
solve the equation X3 +cY?3 = M3 mod piq; even if k, m are relatively prime to n = piq;.
Accordingly, our signature scheme is secure against Pollard-Schnorr’s attack.

5.2. Security against no-message attacks. In the so called no-message attack, the
attacker only knows the public key of the signer (this is mentioned in Section 2.1). The
proof of the proposed scheme being secure against existential forgery using the no-message
attack discussed in this section is adopted from [31,33,44], in which the attacker is sim-
ulated by a probabilistic polynomial time Turing machine A that generates probabilistic
inputs by reading bits from a random tape and outputs from a random oracle.

5.2.1. Unforgeability. Signature schemes often use a hash function H, therefore, the func-
tion H has to be free of collision. A hash function is an important ingredient of a signature
scheme security. Bellare and Rogaway [34] and Fiat and Shamir [45] all considered that
H is actually a random function. This suggestion about H being a random function
originated from the corresponding model, called the “random oracle model”, in which the
hash function can be seen as an oracle that produces a random value for each new query.
However, identical answers are obtained if the same query is asked twice.

Now, assume that the hash function H outputs a k-bit string, where 2¥~1 < p;q; < 2%
as defined in Definition 4.2. Then, we will consider a signature scheme which, on the
input message m and a random number o; takes its value from an appropriately large
set; produce a triplet (o1, h, 09) as the signature. In the triplet (oy, h, 09), h is the output
hash value of (m, 01) and o only depends onoy, the message m and h.

We will state a well-known lemma given by Pointcheval and Stern [35]. The Forking
Lemma, and which will be repeatedly used below. This lemma uses the “oracle replay
attack”, by a polynomial replay of an attack with the same random tape and a different
oracle, to obtain two signatures of a specific form. By directly applying the Forking
Lemma technique of Pointcheval and Stern [33], we can obtain the following generic
result. Accordingly, we will now illustrate the Forking Lemma suitable for the current
No-Message Attack scenario.

Lemma 5.2 (The Forking Lemma, Theorem 1 [35]). Let the forger A be a Probabilistic
Polynomial time Turing machine (PPT) whose input only consists of public data. We
denote the number of queries that A can ask to the random oracle by Q. Assume that,
within a time bound T, A produces a valid signature (m, oy, h, o) with probability € > 72—%,
then there is another machine which has control over A and produces two valid signatures

(m, o1, h,09) and (m,o1, k', 0}), such that h # h' in expected time T' < %.
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We will now apply this lemma to our scheme in order to prove its security against
no-message attacks.

Theorem 5.2 (Security against no-message attacks). Assume that within a time bound
T, an attacker A (PPT) performs an existential forgery of our scheme under a no-message
attack. If it has a non-negligible probability € of success, then the discrete logarithm
problem with a $-RSA modulus can be solved with the probability of " = £, in expected

187
time less than ¢ - (Mﬁﬂ + T + T3) for some constant ¢ > 1.

Notice that T, and T3 represent the average computing times of finding the greatest
common divisor via Euclidean algorithm and solving the cubic residue 2® = a mod p1q;
respectively.

Proof: Suppose that an attacker can break our signature scheme of probability e
within a bound time 7. Then, he continuously replays the same input (m, o) to different
machines. By using the Forking Lemma, he can obtain two valid signatures (m, o, hy, 07)
and (m, o, hy, 09) in expected time T < M“iﬂ, such that hash function values hy # hao,
where hy = Hy(m,r?), hy = Hy(m,r2). Here 0 = (m,r?) is the input; o1 = (c1,71,51)
and oy = (¢, 72, S2) are the outputs.

Since r} = 73 = r? (modpiqi) and 7 # +ry (modpiq) with probability 3, we are
able to get a factor of p;q; via ged(ry — 79, p1¢1). Thus, the S-RSA modulus N can be
factored in expected time T, with a non-negligible probability &' = £

Moreover, under the assumption m # £r9 (mod piq;), if the attacker gets two valid
signatures (m, c1,71,51) and (m, ca, 79, S2), consider the two congruence equations

C 33
gt = g (mod N) 3)
r3 0233 — _h3
y"2ry"? = g™ (mod N) (4)
Hence, yCQr:{’sg—clrgs? = gczhﬁsg—clhgsﬁ (HlOd N) or
x3(027§’s§ clrgs:{’) (02h132 clhzsl) (mod p1q1) (5)

Since H; and Hy came from the “Oracle replay”, we may further assume that coh3ss #
c1h3s? (modpiqr). Let d = ged(coriss — clrg’sl,plql) Considering the following three
cases for the congruence Equation (5), we have
Case 1: If d = 1, then Equation (5) can be solved 2® = (coriss —ci73s3) " Heahdss —cihds?]

(mod piq1).
Cbse 2: If d = p1 OT q1, SO CoTsss — 1138 = Elpl (or £2qy) for some £; (or £5), then 2% =
(Lip1) " Heahisy — cihisy] (mOd @) or 2 = (baq1) " 'eahis; — cihysi] (mod pr).
Ccse 3: If d = p1qy, then coriss —ciris? = 0 (mod pyq). This implies cohiss —cihist =0
(mod p1q1) which contradicts our assumption.

Finally, let A = (coriss — c1r3s3) Heahiss — cihds?). Then, 23 = X (modpiq;) is
solvable if and only if A is a cubic residue mod p1q;. By Section 2, we already know that
A € Zyo(p1q1) with a probability of about %. Therefore, by using the oracle replay and
Theorem 4.2, we obtain at least one solution x with the probability of ¢” = %/ in expected
time T3.

Additionally, let N be a f-RSA modulus and g, G, p1¢q; be defined as above. Let a € G
and the attacker attempts to find b, 1 < b < p;qi, such that a = ¢g®* mod N. Through trial
and error, he can choose an integer £ € C' = {¢; ;|0 <i,j <2} such that y = a* = ¢*
is regarded as a public key. From the results above, the attacker inserts a’, g, N, piq
as the inputs of the efficient oracle replay to obtain O(y,g,N,p1q1) = z. By setting
b = ¢(~'2® mod p,qi, the attacker can check whether the equation a = ¢® mod N holds or
not, since the probability that ¢b is a cubic residue modp,q; is approximately é. Thus,
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there exists suchax € Z; | that is regarded as a secret key and satisfies b = x® mod p1q,
where the discrete logarithm problem with a 5-RSA modulus can be solved in polynomial

time with a non-negligible probability.

5.3. Security against adaptively chosen-message attacks. Next, we aim to prove
that the proposed signature scheme is secure against adaptively chosen-message attacks.
In the adaptively chosen message case, where the attacker can ask the signer to sign any
message that he wants if he has knowledge of the public key of the signer, he can then
adapt his queries according to previous message-signature pairs. The attacker views the
signer as a kind of oracle. The signer can be simulated by a simulator S that cannot
know the secret key, since the attacker did not interact with the real signer. Therefore, to
prove the unforgeability property of a given signature scheme against adaptively chosen
message attacks is the same as proving the existence of a simulator. The simulator creates
an output distribution using a no-message attack that is indistinguishable from that of
the adaptively chosen message attack.

We will state the “Forking Lemma” suitable for adaptively chosen-message attacks
which was proved by Pointcheval and Stern [33] as follows.

Lemma 5.3 (The Forking Lemma, Theorem 3 [35]). Let A be a probabilistic polynomial
time Turing machine whose input only consists of public data. We denote respectively by
Q@ and R the number of queries that A can ask to the random oracle and the number of
queries that A can ask to the signer. Assume that, within a bound time Ty, A produces,
with probability € > w, a valid signature (m, oy, h,o9). If the triplet (o1, h, o9)
can be simulated without knowing the secret key, with an indistinguishable distribution
probability, then there is another machine which has control over the machine obtained
from A, replacing interaction with the signer by simulation and produces two valid signa-
tures (m, o1, h,03) and (m, o1, b, 0) such that h # K’ in expected time T' < M.

Lemma 5.4. For the discrete logarithm problem with a 5-RSA modulus, the signer can
be simulated with an indistinguishable distribution.

Proof: The proof shares the same logic as in [36] directly. Under the random or-
acle model, using the two parameters v, e for forgery, the attacker can obtain an in-
distinguishable simulation. First, he assumes that the output set A of random oracles
is {0, 1,2,3,...,2F - 1} and 2F > pig; > 2. He then randomly chooses e € Zp s
veZ andceC ={¢;|0<ij<2} Finally, by letting r = g< Py

Piqi »* mod N,
s = —rv ' mod p1q; and h = —erv~! mod piqi, he can easily check that
g033(c_163+c_1x31/3)(mOdN>

_ g,r.31.3+c(c*163+0711‘3V3)(_7’3V73) (modN)

3 3 3,3
rd cs® _ rx
y r =g :

33 _p3e3,-3_,3

:g - ms(mod)
3.3

=g (modN) = ¢"’ (modN).
It follows that the quadruple (c,r,s, k) is a valid signature of a message m as soon as
h = H(m,r?).
Let (¢,7,s,h) € C X Zx X Zpq x A. Trying to output this signature through our
simulation yields the following system of equations
h3v3 4 r3e® = 0 mod p1gy
2%0° + € = clog, r mod pyq1.

h3 7,3

Consider the determinant A = ’ S| = h3 — 23r% mod p1qs.
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Case 1: A # 0, then the system of equation has exactly one solution (v3, %), and there-
fore, 81 ways for simulator S to generate such 81 different valid signatures.
Cbse 2: A =0, then h? = 23r® mod p;¢;. S can generate such signatures only if r = h =

s = 0mod piq1, € = —2*v* mod pygy and v € Z;; . Thus, there are ¢(p1q1)

ways to generate at most [%-‘ = 17 different improper signatures. However,

the probability of A = 0 is bounded by O (%) =0 (ﬁ) <0 (%), which is a
negligible value.

Thus, even without the secret key, the probability of the simulator S to successfully
simulate a valid signature is overwhelming.

Theorem 5.3 (Security against adaptively chosen-message attacks). Assume that Q, R
are the same as defined in Lemma 5.3 and T3, T3 are the same as described in Theorem 5.2.
Let A be an attacker which performs an existential forgery under an adaptively chosen-
message attack against our scheme and has a non-negligible probability € of success within
a bound time Ty. Assume that € > %, then the discrete logarithm problem with
a B-RSA modulus can be solved with the probability of ¢’ = £ in expected time less than

18
¢ (BXSCN 4 T, +T3) for some constant ¢ > 1.

Proof: Let A(PPT) be an attacker which performs an existential forgery of our scheme
under an adaptively chosen-message attack within a bound time 77. If the attacker has a
non-negligible probability ¢ > W of success, then by Lemma 5.4, the signer can
be simulated by simulator S which does not know the secret key with an indistinguishable
distribution probability. Therefore, by Lemma 5.3 (the Forking Lemma), the collusion
of the attacker A and the simulator S can gain two valid signatures, (m, oy, h,09) and
(m, 01,1, 0}), such that h # h' in expected time 7" < %. Once this is done, using

the same proof as in Theorem 5.2, we obtain the result of Theorem 5.3.

6. Conclusions and Future Works. In view of security flaws were discovered among
many signature schemes suggested previously with exponential quadratic verification
equation and with security based on discrete logarithm and integer factorization prob-
lems. In this paper, by taking advantage of the cubic residue theory, we have proposed
a new signature scheme with an exponential cubic verification equation to prevent the
attack from Pollard-Schnorr’s congruence solutions. In addition, by using the random
oracle modeling and the Forking Lemma, we have formally proved that the security of
our proposed scheme is based on solving the discrete logarithm problem with a composite
modulus. This has been proved by Bach in 1984 to be equivalent to solving both the inte-
ger factorization and the discrete logarithm with a prime modulus. Furthermore, we have
shown that our scheme is secure against the two most frequently cited attack scenarios,
the no-message attack and the adaptively chosen-message attack.

Since cubic residues are introduced into the proposed scheme, the computational cost
is inevitably increased in comparison with those signature schemes having exponential
quadratic verification equation. Nevertheless, in 1986, Williams [46] suggested an effective
method to reduce the complexity of computing the cubic roots of a cubic residue modulo
an RSA composite. Further, in 2009, Chang and Lai [47] proposed an effective method
to speed up modular exponentiation operation. Perhaps Williams” method together with
Chang and Lai’s method can be applied to develop an effective method to reduce the
computation complexity of our signature generation and verification. This remains to be
our future research problem.
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