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ABSTRACT. Global mobility networks provide effective global roaming services for per-
sonal communication users. Through the universal roaming technology, legitimate mobile
users can enjoy the ubiquitous services. Mutual authentication and key agreement between
mobile users and roaming servers is the primary security issue of many commercial mo-
bile networks. For personal privacy, it becomes an important issue to develop a mutual
authentication and key agreement scheme with anonymity for roaming services in global
mobility networks to protect user’s identity. Recently, many schemes concerned with this
issue have been proposed. However, most of those schemes have been demonstrated that
may have several security weaknesses and do not achieve user anonymity. In this paper,
we propose a novel and efficient mutual authentication and key agreement scheme with
user anonymity for roaming services in the global mobility network. Under the random
oracle model, we show that our scheme can withstand known attacks. We also demon-
strate that the proposed scheme provides the secrecy of the session key, strong anonymity
of user’s identity, and mutual authentication.

Keywords: Anonymity, Authentication, Roaming service, Key agreement, Mobility
network

1. Introduction. For personal communication users, Global mobility networks (GLOM-
ONET) [1] provide effective global roaming services. Legitimate mobile users can enjoy
the ubiquitous services through the universal roaming technology. Mutual authentica-
tion between a legitimate mobile user and a service provider of the visited network in
GLOMONET can avoid illegal access from malicious intruders. Several authentication
schemes that are suitable for roaming environment [1,3,10,12,18] have been proposed.

For personal privacy, it becomes a new research issue to develop a mutual authenti-
cation and key agreement (MAKA) scheme with user anonymity for roaming services in
GLOMONET to protect user’s identity. Here, we classify the anonymity of the mobile
user into weak anonymity and strong anonymity as follows.

o Weak anonymity: The anonymity of user’s identity is preserved. No one except the
user’s home agent can get the user’s real identity during roaming.
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e Strong anonymity: In addition to weak anonymity, it also satisfies user un-tractability.
Even if a user has roamed several times in GLOMONET, no one except the user’s
home agent can trace the relationship between these roaming activities.

Several MKAK scheme with user anonymity for GLOMONET or wireless environments
have been proposed [5,13,19,20,22,23]. Zhu and Ma [23] proposed a user authentication
scheme with user anonymity in 2004. However, Lee et al. [13] pointed out a security
weakness on the Zhu-Ma scheme [23] and further proposed an improvement in 2006. In
2008, Wu et al. [20] pointed out that the Zhu-Ma scheme does not provide anonymity,
demonstrated that the Lee-Hwang-Liao scheme [13] does not achieve anonymity and back-
ward secrecy, and then proposed an improvement. Chang et al. [5] also showed that the
Lee-Hwang-Liao scheme [13] cannot provide anonymity under the forgery attack, and
further proposed a novel authentication scheme in 2009. In the same year, Youn et al.
[22] showed that the Wu-Lee-Tsaur scheme [20] is unable to provide anonymous authen-
tication. They also demonstrated that the Chang-Lee-Chiu scheme [5] cannot achieve
anonymity and cannot withstand a known session key attack. In 2010, Xu et al. [21]
proposed a MAKA scheme preserving user anonymity in mobile networks. However, they
did not prove that their scheme achieves forward secrecy. Indeed, it is easy to find that
their scheme does not achieve forward secrecy on foreign agent side. Once the secret key
Kpp is compromised, the former session key will also be compromised.

All of these user authentication and key agreement schemes [5,13,20,23] with user
anonymity try to provide weak anonymity. In these schemes with weak anonymity, a
mobile user is given a pseudo number to replace her/his real identity, so the pseudo num-
ber can be traced because she/he used the identical pseudo number throughout all the
roaming activities. Actually, these schemes [5,13,20,23] have been demonstrated that do
not achieve the intended goal of weak anonymity.

To the best of our knowledge, there is no provably secure mutual authentication and key
agreement (MAKA) scheme with user anonymity for roaming services in GLOMONET
has been proposed so far. Thereupon, it inspires us to propose an effective and provably
secure MAKA with user anonymity for roaming services in GLOMONET.

In this paper, we propose a novel and efficient MKAK scheme with strong anonymity for
roaming services in GLOMONET, which is provably secure and achieves forward secrecy
on both mobile user and foreign agent sides. In our scheme, a mobile user can freely
change his/her password of the smartcard without the help of the home agent. Under the
random oracle model, we prove that the proposed scheme can withstand known attacks.
We demonstrate that the proposed scheme provides the secrecy of the session key, strong
anonymity of user’s identity, as well as mutual authentication. We also show that our
scheme is well suitable for low power mobile devices, and manifest the advantages of our
scheme as compared to the related schemes [5,13,20,23].

The remainder of this paper is organized as follows. We describe the roaming environ-
ment of GLOMONET, address the system scenario, and propose our scheme in Section 2.
We construct the adversarial model and define the security of an ID-based MAKA scheme
for roaming services system in Section 3, and analyze the security of the proposed scheme
in the random oracle model [2] in Section 4. In Section 5, we show that our scheme is well
suitable for low power mobile devices by referring to some implementation data [4,6,9,15],
and also compare our scheme to related schemes [5,13,20,23] to show that only our scheme
is provably secure. Finally, we draw our conclusions in Section 6.
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2. The Proposed Scheme.

2.1. System environment. The system environment of our scheme is described as fol-
lows. There are three kinds of participants in the roaming environment of global mobility
networks: home agent, mobile users, and foreign servers. Each mobile user has its own
home agent, and the home agent is responsible for issuing a smart card to the mobile user.
The mobile user will use the smart card to roam over foreign networks. Assume that there
is a pre-shared secret key between the home agent and each of the foreign servers. The
home agent and a foreign server can use their pre-shared secret key to confirm the in-
tegrity and the secrecy of the transmitted message. The home agent publishes its public
key and keeps the matching private key secrecy.

In order to deal with the revoke problem and avoid crimes, the home agent can know
the real identity of a mobile user during his/her roaming phase. Since the home agent
is the company that sales the communication service to the mobile user and charges the
bill, the home agent should keep the records of the mobile user’s accounts. Hence, the
home agent can verify the validity of the mobile user by using its database after getting
the real identity of a mobile user.

The mobile user uses the home agent’s public key to encrypt user’s identity. Since
the home agent has the matching private secret key, only the home agent can obtain
the real identity of the mobile user. In this case, other outsiders (including the visited
foreign server) cannot know the identity of the mobile user and so that it can achieve
the anonymity of the mobile user’s identity. The public-key encryption or decryption
can adopt some secure cryptosystems such as RSA [14], ElGamal [7], ECC [11], and
pairing-based cryptography [8,16,17].

In the following, let us see the system scenario. When a mobile user wants to roam over
a foreign network, the foreign server will send the request message to the corresponding
home agent and the home agent can recover the mobile user’s identity by using the received
message and verify the validity of the mobile user. The home agent then computes the
related information to let the foreign server and the mobile user can authenticate each
other and establish a session key.

The notations used in the proposed scheme are defined as follows.

M: a mobile user.

H: the home agent of the mobile user M.

F': the foreign agent (service provider) of a foreign network.
ID,: the identity of the participant A.

PWy: the password of the mobile user M.

Kpp: the pre-shared secret key between F' and H.
Pubg: the home agent H’s public key.

Prig: the matching private key of Pubg hold by H.
x: the home agent H'’s secret key.

h(): a one way hash function.

Ek(): an encryption function with the key k.

Dy(): a decryption function with the key k.

e & : the exclusive-or operation.

e ||: the concatenation operation.

2.2. Concrete scheme. The proposed scheme consists of two phases: the registration
phase and the mutual authentication and key agreement phase. Note that the identity
1Dy of the home agent H and the identity IDg of the foreign server F' are public. Three
phases of the proposed scheme are given as follows:
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[Registration Phase] When a mobile user wants to register at the home agent H, the
user has to submit a request to the home agent, and then the home agent will issue a
smartcard with the related messages to the user. Note that the home agent does not need
to keep the registration information. The detail of the registration phase is depicted in
Figure 1 and presented as follows.

1. The mobile user M submits ID,; and PW); to the home agent H via a secure
channel.

2. The home agent H computes R = h (IDy||x)®PWy; and k = h (PW),). The home
agent H stores (IDy, R, k, Pubg, h(), E()) into the smart card, and then sends it
to the mobile user M through a secure channel.

[Mutual Authentication and Key Agreement Phase] When a mobile user M with a
smartcard wants to roam over a foreign agent F', the mobile user M can authenticate with
F mutually and establish a session key with F. The details of the mutual authentication
and key agreement phase are depicted in Figure 2 and presented as follows.

1. M submits the password PW; to the smart card. The smart card checks if h(PW};)
=k. If yes, it randomly chooses nys, ry€Z;, and computes AIDy= Epyyy, (rar||I D).
M then sends m; = {Login message, [ Dy, AIDy;, ny} to F.

2. Upon receiving my, F' generates np, rr € Z, and computes V; = Epuy, (Te||[IDg|
IDg||AIDy||nar|Ing), and then sends mo = {Authentication request, I Dy, IDp,
Vi} to H.

3. Upon receiving my, H generates a random integer ny € Z;. H gets (rp||[IDy||[IDp||
AIDy||ny||nr) by decrypting Vi with the key Prig, and gets (ry||IDy) by de-
crypting AIDy; with the key Prig. H then verifies the validity of the mobile
user M. H computes C' = h(IDy||z) @ vy, y = h(C|lrm) @ ny @ MKrullre),
z = W(Clnyl|rar) & ng, Vo = W Krg||nul|nellrellyl|z), Va = h(C||z), and then
sends mg = {V, V3,9, 2} to F.

M

. i (ID,,. PW,,)
Submit ID,, and PW,, 4 = > R=h(ID,, | |x)® PW,,

(IDy;.R. k. Puby .h().EQ) k=h(PW,)
-

Smart card

F1GURE 1. The registration phase

4. Upon receiving mg, F' checks whether V5 is equal to h(Krg||nar||nr|re||y||2) or not.
F computes TK =y @ h(Kpg||rr), and then sends my = {V5, z,np} to M.

5. Upon receiving my, M computes C = (RGP W;},) & ry by using its smartcard and
checks whether V3 is equal to h(C||z) or not. M computes ng = z @ h(C||ny||7ar)
and TK = h(C||ry) ®ng. If M is not the real owner of the smartcard, M does not
have the real PWy, to get h(IDy||x) = (R @ PWyy).

Note that this phase will be aborted if any check in the above steps is invalid. Af-
ter this phase is completed successfully, M and F can compute a session key SK =
h(TK||na|ng)-

[Password Changing Phase] In our scheme, a mobile user can freely change his pass-
word of the smartcard without the help of the home agent. When a mobile user M with
a smartcard wants to change the password of the smartcard, M makes a request to the
smartcard, and then inputs the origin password PW), to the smartcard. If h(PW)y,) = k,
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i
Submit P, (to the smart card)

Generate iy, . 1y, €2 ;

AID,, = Ep,;. (?lw | ID,, )

my = {Logiu messge, [Dy. AID,,.ny, }

m, .
——» Generate np.ip €2,

Vi=Enpy, (1% || IDy || ID || AIDy || 1y || 1)
my = {Authentication request, V}
L Generate ity € Z;
(17 || 1Dy || IDg || AIDy || mygl I }:DPr-f,., ()
(13 || 1Dy )= Dy (AID;,)
Verify the validity of ID,,
C =h{IDy]|x)® 1y,
v=h(Cn)®ng®h(Kgy || 15)
z=h(C|nylln)©ny
my Vo= Kgy ||yl op e vl 2)
Check if V% = h(Ky || my |15 175 || v | 2) V2 =€ 2)
TK =y @ (K || 75) my =1V v.2)
SK =h(TK||nyl|ng)
m,

. < my={V;.z.nz}
C=(REPW,) &1y,

Checkif 73*=h(C| z)
ng =2 B h(C | my[l7,)
TK =h(C||1,) @ ng
SK =h(TK||nyl|ng)

F1GURE 2. The mutual authentication and key agreement phase

then the smartcard lets M input a new password PW},. The smartcard then replaces R
by (R & PWy & PW},), and replaces k by h(PW},).

3. Security Model. In this section, we construct a security model of an ID-based MAKA
with user anonymity for roaming services system.

3.1. Adversarial model. In this subsection, we define the adversarial model of an ID-
based MAKA scheme for roaming services system. Assume that the multi-server envi-
ronment contains three kinds of participants, a mobile user’s home agent H, n users M
= {M;| for i = 1,...,n} and m foreign agents F = {Fj| for j = 1,...,m}. Each user
M; and each agent F; have unique identities /Dy, and I Dp,, respectively. In this model,
we allow each user M; to execute the scheme repeatedly with each agent Fj. Instances
of M; (resp. Fj) model distinct executions of the scheme. We denote sth instance of M,
(vesp. Fj, H), called an oracle, by II3, (resp. Iy, II3) for an integer s € N. The public
parameters and identities D = {I Dy, I D,| for M; € M, F; € F} are known by each
participant (including the home agent H, users and agents) and adversaries.
Adversarial model. The model is used to formalize the adversary’s capabilities. We
allow that a probabilistic polynomial time (PPT) adversary A can potentially control all
communications in the network via accessing to a set of oracles as defined below. We con-
sider the following types of queries for ID-based MAKA scheme. Let a € {M,F,IDy}.



6420 Y.-H. CHUANG, Y.-M. TSENG AND C.-L. LEI

- Extract (ID): Give the adversary A the long-term secret key of ID which is chosen
by A, where ID ¢ ID.

- Execute (M;, F;): Give the adversary A the complete transcripts of an honest
execution between M;, F; and H. This query models the passive attack.

- Send (II¥, m): A sends a message m to instance II3. When II¥ receives m, II?
responds to A according to the ID-based MAKA scheme. This query models the
active attack.

- Reveal (II%): Give A the session key for the instance II?. This query models the
known session key attack.

- Corrupt (ID,): Give A the long-term secret key held by ID,. This query models
the forward secrecy.

- Test (II?): This query is used to define the advantage of .A. When A asks this query
to an instance II? for a € { M, F}, the oracle chooses a random bit b €{0,1}. The
oracle returns the session key if b = 1; or returns a random value if b = 0. A is
allowed to make a single Test query at any time during the game.

In the model, we consider two types of adversaries. A passive adversary is allowed to is-
sue the Execute, Reveal, Corrupt, and Test queries; an active adversary is additionally
allowed to issue the Send and Extract queries.

3.2. Definitions of security. To demonstrate the security of the ID-based MAKA
scheme for roaming services system, we give definitions of security in this subsection.

Definition 3.1. II] and Htﬁ, where « € M and 8 € F, are said to be partners if they
authenticate mutually and establish a session key.

Definition 3.2. An oracle 13, with its partner Htﬁ is said fresh (or holds a fresh key SK)
if the follows two conditions hold:

(1) T3, accepted a session key SK # NULL with 11y and neither 1T, nor I} has been
asked for the Reveal query.

(2) There is no Corrupt query has been asked before the query Send (II5,m) or Send
(I3, m) has been asked.

Definition 3.3. An ID-based MAKA scheme for multi-server environment offers existen-
tial unforgeability and maintains session key secrecy against adaptive chosen ID attacks
if no probabilistic polynomial-time adversary A has a non-negligible advantage in the fol-
lowing game played between an adversary A and infinite set of oracles 11, for 1D, € ITD
and s € N.

(1) A long-term key is assigned to each user and server through the initialization phase
related to the security parameter.

(2) The adversary A may ask several queries and get back the results from the correspond-
ing oracles.

(3) There is no Reveal (1I3) query or Corrupt (ID,) query have been asked before the
Test (I112) query has been asked.

(4) The adversary A may ask other queries during asking the Test (113) query where 112,
is fresh. A outputs its quess b’ for the bit b which is chosen in the Test (II2) query
eventually and the game is terminated.

The advantage of the adversary A is measured by the ability of distinguishing a session
key from a random value. We define Suce to be the event that A correctly guesses the bit
b, which is chosen in the Test query. The advantage of the adversary A in the attacked
scheme P is defined as Adva p (k) = |2 - Pr[Succ] — 1].
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4. Security Analysis. In this section, we discuss the security analysis of the proposed
scheme in the random oracle model [2]. The random oracle model is usually adopted to
demonstrate the security of the key establishment scheme or the signature scheme. The
random oracle model assumes that the hash function is actually a true random function
and it produces a random value for each new query.

In the random oracle model, the security of the proposed scheme is based on the as-
sumptions specified below.
Assumption 1: Public-key cryptosystem. There exists a public-key cryptosys-
tem that can provide secure public-key encryption/decryption. The public-key encryp-
tion/decryption can adopt some secure cryptosystems such as RSA [14], ElGamal [7],
ECC [11], and pairing-based cryptography [8,16,17]. In the public-key cryptosystem, a
message can be encrypted using the public key of the dedicated receiver while it can be
decrypted using the matching private key.
Assumption 2: Hash function. There exists a secure one-way hash function H:
X ={0,1}" = Y = Z3, which satisfies the following requirements:

(i) Given any y € Y, it is hard to find x € X such that H(z) = y.

(ii) Given any x € X, it is hard to find 2’ € X such that 2’ # X and H(2') = H(z).

(iii) It is hard to find =, 2’ € X such that 2’ # x and H(2') = H(x).

For convenience, we denote the maximum advantages of the adversary with the running
time T by the following notations.

° Adv/ﬁjﬁf (T'): breaking public-key cryptosystem to get the plaintext.
o Advi79 (T

o Advi%% (T): impersonating a foreign agent.
o Adv}% (T): impersonating the home agent.
o Advy (T): attacking the proposed scheme.

): impersonating a mobile user.

Lemma 4.1. The proposed scheme resists forging mobile user attack, and achieves user’s
anonymity.

Proof: Since h is one-way non-collusion function and x is the private key of the home
agent HA, an adversary A cannot find x to create a new certificate h(ID||x) for a new
ID. Thus, the proposed scheme resists forging mobile user attack.

Since the identity D), is only appear in the value which is encrypted by the public-key
cryptosystem and only the home agent has the matching private secret key to decrypt it,
no one can get /D), except the home agent. Thus, the proposed scheme achieves user’s
anonymity.

Lemma 4.2. Assume that the hash function h is a random oracle. Suppose that there
exists a forger A, who impersonates the foreign agent with running time T in the proposed
scheme. Then Advpy % (T) < S AdvEresk (T).

Asym.

Proof: Suppose that A can impersonate an agent F'(I Dg) when a mobile user M (I D)
logins. To compute SK=h(TK||n,||nr) to pass the verification, A has to ask the h hash
query oracle for (TK]||n,,||nr), and hence A needs to compute TK first.

Since TK = y @ h(Krgllrr) = h(C||lrar) @ h(C||narllrar) @ 2z, A has to ask B the h
hash query oracle for (Kggl||rg) or h(C||ry) or h(C||nar]|7ar). Then we can construct an
attacker B to break the public-key cryptosystem. Suppose that there is a secure public-
key cryptosystem oracle ®. When B gives (encrypt, a) to ®, ® outputs Ej , (r||a) to B,
where r and the private key k,,; is not given to 3. When B gives (decrypt, b) to @, for
which b was not be outputted by ®, ® then outputs Dy, (a) to B. B’s goal is computing
r.
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B runs A as a subroutine and simulates its attack environment. B sets Z;, public-key
encryption/decryption functions E/D, a one-way non-collision hash function h, and z in
Z, as the secret key of the home agent. B sets Puby and Prig as home agent’s public
key and private key, respectively. B gives the public parameters (g, h, Puby, E, D) to A.
B permeates the problem into the queries, which are asked by A.

Without loss of generality, assume that .4 does not ask queries on the same message
more than once, and the hash query is asked before the Send and Corrupt (or Extract)
queries. B maintains list L, to ensure identical responding and avoid collision of the
queries. B simulates the oracle queries of A as follows:

h-query. When A makes an h-query for m, B returns a random number ¢,, and adds
(m,qm) to Ly, if (m, gm) ¢ Lp.

Send-query. For convenience, we classify the send query into three types as follows.

e Send ([]},,, start):

- If M; € ID, then B asks ® for (encrypt, ID) to get Ey , (r||/ID), and returns it
to A.
- If M; ¢ ID, then B chooses a random number 7, inZ;, and then computes and
returns AID, = Epupu(ra||IDy) to A.
° SendFH(H;j, (IDy, AIDy, npy)): B chooses a random number ng;, rp; in Zy, and
asks @ for (encrypt, IDy||IDp;||AID||na||np;) to get Vi. B then returns Vi to A.
e Send (][5, Vi): B computes Dp.ip (Vi) to get (IDy||IDy||AIDy||nar||nal|7a), and
computes Dpyig (AIDyr) to get (raf||[IDy). B sets Vo = aq, V3 = as, y = ag ®
z =ay ®ny. B then returns {V3, V3, y, 2} to A.

Execute-query. When A asks an Execute (M;, F;) query, then B returns the transcript
(AIDpgi, naris npj, Vi, Va, Vs, y, 2) by using the above simulation of Send queries.
Extract-query.

- When A asks an Extract query for (ID,, PW,) for a mobile user, where ID, ¢ M, B
randomly chooses ¢, € Z;, adds ((ID,||7), ¢a) to L. B then computes and returns
R, = q.®PW, to A.

- When A asks an Extract query for (ID,, PW,,) for a foreign agent, where ID,, ¢ F,
B randomly chooses K,y in Z;‘, stores K,g in the password list, and returns K,y

to A.
Corrupt-query.

- When A asks a Corrupt query for ID, for a mobile user, where ID, € M, B finds
(ID,,qs) in Ly. Then B returns R, = q,®&PW, to A.

- When A asks a Corrupt query for ID, for a foreign agent, where ID, € F, B finds
K,y in the password list, and returns K,y to A.

Reveal-query. When A makes a Reveal query, B returns a random number, since the
session key is a random number generated in the h-query. Note that B returns the same
random number in each identical Reveal-query.

Test-query. When A makes a Test query, if the query is not asked in the [th session,
B aborts it. Otherwise, B randomly chooses a bit b, B returns the session key if b = 1,
else returns a random number.

Since TK =y @ h(Kpgl|lrr) = h(C||r) & h(C||nul|r) & 2, A has to ask B the h hash
query oracle for (Krgl|r) or h(Cy||r) or h(Cs||na||r). Thus B can get r to break the
public-key cryptosystem.

If the advantage Advg"%¢. of A correctly guess b in the Test query is &, then A issues a
query for (Kpg||r) or h(Cs||r) or h(Cs||na||r) with advantage 2¢. Thus, the secret value
r appears in the list L, with probability at least 2. Therefore, B breaks the public-key
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cryptosystem with probability at least 2¢ as required, we have 2e < AdvEre* (T). In this

Asym.
F
case, we have Advg)% =¢ < %Advf;‘jﬁ (7).

Lemma 4.3. Assume that the hash function h is a random oracle. Suppose that there
exists a forger A, who breaks the forward secrecy on either mobile user or foreign agent
sides. Then Advpreak < 1Advfrear (T).

Forward — Asym.

Proof: Suppose that an adversary A, who can break the forward secrecy of the pro-
posed scheme. To compute SK = h(TK||n,|/nr) to guess ¥, A has to ask the h
hash query oracle for (TK||n,|/nr), and hence A needs to compute TK first. Since
TK =y® hKpu||rr) = h(C||ra) ® h(C||nal|rar) ® z, A has to ask B the h hash query
oracle for (Kpy||rr) or h(C||ry) or h(C||na||rar). Then we can construct an attacker B
to break the public-key cryptosystem.

Suppose that A asks the corrupt query to the Challenger for a mobile user M and a
foreign agent F. Then the Challenger gives A the long term secret key h(IDy||x) and
Kpp of M and F', respectively. Suppose that there is a secure public-key cryptosystem
oracle ®. When B gives (encrypt, a) to ®, ® outputs Ej , (r||a) to B, where  and the
private key k,,; is not given to B. When B gives (decrypt, b) to ®, for which b was not be
outputted by ®, ® then outputs Dy, (a) to B. B’s goal is computing r. Let A ask the
h, Send, Execute, Extract query, Corrupt, Reveal, and Test queries, which are specified
in the proof of Lemma 4.2.

B runs A as a subroutine and simulates its attack environment. B sets Z;, public-key
encryption/decryption functions E/D, a one-way non-collision hash function h, and z in
Z, as the secret key of the home agent. B sets Puby and Prig as home agent’s public
key and private key, respectively. B gives the public parameters (g, h, Puby, E, D) to A.
B permeates the problem into the queries, which are asked by A.

Since TK =y @ h(Kpy||lrr) = h(C||r) ® h(C||num||r) & 2, A has to ask B the h hash
query oracle for (Kpgl||r) or h(Cs||r) or h(Cs||na||r). Thus B can get r to break the
public-key cryptosystem.

If the advantage Advs % of A correctly guess b in the Test query is ¢, then A issues a
query for (Kpgl|r) or h(Cs||r) or h(Cy||nal|r) with advantage 2e. Thus, the secret value
r appears in the list L, with probability at least 2¢. Therefore, B breaks the public-key
cryptosystem with probability at least 2¢ as required, we have 2e < AdvEre* (T'). In this

Asym.
case, we have Advgieak = e < S Advfres (T).

Theorem 4.1. The proposed scheme is a secure scheme that resists user and server-
impersonating attacks, provides full forward secrecy, and achieves user’s anonymity under
the hardness of the public-key cryptosystem and hash function assumptions.

Proof: By Lemma 4.1, the proposed scheme resists forging mobile user attack, and
achieves user’s anonymity. By Lemma 4.2, the proposed scheme resists forging server
attack. By Lemma 4.3, the proposed scheme provides full forward secrecy. Thus, the
proposed scheme is a secure scheme that resists user and server-impersonating attacks,
provides full forward secrecy, and achieves user’s anonymity under the hardness of the
public-key cryptosystem and hash function assumptions.

5. Performance Analysis and Comparisons. In this section, we compare our scheme
with the recently proposed schemes with user anonymity [5,13,20,23] to manifest the
advantages of our scheme. We also demonstrate that our scheme is well suitable for low
power mobile devices.
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The public-key encryption/decryption can adopt some secure cryptosystems such as
RSA, ElGamal, ECC, and pairing-based cryptography. The symmetric encryption/decry-
ption operation used in the recently proposed schemes [5,13,20,23] can use some known
symmetric cryptosystems such as Data Encryption Standard (DES), 3DES, and Advanced
Encryption Standard (AES). For convenience to analyze the performance, assume that
the RSA cryptosystem is the asymmetric (public-key) encryption/decryption operation in
our scheme and the AES cryptosystem is the symmetric encryption/decryption operation
in the recently proposed schemes [13,20,23].

In the following, we review some implementation data. Scott et al. [15] describe the
implementation of exponential operation in 0.07 seconds on the Philips HiPerSmart with
a maximum clock speed of 36 MHz and an instantiation of the MIPS-32 based SmartMIPS
architecture. Ghoreishi and Pourmina [9] showed that the processor could perform 1024-
bit RSA operation in 14.586 ms and 49.467 ms at 54.6 MHz and 16.1 MHz on Xilinx
VirtexII and XC4000 series FPGA (Field Programmable Gate Array), respectively. Duh
et al. [6] implemented AES on a sensor node based on MOTE-KIT 5040 (8-bit Atmel
ATmegal28L 8 MHz). Their implementation can encrypt and decrypt a 128-bit block
of plaintext in 0.857 ms and 1.328 ms, respectively. In [4], the execution time of a hash
function is 0.065 ms, in which the implementation is performed on the MSP430 family
with a frequency of 8 MHz. The execution time of the related operations is summarized
in Table 1.

TABLE 1. Execution times (in milliseconds) of the related operations

Operations Exponer'ltlal AES_1.28 AES_1.28 RSA-1024 Hash
operation encryption | decryption
Execution Time 0.07 s 0.857 ms 1.328 ms 14.586 ms 0.065 ms

MIPS-32 based MOTE-KIT 5040 54.6 MHz Xilinx
Platform SmartMIPS |(8-bit Atmel ATmegal28L| VirtexII series
(36 MHz) [15] 8 MHz) [6] FPGA [9]

8 MHz MSP430
family [4]

For convenience to evaluate the computational cost, some notations are defined as
follows. Note that the exclusive-OR operation is ignored here since its computational
cost is very light.

e T..,: The time of executing a exponential operation, that would be H() in our
scheme.

® Tsym: The time of executing a symmetric encryption/decryption. We adopt AES
here.

® Tssym: The time of executing a encryption/decryption operation or a signature op-
eration by using the asymmetric cryptosystem, that would be E() or D() in our
scheme. We introduce RSA [14] here.

® Thasn: The time of executing a one way hash function, that would be H() in our
scheme.

Considering the Mutual Authentication and Key Agreement Phase in Section 2, the
mobile user M uses the home agent H’s public key Puby to encrypt the nonce r; and
M’s identity ID); in the first step, and M operates three hash functions in Step 5, and
M has to compute SK = h(TK||ny||nr). The computation cost of the mobile user is
(1T asym + 4T Hasn), and the estimated execution time of the mobile user is 14.846 ms. The
foreign server F' uses the shared key Pubgy to encrypt (rp||IDg||IDp||AIDy||nar||ng) in
Step 2. F requires two hash functions in Step 4, respectively. F' then has to compute
SK = h(TK||na||nr), hence F requires one symmetric encryption and five hash functions
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totally. The computation cost of the foreign server is (17 4sym+3T Hasn ), and the estimated
execution time is 14.781 ms. The home agent H uses the shared key Krg to decrypt Vi to
get (IDy||rp||IDg||np||AIDy||nar) in Step 3. In order to get M’s real identity and (ry,
AIDyy) from the foreign agent F, the home agent H uses its matching private key Prig
to decrypt the messages. H requires two asymmetric decryptions and six hash functions
in Step 3, hence the estimated execution time of the home agent is 29.562 ms.

Table 2 presents the comparisons between the recently proposed schemes with user
anonymity [5,13,20,23] and our scheme in terms of security property, anonymity, round
number, computational costs, and the estimated execution time of three participants
(including mobile user, foreign server and home agent). A communication round is viewed
as a participant sending a piece of information to the other participant.

TABLE 2. Comparisons of the recently proposed schemes and our scheme

Scheme| Lee-Hwang-Liao| Wu-Lee-Tsaur | Chang-Lee- | Xu-Zhu-Feng
Property Zhu-Ma 2004 23] =506 115 2008 [20]  (Chiu 2009 [5]| 2010 [21] Ours

No backward

secrecy [13] No backward Full forward
Security property No mutual secrecy [20] Session key | Session key |[Partial forward secrecy
(or known attacks) L stealing [9] |stealing [22] secrecy

authentication [13]| yger forgery [5] Provably secure
User forgery [13]

Anonymity No [20] No [5,20] No [22] No [22] Nocrllz-l;f(f\id Strong (Proved)
Round number 4 4 4 8 4 5
Computational To 43T,

cost of the 2Tsym + 2THash |2Tsym + 4THash2Tsym + 4THash| TTHash EYQT Sym 1TAsym+ 4T Hash)

mobile user Hash

Estimated
execution time 1.844 ms 1.974 ms 1.974 ms 0.455 ms 73.172 ms 14.846 ms

of the mobile user
Computational

cost of the 1Tsy_:;; 2TAsym ITS%; 2TAsym ITSZ—/‘;%; 2TAsy’m 3THa5h 2Tsym 1TAsym+ 3THa5h
foreign server Hash Hash Hash

Estimated
execution time 30.63 ms 30.695 ms 30.695ms | 0.195ms | 2.185 ms 14.781 ms
of the foreign

server
Computational
1TSym + 1TAsym 1TSym + 2TAsym 1TSym+ 2TAsym Tezp + GTSym

cost of the 15T 5T 6T 8T Hash 1oT 2T Asym + 6T Hash

home agent Hash Hash Hash Hash

Estimated
execution time 15.239 ms 30.825 ms 30.89 ms 052ms | 77.156 ms 29.562 ms

of the home

agent

As shown in Table 2, it is obvious that only our scheme is provably secure, and the
other schemes [5,13,20,23] suffer from several security attacks, which were presented in
Section 1. Our scheme achieves forward secrecy on both mobile user and foreign sides.
Actually, the recently proposed schemes with user anonymity [5,13,20,23] cannot achieve
user anonymity. In Section 3, we have formally proven that that the proposed scheme
provides the secrecy of the session key, strong anonymity of user’s identity, as well as
mutual authentication.

According to Table 2, compare our scheme with Xu-Zhu-Feng scheme [21], the execution
time of the mobile user in our scheme decrease 80% from Xu-Zhu-Feng scheme. The
computation cost of the foreign server and the home agent in our scheme are slightly
higher than the Chang-Lee-Chiu scheme [5]. Even though our scheme increases extra
computational cost than the recently proposed schemes with anonymity [5,13,20,23], the
point is that our scheme provides complete security properties. The estimated execution
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time of mobile user in our scheme is less than 15 ms on the low power mobile device.
Conclusively, the proposed scheme is better than the other recently proposed schemes
with anonymity [5,13,20,21,23] and much suitable for roaming services in GLOMONET.

6. Discussion and Conclusions. Although the proposed scheme is efficient and prov-
ably secure, there is still a deficiency of our proposed scheme. The deficiency of the
proposed scheme is that servers have to communicate with the home agent during the
mutual authentication phase. However, if servers need not communicate with the home
agent during the mutual authentication phase, then the computational costs of users and
servers would be raised for maintaining the security of the scheme. Thus, there is a
trade-off between the computational costs and communicating cost.

In this paper, we have proposed a novel and efficient mutual authentication and key
agreement scheme, which achieves full forward secrecy and strong anonymity, for roaming
services in GLOMONET. Under the random oracle model, we have demonstrated that
our scheme withstands forgery attacks, achieves the secrecy of the session key, strong
anonymity of user’s identity, and full forward secrecy. For performance analysis, we have
demonstrated that the proposed scheme is well suitable for low power mobile devices in
roaming services of GLOMONET.
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