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ABSTRACT. This paper presents three novel low-complezity informed embedding algo-
rithms based on a modified trellis structure for a digital watermarking system. These
algorithms can embed adaptive robust watermarked bits according to various lengths of
linear block codes in a host image of 512 x 512 pizels in size. Instead of using randomly
generated reference vectors as arc labels, this algorithm uses the codewords of a linear
block code to label the arcs in the trellis structure. The use of linear block code as arc
offers two advantages as follows: first, to provide a satisfactory space partition for each
trellis section; second, to perform embedding algorithm featuring linear block codes for
each trellis section. Moreover, the algorithm proposed algorithm can perform iteration to
find a tradeoff between robustness and fidelity by using a number of controllable param-
eters. Finally, the experimental results demonstrate three objectives as follows: first, to
simulate the effect of controllable parameter on the proposed watermarking scheme; sec-
ond, to report the robustness and fidelity performance of this algorithm in various attack
channels, such as Gaussian noise, scaling, low pass filter, and JPEG compression; and
third, to simulate computation complexity and the proposed trellis-based informed embed-
ding, which requires less operation complexity compared with Miller’s informed embedding
method.
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1. Introduction. Because of the large number of applications of the Internet and other
public communication networks, information hiding has received rising interest, and has
played an important role in multimedia technology. The encoding process of data hiding
codes, also known as watermarking codes, is to hide or embed a watermark into another
host signal, such as a photograph, music, video, or text. The two main requirements of
information hiding are fidelity and robustness [1,2], that is, the watermark message must
not cause severe degradation on the host signal and must suffer from some common signal
processing and channel attacks. Other design criteria for digital watermarking are pay-
load, security, and detectability. Fundamental tradeoffs occur among payload, robustness,
and complexity. This study developed practical algorithms by analyzing these tradeoffs,
robustness, fidelity and complexity. The applications of digital watermarking include
copyright protection [3], fingerprinting tracing [4] media forensics [5, 6], and content au-
thentication [7] and signature verification [8, 9]. Referring to [10, 11] for a comprehensive
survey of data hiding codes, the considered watermarking system had no knowledge of
the host signal in the receiver, that is, a watermarking system with a blind detector. To
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embed a watermark in such a system, a host signal can be viewed purely as noise, called
blind watermarking, or exploited as side information, called informed watermarking. The
corresponding system with blind detector and informed watermarking can be modelled
as communication with side information at the transmitter [12], and allows more effec-
tive watermark embedding and detection methods. In general, the encoding process of
informed watermarking is divided into informed coding and informed embedding. The
purpose of informed coding is to choose a message codeword from a collection of possi-
ble candidates to represent this watermark. This message codeword must have minimal
perceptual distortion to the host signal compared with other candidates. The informed
coding is also known as dirty paper codes [13, 14] or channel coding with side information
[15-17], in which the binning scheme is used to achieve the information-theoretic capacity
[18, 19]. In informed embedding, the message codeword from informed coding is subse-
quently modified according to the host signal, attempting to attain an optimal tradeoff
between fidelity and robustness in the watermarked image [20-23]. This study focused
on the informed embedding method, in which the watermarked image is a function of
the watermarked message and the host signal to achieve near optimal robustness and
maintain constant fidelity, or vice versa. Miller et al. [22] proposed a suboptimal trellis-
based embedding algorithm that starts with the host signal and iteratively constructs an
updated watermarked signal toward to the interior of the Voronoi region of the message
codeword.

In [22], an informed embedding algorithm used randomly generated reference vectors
as arc labels. A disadvantage is that the generated reference vectors can be selected
randomly; therefore, the trellis code is not an optimally structured code. In addition,
modification of trellis structure modifies such generated reference vectors. Thus, it is
impractical to use generated reference vectors as arc labels. Although this [22] trellis-
based algorithm can achieve an excellent tradeoff between the fidelity and robustness in
watermarked images, this method is computationally intensive and difficult to implement.
Instead of using randomly generated reference vectors as arc labels in [22], this trellis
structure was modified by using the codewords of a linear block code to label the arcs in
the trellis. The advantage of using such linear codewords is that the codewords as arc
labels can be more easily produced by use of a generate matrix than randomly generated
reference vectors as arc labels. The characteristic of the block codes is subsequently
applied to the trellis partition.

This paper proposes a modified trellis structure based on a convolutional code, in
which each arc uses a block codeword as arc labels for each trellis section. By using the
input number and the memory state of a convolutional code, the embedded structure can
modify the capacity and robustness of embedded message. By featuring block codes, both
the fidelity and robustness can be changed by a number of parameters. Three embedded
algorithms are presented in this paper. The first algorithm is to embed a message based on
a memoryless trellis structure, that is, type-1 informed embedding algorithm. The type-1
algorithm is a section-based algorithm, rather than using entire trellis in one iteration.
Because of section-based method for type-1 algorithm, the algorithm is performed in each
section with iterative operation. The experiment indicates that the algorithm achieves
a lower degree of complexity and excellent results under scaling attack, at the cost of
robustness. The second algorithm, that is, type-2 informed embedding algorithm, used
to improve the embedded distortion and the cost of operation by use of a trellis with
memory, demonstrated superior robustness to the first algorithm at the same distortion,
which is caused by four types of attacks such as Gaussian noise, low pass filter, and
JPEG compression. The third algorithm, that is, type-3 informed embedding algorithm,
using the Viterbi decoding for a Hamming metric version, can further reduce the degree
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of complexity and leads to a satisfactory error rate performance. These algorithms can
be easily implemented with less complexity, compared with other informed embedding
methods. The experiment with the proposed algorithm was compared with that in [22].
First, considering embedded distortion, the parameters were simulated as a function of
watermarked image quality. Second, we reported the robustness performance of this
algorithm in Gaussian noise, low pass filter, scaling, and JPEG compression. Finally, the
comparison of complexity was briefly tabulated.

The rest of the paper is organized as follows. Section 2 presents a brief review of
trellis-based informed embedding in [22] and introduces the proposed informed embedding
method with controllable parameters. Section 3 provides a description of our major work
on encoding and decoding of the informed embedding. Section 4 provides experimental
results and constructive discussions. Finally, Section 5 offers conclusions.

2. Trellis-Based Informed Embedding. The main goal of informed embedding is
to find a good watermarked image, which is inside the decoding region of the message
codeword, and has minimal perceptual distortion from the host signal. In general, it is
difficult to find this optimal watermarked image. However, several approaches are used to
find other suboptimal watermarked images, such as trellis-based informed embedding by
Miller et al. [22]. Assuming that each path in the trellis corresponds to a message codeword
of a watermark, the trellis-based informed embedding in [22] uses the Viterbi decoder to
find a good watermarked image. The geometric interpretation of suboptimal embedding
algorithm, as illustrated in Figure 1, requires iterative updating of the watermarked signal
by running the Viterbi decoder to identify a vector ¢! in the first iteration that has the
highest correlation with the current watermarked signal, 2° = v.

By using vectors ¢! and 2%, we subsequently obtained a new watermarked signal a!
closer to the decoding region of the message codeword w. The embedding process does
not terminate until the final watermarked image falls inside the interior of the Voronoi
region of w. The final watermarked image of this algorithm, 22 in Figure 1, may not be
the same as the optimal image, x in Figure 1.

This embedding process is time consuming because Viterbi decoding is usually repeated
several times before a final watermarked image is obtained. This paper proposes a trellis-
based informed embedding with controllable parameters by modifying the arc labels of

Message
Codeword

FIGURE 1. A trellis-based informed embedding [22]
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F1GURE 2. Block diagram of informed embedding based on controllable parameters

the trellis structure in [22]. The basic block diagram of proposed embedding method is
shown in Figure 2.

As done in [22], the watermark was embedded in the frequency domain of the host signal,
rather than on the host image. First, a host signal I, with dimensions N = 512 x 512
was divided into 4096 blocks of size 8 x 8; subsequently each block was converted into the
frequency domain with the DCT transform. The first 12 low-frequency AC coefficients
in each block, shown in Figure 2 of [22], where extracted and concatenated to form the
extracted vector v. Every n coefficients of v was subsequently used to embed each bit of an
L bits watermark, where L = 4096-12/n, and forms the watermarked image x. Finally, we
replaced the elements of x into their respective DCT coefficients, and converted all DCT
blocks back to the spatial domain, called I,, in Figure 2. Because the extracted vector v
was available at the transmitter, the output of the informed embedding was denoted by
x = f(w,v, q, ), where robust factor o and step factor 3 are controllable parameters for
message codeword w and extracted vector v, respectively. The embedding goal aims to
satisfy two conflicting criteria, that is,  must be perceptually indistinguishable to v, and
x must also be sufficiently close to w to enhance robustness.

3. The Proposed Informed Embedding Algorithm. For the proposed informed
embedding scheme, this study used section-based embedding algorithm instead of the
informed embedding algorithm of [22]. The four inputs to the embedder were the ex-
tracted vectors from the host sequence v = {vy,vs,---,v}, the message codeword
w = {wy,wsy, -+ ,w}, and the controllable factors o and /3, where the v, and wy are
vectors of length n with 1 < k < L. The parameters a and [ control the quality of the
watermarked image regarding fidelity and robustness.

The output of the embedder, watermarked sequence x, was subsequently passed through
the attack channels, such as the Gaussian noise, and JPEG compression, as illustrated
in Figure 2. The decoder produced the watermark estimate m = g(y), where y is the
extracted vector of the received signal after the channel distortion, as illustrated in Figure
2. The proposed informed embedding algorithm was based on trellis partition. In time
k, the extracted vector vy of n components is one of the a real space of dimension n. The
real space of dimension n was partitioned into 2™ regions by a (n, m) linear block codes T
in each trellis section. We used a simplex as linear block code. The purpose of using the
simplex code is to obtain excellent robustness and space partition. Each trellis section
is a mapping from the real space to the code space, which is represented by a codeword
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index set. It is mapped B is mapped as
B:R" — {ci,c9,- - ,Ccom}

where ' = {¢, o, -+, com } denotes the set of 2™ disjoint regions. Each region in the
partition is associated with a represented codeword. The set of represented codewords
is referred to as the object w; of an extracted vector v,. In this study, the measure of
distortion mean-squared error (MSE) distortion was as follows:

d(l‘k, wk) =F |:|l'k — wk|2]

where x; is an arbitrary vector over R", and wy is a message codeword in the kth trellis
section. In general, the d(zy,wy) common choice is the Euclidean distance or hamming
distance.

In the proposed informed embedding, we used a convolutional code to construct a trellis;
and subsequently, the codewords of a linear block code as the arc labels in the trellis. First,
the trellis structure of a binary (n,us, kout, ¥) convolutional code with 2” states in every
depth was constructed, where v is the memory of the convolutional code. Each trellis
section contained 2¢**out arcs, and these arcs were subsequently labeled by all codewords
of a linear block code T'(n, v + ko, d), where d is the minimal distance of the code. In
this structure, the number of bits embedded in each section is represented as k,,;. With
v as the number of memory and a controllable parameter to tune robustness, the number
of trellis state equals 2. Parameter v can be adjusted to enhance the robustness, which
increases the complexity. In contrast, a convolutional code with a larger value of k,,; was
chosen to increase the embedding capacity. In the proposed trellis structure, a real space
of n dimensions was divided into k,,; +v blocks in each section corresponding to a simplex
codeword. With the outer codes as the convolutional codes, the change of k,,; leads to
a simplex code of longer length. Maintaining k,,; + v constant, that is, n constant, k.,
was tuned to increase the capacity, and v was tuned to enhance the robustness. Figure
3 shows the arc labels of the kth trellis section, in which the arc label my/wy; denotes
the watermark message my and the message codeword wy. This code trellis was obtained
from a (2,1, 2) convolutional code, and the labels of the trellis arcs are the codewords of
a (7,3,4) simplex code. Using the trellis structure in Figure 3 can obtain an adequate
space partition for n dimension real space. We considered the following three informed
embedding algorithms.

FIGURE 3. Trellis with eight arcs labelled by a (7, 3,4) simplex code
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3.1. Informed embedding without memory, type-1. Let w = (wy,---,wy) be a
valid path of the trellis, encoded from the watermark m = (my,---,mp), and v =
(v1,---,vr) the extracted vector from the host signal. Each vector wy is a selected
codeword of length n in I'. The embedder produces a watermarked sequence x =
{x1,29,--+ ,x} by a section-by-section trellis-based function z; = f(w;, v;, @, 8), 1 <
i < L, where step factor 8 € [0,1] and robust factor « > 1. The geometrical interpre-
tation of the proposed embedding algorithm in the kth section is shown in Figure 4, in
which the kth component of watermarked image was iteratively updated toward to the
decoding region of wy.

Message
Codeword

FIGURE 4. A geometrical interpretation of proposed informed embedding
in kth trellis section

In the kth section of the trellis, we modified the kth component of the extract vector
v to form the kth component of the watermarked image x; iteratively. The proposed
informed embedding attempts to find x; to minimize the degradation of x; from v, and
simultaneously be closer to awy, compared with other candidates ac, c € T, i.e.,

d(awg, zx) < d(ac,zg), ¢ €T and ¢ # wy, (1)

where d(a, b) is the Euclidean distance between a and b. The detailed procedure of finding
such z; is illustrated as follows.

Let hj be the sign vector between v, and wy. That is for each component of v, and wy,
we define

P = sgn(vg,i - we), 1 <0< n, (2)
where sgn(a) =1 if a > 0 and sgn(a) = —1 if a < 0. Subsequently, we construct the ith
component of xj as follows: if hy; = 1, then x;; = vy, and if hy; = —1, then

o= Ok = B d(owg, v, if g >0 (3)
ki Vi + B - d(owy, vg), if v, <O.

In other words, we move v toward to wy by a distance Sd(awy,vy) for those positions
in which v and wy are of opposite signs. If current z;, satisfies (1), we then move on to
the (k + 1)-section, otherwise we substitute vj by current z; and repeat the procedures
in (2) and (3). The proposed informed embedding causes perceptual degradation of the
host signal for distinct o and 3, and we can thus adjust the value of o and § to achieve
excellent tradeoff between the fidelity and robustness in watermarked images.

The proposed informed embedding algorithm is summarized as follows.
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1. Let £ =1 and initialize z;, = v, with a choice of a robust parameter o > 1 and step
parameter /3 € [0, 1].

2. If the current x; satisfies the criterion (1), move to Step 4, otherwise substitute vy,
by Tk -

3. Update the kth watermarked image x) by (2) and (3), and move to Step 2.

4. If k = L then terminate, otherwise let £k = k + 1 and x; = v, and move to Step 2.

For example, an type-1 informed embedding is illustrated with a (7,3,4) simple code
with & = 10 and # = 0.1 in Table 1 and Table 2.

TABLE 1. The modified value of type-1, @ = 10, § = 0.1 and d(awy, vx) = 31.733

i 1 2 3 1 5 6 7
Uk 8 2 2 1 3 1 1

awy,; 10 10 10 10 ~10 10 10
Th ~4.827  -1.173  -1.173 1173 -3 1 2.1733

TABLE 2. The iterative procedures of type-1

x, initial first iteration second iteration
¢t 24.673 25.012 25.658
2 25.536 25.799 26.426
¢ 26.210 26.563 27.172
¢t 23811 24.199 24.866
¢® 31.733 25.393 23.999
b 32.357 30.637 29.492
c” 31.733 29.978 28.806
S 26.962 29.539 28.349

M = {1,2,3,4,7} positions is the complement sign and thus, host vy where &k € M
must be modified. First, the decoding region of the initial x;, = wv; falls into ¢4 and
the type-1 algorithm achieves the object. In the first iterative procedure, the modified
value z; remains in region c¢4. Finally, the decoding region falls into the object region
cs, when we maintain the work of type-1 algorithm until the second iterative procedure.
The modified signal xj is the closest to the region c¢; than others codewords, and the
robustness measure is the distance of 23.9 between modified signal x;, which should be
run continuously to further close the object codeword cs.

Because the embedding algorithm is performed by independent section, the type-1 algo-
rithm can generate high robustness. Although type-1 algorithm is of superior robustness,
the number of iterative operations increases. To decrease the complexity of iterative
operation for type-1 algorithm, we modified the type-1 algorithm as memory version.

3.2. Informed embedding with memory, type-2. The algorithm in 3.1 has less com-
plexity because the modification of x; is executed section-by-section in the trellis without
the accumulation of the distortion in the first (k — 1) components between the message
codeword and the current watermarked image. We propose another informed embedding
scheme by use of Viterbi algorithm that accumulates the total perceptual distortion to
improve the fidelity between the message codeword and the current watermarked im-
age. First, we started with x = v, and initialize the state metric ag(sp = 0) = 0 and
ap(sg # 0) = 0o. At the kth time unit of the trellis, we defined the accumulation metric
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attributed to the label ¢(s;_1,s;) € I as the addition of the arc metric in ¢(s;_1, sg) to
the previously stored state metric ay_1(Sg_1), i.e.,

Jo(Sk—1, Sk) = p_1(Sk—1) + d(c(sgp_1, k), Tk)- (4)

Instead of using (1) as the criterion for the kth component of the current watermarked
sequence in the previous algorithm, we used the accumulation metric (4) as the criterion.
That is, in the kth section, we continued to update z, until the accumulation metric
with respect to the message codeword wj was smaller than the accumulation metric with
respect to any other codeword in [’ i.e.,

Jw (Sk—1, 5) < Je(sg—1,5%), c € I and ¢ # wy. (5)

The watermarked image based on the criterion (5) may lie in the boundary of the decod-
ing region of the message codeword. We can enhance the robustness of the watermarked
image by

Ry = min {J.(sk_1,5c)} — Juw, (Sk—1, Sk)- (6)

cel,c#£wy,

Several methods are used to choose Rj. We first choose a constant threshold R, and
subsequently let Ry = k%. We used the same procedure as in 3.1; in particular, Equations
(2) and (3) were used to update the current x; until z; satisfied the criteria (5) or (6).
Moreover, after the final z; for the kth section was found, we then updated each kth state
metric in the k-section by

ag(sy) = grkl'irll{ak,l(sk,l) + d(ae(sg-1, Sk), Tk) } (7)

where the minimum is taken over those sp_; connected to s;. This informed embedding
algorithm with distortion accumulation is summarized as follows:

1. Let £ = 1 and initialize x;, = v, with a choice of a robust parameter o > 1, and step
parameter /3 € [0, 1].

2. If the current x; satisfies the criterion (5), (6) respectively, move to Step 4, otherwise

substitute vy by xj.

Update the kth watermarked image x by (2) and (3), and move to Step 2.

4. If k = L, terminate; otherwise let £k = k + 1 and x; = v, update the state metric
ai(sg) by (7), and move to Step 2.

©w

Figure 9 shows the robustness results of informed embedding for various algorithms
over addition of Gaussian noise. For the variance greater than 100, the BER of type-2
algorithm is close to that of Miller for robustness measure. However, for variance lower
than 100, the BER of type-2 informed embedding algorithm is inferior to that of Miller,
and the complexity of type-2 algorithm is lower than that of others.

3.3. Informed embedding without memory using hamming metric, type-3. In
each trellis section, vy ; is modified into z; when v;; # wy,; the system exhibits a
superior robustness as vy; approaches wy;. The minimal hamming distance with the
linear block code was employed as fidelity metric. The hamming distance was defined
in a different manner from the Euclidean distance. With the metric distance measured
as the Euclidean distance between both v, and wy;, the hamming distance was just
measured as the number of distinct bits. In the event that v, ; is far away from wy;,
the distortion in a Euclidean distance measurement is greater than that in a hamming
distance measurement. Hamming distance provided by

dp (v, wi) = [{k 2 sgn(zr;) # wri}l. (8)
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Let hy be the sign vector between v, and wy; that is, for each component of v, and wy,
we define

P = sgn(vg,; - we;), 1 <1 <n, (9)
where sgn(a) = 1 if @ > 0 and sgn(a) = —1 if a < 0. The ith component of z is
constructed as follows: if hy; = 1 then x; = vy, and if hy; = —1, all of the |v; ;| can be
arranged to form a set A as follows:

A = sort{|ve;|} = {Uk1, Vk2s -+ 5 Uk}, (10)

where [ is a constant, ¢ < [ and |[v1] < [v2] < -+ < |vg,|. With the codeword of the
linear block code in each trellis section as the label, and ¢ as the error correcting capability,
t represents the number of the unchanged components and the lower [ — ¢ values of vy
in A are modified. If it is required to modify such [ — ¢ to remain as vy ;, a simple “out of
phase” rule can be used, illustrated as follows:

[ =R, if5,>0
Thi = { R, if ,’ljkyi <0, (11)

where R is a constant. The type-3 informed embedding algorithm is summarized as
follows:

1. Let £ = 1 and initialize x;, = v, with a choice of a robust parameter R and error
correcting capability .

2. Generate A by use of (9) and (10).

. If |A| > t, then let £ = k + 1 and move to Step 2. Otherwise, move to the next step.

4. Reserve ¢t components, and use (11) to modify the remaining [ — ¢ components in A.
Let £k =k + 1 and move to Step 2.

According to this preceding algorithm, a d(vy;, xx;) degree of distortion occurs, which
is independent of the Euclidean distance, but related to the hamming distance between
vk, and zy ;. A path w closest to y can be found using the Viterbi algorithm to decode at
the receiver. The received vector y is used for hard decision, followed by Viterbi decoding.
Although the decoding performance with a hard Viterbi algorithm cannot parallel that
by a soft type, the embedding coding with decoding performance can be improved at the
same level of distortion based on the structure referred to in Section 3.1.

The idea is illustrated as follows: assuming the seven extracted vectors

vk = (7.9,-5.0,2.2,7.7,-0.7, -0.2, 1.1),

the codeword of the (7,3,4) simplex code is chosen as the label of the trellis struc-
ture. With the minimal distance of simplex code as 4, the number of correctable bits
ist = [(4—-1)/2] = 1. Setting R to 0.1 and assuming the message codeword wy =
(1,-1,-1,1,—1,1,1) in the section k, the modification of vy; into xz, is tabulated as
follows: when hy; = 1 and zy; = vy, that is, vgy; and wy; are of the same sign, vy,
remains unchanged. The rest of vy ; of opposite signs are arranged in order as

A - {f?jk’g,,’ljkyg,} - {—02, 22}

Ug,3 remains unchanged for the maximal ¢ = 1 components, that is, 53 = vz3. The
remainder of vy ¢ are defined as

[ =01, ifTp>0
TES 0.1, if e <0

From this equation, ;¢ = 0.1. Finally, z;, is presented in Table 3.
The algorithm proposed in this section uses preceding procedure to embed information.
A low level of distortion is acquired by use of the hard decoding at the receiver. The

w
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TABLE 3. The modified value of type-3

0 1 2 3 4 5 6 7
v (.9 —-5.0 22 7.7 -0.7 -0.2 1.1
wp; 1 -1 -1 1 -1 1 1
higi 1 1 -1 1 1 -1 1
Tp;, 1.9 -5.0 2.2 47 -0.7 0.1 1.1

reasons that such algorithm requires less embedding complexity than those referred to in
the previous section are stated as follows:

1. It is not essential to accumulate metric as compared with Viterbi algorithm when
performing trellis operation in each section.

2. Tteration is not required when performing trellis operation in each section. It requires
only one time of sign reverse.

3. Viterbi decoding with hamming metric is used at the decoder.

Consequently, the execution complexity is reduce substantially.

3.4. Detection of message. The proposed embedding system was built by a trellis
code, and each path through this trellis represents a specific watermark message. We
subsequently executed the Viterbi decoder to find an optimal path of the highest correla-
tion with the detected sequence, y = {yi,---,yr}. Finally, the watermark message can
be identified from this optimal message codeword. The proposed system is to build a
trellis code, as illustrated in Figure 3. Each path through this trellis represents a specific
message. Because two arcs exit each node, 2% possible paths occur, with L as the length
of the message M. Thus, the system encodes L bits. Linear block codes and convolu-
tional codes have a natural trellis structure, in which every path represents a codeword.
Let S = {so,s1,---,SL} represent one state sequence in a L-section trellis 7. In kth
trellis section, the system is performed by convolutional codes at a rate of 1/2, which
presents the transmission scheme, and data is packetized as a codeword wy of n bits.
wi = (Ck1,Cray -+, Crn) represents a n code bits sequence per block codeword at time k
with each bit ¢;; € {—1,1}, and y is the received vector through attack channel. Viterbi
algorithm [24] is the most common approach to decode trellis codes, and maintains the
optimal algorithm in regard to the maximum-likelihood criterion of the sequence. If the
S is equally distributed, it is known that the Viterbi algorithm is optimal with respect to
the MAP sequence criterion. By generalizing the Viterbi algorithm, we obtain

P(y|S)P(S)
P(y)
where P(y) denotes a constant with respect to the MAP sequence of states such that

P(Sly) = (12)

arg max p(S|y) = argmaxp(y|S)p(S)

L
= 1 _
argrggjgc( nkli[lp(yﬂsk 1,Sk)

—|—lnﬁp(sk_1|sk)>

k=1

L 2m_1
= arg max (lnH H p(yk,i|5k71;3k)

SET .
=1 =1
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+lnl£[ p(sk_1|sk)>

k=1
L 2m—1
= arg rggjz(; < 21 In(p(yr,ilsk-1, sk))

+ln(p(sk_1|sk))> (13)

The Viterbi algorithm [24] is the most efficient method to find an optimal state sequence
S*, or an equivalent optimal path, with respect to maximum-likelihood criterion. In
command, the prior probability is usually equally distributed or unknown; therefore, the
equation is as follows:

§" = argmaxp(Sy)

(Z ln(p(yk,qsk_l,sk)))

L
= arg max
SeT
k=1
L
:armaXEln Sk_1,8
gSGTk 1 P(Yk|sk—1, sk)

L
_ : 14
arg rsnel%l;d(yk,wk) (14)

where d(yx, wi) = |yr —wg|? is the kth arc metric between states sx_; and s in the trellis.
Z?:fl In(p(yk.i|Sk—1, sx)) is ML algorithm metric to the BSC form as

L 2m—1

arg rgg%cz Z ln(p(yk,i|3k—1a Sk))
k=1 =1
L

= arg I?Ea%; d(yg, we) Inpe + [2™ — 1 — d(yx, wi)] In(1 — pe)

L

= argmin Y d(yx, w) In Pe
SeT o — De

+ O, (15)

where the metric d(yy, wy) is hamming distance and the p, is the bit error probability. The
metric of the soft Viterbi decoding algorithm in Sections 3.1 and 3.2 is estimated as (14),
whereas that in Section 3.3 is estimated by (15). Equation (15) requires a lower decoding
complexity than a hardware decoding; however, the performance is not as good as that
of a software Viterbi decoding algorithm. However, a low level of distortion was obtained
by using the algorithm proposed in Section 3.3. Attacked in a channel, a remarkable bit
error rate is attained for the same distortion. It provides a superior bit error rate and
robustness to those of hardware decoding.

4. Simulation Results. As done in [22], a host signal with dimensions N = 512 x 512
was first divided into 4096 blocks of size 8 x 8; subsequently, each block was converted
into the frequency domain using its DCT transform. The first 12 low-frequency AC
coefficients in each block, shown in Figure 3 of [22], were extracted and concatenated, and

every n = 31 coefficient was subsequently used for embedding each bit of a watermark
of L = 4096 - 12/31 = 1585-bits. The trellis was constructed by a (2,1) convolutional
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code, and the labels of the trellis arcs were a (31,5) simplex code. Subsequently, the
watermarked image quality was defined as

2552
I)SPqI{ =10 h)glo iﬁggii,

where MSE represents the mean square error between the original image [, and water-
marked image [, as

512 512

h@E:%}jE}Q@ﬁ—M@ﬁV

i=1 j=1

The robustness for Gaussian noise and JPEG compression was evaluated as follows:

1. Fidelity experiments

(a)

Parameters o and R

Simulating the fidelity by aiming at « (the parameter of informed embedding)
without an attack channel. The PSNR, as shown in Figure 5, was presented as
a function of o and decreased with «; however, the proposed algorithm required
a higher number of iterations. The image quality (PSNR) obtained by the al-
gorithm of type-2 was 2-3 dB higher than that by the algorithm of type-1 when
varying .

33

H%‘typel
——type2H

32+

PSNR

0 4‘0 5‘0 6‘0 70
alpha

I I I
10 20 3

FIiGURE 5. Fidelity experiments with variant «

The robustness was improved at the expense of PSNR when increasing the value
of o in the algorithm of type-1 and type-2. The embedded image quality, as-
sociated with a variety of robustness parameters R between type-1 and type-2,
is compared in Figure 6. It is demonstrated that, in type-2, the image quality
decreased with the value of R; however, a larger value of R results in a superior
bit error rate. In contrast to type-1, the increase of R does not result in an
inferior image.

Parameters

The dependence of image quality on the parameter 3, the iteration step factor,
is depicted in Figure 7. The higher the value of 3, the lower the number of
iteration times required to reach the expected robustness of objective codeword,
with degrading of the image quality. Therefore, the value of § can be varied to
change the operation complexity when the algorithms of type-1 and type-2 are
performed.
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FIGURE 6. Fidelity experiments with variant parameters R
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F1GURE 7. Fidelity experiments with variant /3

(c) Parameters R of type-3
The simulated PSNR is depicted in Figure 8 as a function of R by use of the
algorithm of type-3. That is, the same sign as «a, an increase of R results in an
enhanced robustness at the expense of image quality.

2. The experiment on an attack channel

(a) AWGN
Considering real-valued x and y, the receive pixel y over an attack channel is
given by

y=r+w,

where w is additive white Gaussian noise (AWGN), distributed as N(0,02).
Gaussian noise variance o2 was added to each pixel of the watermarked images.
The experiment was repeated for variance o2, and the BER was computed. The
result is shown in Figure 9.

Figure 9 shows the results of testing various levels of noise with variance ranging
from 50 to 400 obtained from the proposed algorithm. With PSNR =~ 30 dB
in each case, the figure shows that the BER of the proposed algorithm with
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Robustness region R
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FiGUurE 8. Robustness region R variation of the proposed type-3 informed embedding
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FIGURE 9. Watermark robustness to AWGN

FiGure 10. Watermarked image to AWGN noise with variance = 300

parameter R > 0 is lower than that of Miller when o2 > 200 under AWGN
noise. Figure 10 shows the watermarked image by AWGN attack.
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In the experimental result, the proposed informed embedding with memory algo-
rithm, type-2, exhibited superior BER performance when the controllable param-
eter R increased. The BER of informed embedding without memory algorithm
was the highest of the variable environment; however, it consumed a lower time
complexity than type-1 and [22] algorithms.

Scaling

Image scaling is another common; distortion of significance is the scaling in
amplitude. That is,

I;U:SfX[O

where [j is an original image and s; is a scaling factor. This corresponds to
brightness or contrast attack for images. Two tests were performed. The first
test reduced the image intensities from 1 to 0.1. The second experiment increased
the image intensities from 1 to 2.

BER

. . t
10 2
NG t

——Miller

10° I I I I I I I I I
0 0.2 0.4 0.6 0.8 1 12 1.4 1.6 18 2

Sf

FIGURE 11. Robustness to scaling

Figure 11 shows the results for type-1, type-2, type-3 and [22], respectively.
The figure demonstrates the trend in which BER variants as scaling factor s;
increase from 0 to 2. In our experiments, type-1 and [22] achieved appropriate
performance when scaling factor from 1 to 2. Figure 12 shows the watermarked
image by scaling.

Low pass filter

Low pass filter, such as run average filters or Gaussian filters, are often applied
in image processing. We chose the Gaussian filter for our simulation. As shown
in Figure 13, the bit error rate performance of these four algorithms can be
optimized under the low pass filter attack when setting ¢ = 3 and 7 in type-
3. The [22] algorithm provides superior bit error rate performance; however, it
requires a higher complexity than type-1 and type-2. The algorithm of type-3
requires the lowest complexity and provides superior performance to [22]. Figure
14 shows the watermarked image through the Gaussian filter.

JPEG

Lossy compression is common; therefore, watermark robustness is desirable. The
effects of JPEG compression were tested. We observed BERs at various JPEG
compression levels. This specified the quantization values of DCT coefficients by
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by a global quantization level p. The quantization level is related to a user-
specified quality factor, QF, in the range of 0-100, defined as

X, if QF < 50
= :
2 —0.02%QF, if QF >= 50

We compared BER at various JPEG compression levels, with quality factor
QF from 20 to 80. Figure 15 shows the BER difference between the proposed
algorithm and [22]. By using the informed embedding with memory algorithm,
BER decreased rapidly as the QF increased, when QF < 25. The results demon-
strated excellent watermark robustness of the informed embedding with memory
in the case of low JPEG compression quality. Figure 16 shows the watermarked
image by JPEG compression when QF = 20.

"
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FiGUuRrE 15. Robustness versus JPEG compression with variant QF

FiGURE 16. Watermarked image with QF = 20

3. Computational complexity
The algorithm complexity in [22] and that proposed in this paper is compared in this
section. When the proposed algorithm and [22] were performed, each arc of each
section of the trellis was executed as a unit when estimating the complexity. That is,
the number of times that each arc is calculated after all the embedded information is
completed. The Add-Compare-Select (ACS) operation in each section in the memory
or accumulated Viterbi algorithm leads to a more complex embedding algorithm than
that of a memoryless structure in regard to operation complexity. Although the ACS
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operation in memory version increased, the average times of operation decreased in
the trellis. In addition to the number of times that each arc of the trellis was used,
the total number of times that each arc was used for various algorithms was also
tabulated and compared. Thus, three complexity parameters in trellis structure are
defined as follows.

The decoding process in Miller’s algorithm and ours are both performed on the
basis of a Viterbi algorithm. The operational complexities required in performing a
Viterbi algorithm are detailed compared under the same conditions. An Euclidean
distance is treated in experiments as a metric to evaluate a likelihood path in a
Viterbi algorithm, according to which the Euclidean which must be evaluated be-
tween a modified watermarked image and an object message for each arc in a Viterbi
trellis. Assuming that there are C;, number of arcs in each section in the trellis, then
it is required to calculate the same number of Euclidean distances. With C, sym-
bolizing the complexity in evaluating each Euclidean distance, a total complexity of
C, x C, is required for each section. In addition, the survive path is up to Add-
Compare-Select (ACS) operations in each section, and it is for sure that different
informed embedding algorithm brings about different number of ACS operations.
Consequently, for the same length of watermarked image, the computational com-
plexity is directly related to the average number of ACS operations in each section.
In simple terms, a larger number of ACS operations gives rise to a higher complexity
and a longer period of time to get the operations done. Taking a trellis with 32
states, each with 2 arcs, as an instance, it is known that the metric accumulated
in the previous section pertains to the trellis states and the number of arcs. Since
each current state is connected to two arcs, thus two adders are required to perform
additions, that is, it necessitates C); number of adders in each section. Inasmuch
as there are two arcs connected to each next state, a comparer is thus required for
comparison. In brief, there are 32 next states and 64 arcs in each section, that is, 32
comparers and 64 adders. Hence, the ACS complexity C for each section is given as

Cs=C, x C, + C, x adders + (C,/2) x comparers

As presented in Section 3.1, the type-1 algorithm is a section-based informed
embedding algorithm, i.e., a memoryless informed embedding approach performed
independently in each section. In other words, it does not require any adder or
comparer to perform any accumulation operations. Yet, there are C'; number of
comparers required in search for an object message codeword out of all the arcs.
The complexity required is expressed as

C, x Ce + C, X comparers

As for the type-2 algorithm, as presented in Section 3.2, there exists a trade
off between the fidelity and the robustness specified a robust parameter R. Just
as regular Viterbi algorithms, it requires an accumulated metric, except that it is
performed in an iterative manner until the target value R, of the robustness is reached
with a specified complexity Cs. Due to iterations, the total operation load varies
across sections. Accordingly, the average value of C; is adopted as the complexity
for each section. With Cl,, representing the average number of operations in each
section, the total load to perform a complete algorithm operation is given as C; =
Cs X Capg X L. In contrast, the type-3 informed embedding algorithm in Section
3.3 is not performed iteratively, such that merely one time of operations is needed.
Besides, the modification is made merely in the host image, i.e., an accumulated
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metric is not required. As a consequence, there is no need to perform Cy number of
operations, and the complexity is evaluated as C, x C. with C,,, = 1.

For operation complexity, the type-1 algorithm in 3.1 must find the minimal dis-
tance d(acy, xy), regardless of whether the arc operation is closer to selected code-
word awy, in trellis section k. The computation required 32 comparer-operations.
The type-2 algorithm was accumulated by an ACS operation. In a trellis section,
the current state and next state is 16. The computation required 16 adder-operations
and comparer-operations. The type-3 algorithm was not accumulated, and was ex-
ecuted section-by-section. Thus, we computed only by using “out of phase” on the
arc. Finally, we compared with [22] and tabulated as Table 4.

TABLE 4. Numbers of operation for type-1, type-2, type-3 and [22] algorithms

Algorithm C, Cy
type-1 64 x C, + 32 comparers Cy x 1.4872 x 1585
type-2 (R =0) 64 x C, + 64 adders + 32 comparers Cy x 0.5915 x 1585
type-2 (R =1) 64 x C, + 64 adders + 32 comparers Cy x 0.6697 x 1585
type-3 64 x C, C, x1x1585
[22] 64 x C, + 64 adders + 32 comparers Cy x 69.841 x 1585

As shown in Table 4, the computational cost of four algorithms depends on per-
forming each arc and ACS operation. For total operation complexity C;, these
algorithms were ordered as follows:

Miller’s > type-1 > type-2(R = 1) > type-2(R = 0) > type-3

Although the proposed algorithms have low complexity, they are robust. In the
simulation results, type-3 exhibited high robustness in a number of attacks, such
as low pass filter attack channel and compression attack channel, and allowed low
operation complexity.

5. Conclusions. This paper proposes the modified informed embedding scheme for data
hiding. We used this trellis code with the modified trellis structure and simplex code to
embed 1585 bits in 512 x 512 pixels image. These three algorithms used the codewords of
a linear block code to label the arcs in the trellis, and subsequently adjusted the fidelity
and robustness of the watermarked images by a number of controllable parameters. The
proposed algorithms can resist the channel attack and maintain the fixed amount fidelity
efficiently. Moreover, the proposed algorithms require less operation, compared with that
of Miller. The proposed methods reduced the operation complexity for a watermarked
image, and provide superior BER performance, in comparison with Miller’s informed
embedding.
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