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ABSTRACT. This study presents two watermarking schemes, namely Halftone Replace-
ment After Watermark Embedding (HRAWE) and Halftone Replacement Before Wa-
termark Embedding (HRBWE), for medical and surveillance systems, respectively. The
HRAWE provides better image quality, while HRBWE provides higher robustness to with-
stand attacks. Two inverse halftoning approaches, Error Diffusion (EDF)-based and
Direct Binary Searching (DBS)-based schemes, are also proposed to detect alteration re-
gions and then recover the original image. The EDF-based inverse halftoning has low
complezity advantage. Hence, it is mainly used in cooperating with HRBWE for surveil-
lance images to withstand compression or unauthorized modifications. Conversely, the
DBS-based inverse halftoning can yield high image quality advantage. Hence, it is mainly
used in cooperating with HRAWE for medical images to detect and recover unauthorized
modifications. Both of the approaches are proved to yield excellent performance with ex-
tensive experimental results.

Keywords: Authentication, Direct binary search, Digital halftoning, Digital water-
marking, Error diffusion, Inverse halftoning, Ordered dithering

1. Introduction. Nowadays, numerous of digital multimedia data have been widely
spread through Internet. The unauthorized distribution of multimedia data becomes
much easier. Consequently, the copyright protection [1] and authentication [2] raise more
and more attention. Among the multimedia security schemes, the robust watermarking is
a powerful mechanism to address the copyright protection issue. The embedded copyright
information in multimedia can be extracted to identify the owner’s license information
and track illegal copies. Conversely, the watermarking should be fragile in content au-
thentication application, so that it can detect the alterations of the protected contents.
In general, the watermarking schemes can be mainly classified into two parts: Spatial
domain [3-5] and transform domain [6-16,18-20,22-24]. The spatial domain watermarking
generally has lower complexity but lower robustness to withstand attacks. Conversely, the
transform domain watermarking normally has higher robustness but higher complexity.
According to the additional information available in the decoder, these methods can also
be classified into three categories: The first category is non-blind watermarking [6-11]
which needs the original image to decode the watermark. The second category is blind
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watermarking [12-16], in which the watermark can be decoded without the host image.
The third is the semi-blind watermarking [18-20] which requires the secret keys and the
original watermark. The details of these categories are discussed as below.

Spatial domain watermarking approaches are mostly utilized in early history of water-
marking development. Those methods include: Watermarking by slightly modifying the
intensity of random selected image pixels in spatial domain [3]; using the spatial-domain
bit-string embedding technique to modulate the image signal with random zero-mean
patches at random locations [4], and embedding the watermark in the least significant
bits (LSBs) of image pixels [5].

Transform domain techniques can distribute a watermark into a wide range of pixels
by simply modifying coefficients in transform domain. Hence, the embedded images are
more robust to against attacks. The related researches include: Using the concept of
spread spectrum to embedded watermark in transform domain (DCT or FFT), where
the Gaussian distributed sequence is embedded to resemble the nature watermarks [6].
The spread spectrum scheme was later generalized to embed watermark in wavelet coef-
ficients of images and video [7]. Hsu and Wu [8] proposed a DCT-based watermarking to
embed visually recognizable patterns in the middle frequency coefficients. Huang et al.
[9] embedded watermark by modifying the DC components to provide higher robustness.
Lu et al. [10] proposed the cocktail watermarking technique, where the complementary
modulation rules are used in wavelet transform domain for watermark embedding. If the
attack generates the positive distortion, the negative one will still survive, and vice versa.
In [24], the feature point watermarking synchronization and the wavelet transform-based
watermarking embedding/extraction are proposed. Wavelet-domain watermarking is ro-
bust to signal processing attacks and watermarking synchronization gets rid of the effect
of geometric attacks. However, it cannot provide the additional recovery capability to
against compression and cropping attacks. Conversely, the proposed scheme can provide
alteration detection and further recovery features.

In blind watermarking approaches, the original image and watermark are not required
in the decoder. Those methods in the literature include: Lu and Liao [12] extended the
cocktail watermarking to be a blind multipurpose watermarking system which can detect
malicious modifications. Khelifi et al. [13] divided the image into non-overlapped blocks,
using JND-based classifier to classify blocks into two parts: uniform and non-uniform. The
Neyman-Pearson criterion was used to extract watermark. Wang et al. [14] embedded
watermark in significant coefficients of wavelet domain, and then employed the trained
neural network to exactly recover the watermark. Inoue et al. [15] proposed two methods
to classify the wavelet coefficients into significant and insignificant two parts, and then
embedded watermark by EZW algorithm [17]. The position of zerotree’s root is then used
to detect the watermark.

Many semi-blind watermark techniques are also addressed in the literature. Huo and
Guo [18] embedded watermark into significant triplet wavelet coefficients in the lowest
three detail subbands, and the selected significant triplet positions are adopted for extract-
ing watermark. Solachidis and Pitas [19] used the watermark possesses circular symmetry
which is embedded in a ring of the DF'T domain. Correlation between the possibly water-
marked coefficients and watermark is used for watermark detection. Al-Khassaweneh and
Aviyente [20] presented a semi-blind watermark extraction algorithm, where the thresh-
old for a given probability of false alarm is derived. The modified coefficients are located
according to the given key.

The watermarking approaches introduced above cannot recover the original host image
when an embedded image is attacked. For this, the digital halftoning is adopted to solve
this problem. Digital halftoning [21] is to render multi-tone images using only two-tone
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elements. A halftone image resembles the original grayscale image when viewed at a
proper distance due to the lowpass nature of the human visual systems. Hence, it is
adopted in this study as a tool for recovering the original host image by cooperating a
trained LMS filter when the embedded image is suffered from alterations. Many halftoning
methods have been developed, including ordered dithering, error diffusion [22,33], dot
diffusion [34,35], and iteration-based method [36-40]. Among these, error diffusion offers
good visual quality and reasonable computational complexity, and iteration-based method
provides best image quality and highest complexity. Both of the error diffusion and
iteration-based methods are adopted in this work to address the issue of image recovery.

In this paper, two different types of watermarking approaches are proposed to adapt
for different applications. The main goal is to be applied in medical and surveillance
systems. Hence, throughout this study, two related attacks, cropping and compression,
are taken into consideration. The first method, namely Halftone Replacement After Wa-
termark Embedding (HRAWE), is used for applications without compression attack, such
as medical imaging system. The second method, namely Halftone Replacement Before
Watermark Embedding (HRBWE), is used for application with compression attack, such
as surveillance system. Both of the proposed schemes can be used to detect alteration and
recover the original image. The reason that we dedicate on the two applications is their
special requirements in practice: The medical system demands high image quality, and
the surveillance system requires real-time low complexity and robustness for reasonable
compression attack. The watermarking on both applications requires another capability of
alteration region detection and recovery. As documented in the experimental results, the
proposed HRAWE provides good image quality, and HRBWE provides good robustness
to withstand attacks.

The rest of this work is organized as follows. Section 2 provides an overview of dig-
ital halftoning and inverse halftoning. Section 3 introduces the proposed HRAWE and
HRBWE schemes. Section 4 shows the experimental results, and Section 5 draws conclu-
sions.

2. Overview of Digital Halftoning and Inverse Halftoning. In this section, the
two well-known halftoning methods, Error Diffusion (EDF) and Direct Binary Searching
(DBS), and the corresponding inverse halftoning are introduced. The EDF is an efficient
approach to obtain a good halftone image, and DBS is an iteration-based approach to
obtain an optimized halftone result. Both approaches are adopted for alteration detection
and image recovery after the embedded image is undergone attack. The EDF is mainly
used in surveillance system for its real-time requirement. Conversely, the DBS is used in
medical system for its high quality requirement. In general, a halftone image is in binary
fashion, black or white. The inverse halftoning is to reconstruct an approximate grayscale
version of the original image, and thus it can provide better knowledge of the original
grayscale image.

2.1. Error diffusion (EDF). Floyd and Steinberg [25] proposed a reasonable compu-
tational halftoning with good image quality and high spatial resolution, named error
diffusion, by quantizing each pixel according to a statistical analysis of the input pixel
and its neighbors, leading to a stochastic arrangement of the printed dots. In addition,
when it comes to display color works, this technique eliminates the occurrence of the
moiré effect which is produced by superimposing two or more halftone patterns of dif-
ferent color channels. In the past few years, the error diffusion had great progress in
printing industry, which included the following studies: Applying adaptive error kernels
to distribute errors to three instead of four neighbors [26] to decrease the computational
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FIGURE 1. Standard error diffusion flow chart

complexity and eliminate the worm effect inherently existing in halftone patterns, and
the concept of using green-noise halftoning algorithm to produce patterns with adjustable
coarseness which can be tuned to adapt to the reliability of a given printer to produce
dots consistently [27-33].

Figure 1 shows the standard EDF flow chart. The variable g; ; denotes the current
input pixel value and g; ; denotes the diffused error sum added up from the neighboring
processed pixels. The variable b; ; denotes the binary output in position (4, ), and the
error kernel h,, ,, denotes the error kernel used to diffuse the error caused by the difference,
ei;, between the output binary value and the input gray level value. The variable v; ; is
the modified gray output. The relationships among b; ;, v; j, and e; ; are organized as

2 2
/ / E : 2 :
Vij = Gij + gi’j, where gi’j = €itm,j+n X hm,n (1)

m=0n=-2

0 if v;; <128
€;j = vij — b;j, where b; ; = ?)
255 if w;; > 128

Herein, we numerically define 0 and 255 as a black and while pixel, respectively.

2.2. Direct binary search (DBS). The DBS is first introduced by Analoui and Alle-
bach [36], where the optimized halftone patterns are generated with iteration-based meth-
od. Suppose the original grayscale image is of size P x @), the iterative reconstruction
procedure is described as follows:

1) Set b} =0,4,j € PxQ

2) bgcj) = {bgz_l)|b§§_1)minimize|gi7]~ - > Zwmmbgi:n{)ﬂnL bgﬁ_l) toggles between 0
m,neER

and 1 or swaps with its eight neighbors}

9 Elu= % Sl L Sumil,

,JEPXQ m,nER

4) If Efft)al = Eéft;ll), stop, otherwise go to Step 2 and continue
where bg}j) denotes the initial binary image, which can be initialized as whole black; g; ;
and b; ; denote the original grayscale image and the DBS halftone image, respectively,
and w,, , denotes the HVS filter adopted in [36], where the support region is denoted as
R. Each pixel is toggled or swapped with its eight neighbors to generate 10 candidates
(including the original one). The one minimized the cost function given in Step 2 is
maintained. This procedure is iteratively conducted until the DBS image is convergent
without any change as defined in Step 4.



ALTERATION DETECTION AND RECOVERY 1393

2.3. Inverse halftoning. In this study, the LMS-trained filter is used to perform inverse
halftoning. The LMS-based halftone technique can be divided into two steps. The first
step is the training procedure to derive the optimized coefficients for the LMS filter,
and the second step is to use the trained LMS filter to obtain the corresponding inverse
halftone image from a halftone image. The LMS training phase can be mathematically

described as
f]z’,j - Z Zwm,nhier,jJrna (3)

m,neER

e = (915 — 9i4)" (4)
oe? .
aTn;],n = —2¢; jhitm jtn, (5)

(6)

if Wy > Wiy popt, Slope > 0, wyy, , should be decreased

if Wy < Wiy popt, Slope < 0, wy, , should be increased,

wgf,;l) = wfn,n + p€; iy m jin, (7)

where ¢; ; denotes the reconstructed grayscale pixel at position (i, 7); R denotes the sup-
port region of the LMS filter. (e.g., 5x5 or 7x7); w;; denotes the LMS coefficient at
position (z, 7); w; jopt denotes the optimum LMS coefficient; e?,j denotes the MSE between
gi; and g; ;; 1 denotes the adjusting parameter used to control the convergent speed of
the LMS optimum procedure, with the value set to 107° in this study. Here we conduct
a series of experiments to demonstrate the reason we choose this number: Eight training
images are involved in filter reconstructing process, including Lena, Mandrill, Peppers,
Milk, Airplane, Earth, Lake, and Tiffany images. Four kinds of different original halftone
techniques, including DBS, EDF, dispersed-dot dithering, and clustered-dot dithering,
are employed. Four different LMS filter of sizes 3x3, 5x5, 7x7, 9x9, and parameter p of
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FIGURE 2. LMS-trained human visual filter (7x7)
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three different values, 1074, 1075, and 1075, are also tested. The absolute overall change
of the LMS filter in each training iteration is defined as follows:

change(k) = abs ( Z Zw%c)n - wgf,nl)) ; (8)

m,nER

where k represents the number of iteration. The smaller the value of change(k) is, the
closer it approximates the convergence. From the experimental results, the parameter
p with value 107¢ takes copious time to converge, which is even longer as the filter size
grows up. Conversely, the parameter 1 with value 107° gives reasonable convergent speed,
usually within five iteration times, and the parameter ; with value 10~* achieves highest
convergent speed. However, it cannot yield better reconstructed halftone quality than
the filter obtained from parameter 1 with values 1075 and 107%. In Figure 6, various
reconstructed mandrill halftone results are demonstrated with different combination of
LMS filter size and parameter p. Herein, eight tested images are also employed for
reconstructing halftone images using LMS filter of different sizes. We found that the LMS
filter of size 3x3 leads to artifacts similar to false contour. On the other hand, filter
of size 9x9 or larger simply offer little benefit in quality, but substantially increase the
computational complexity. Consequently, the filter sizes of 5x5 or 7x7 are more suited
for reconstructing the halftone images. Of these, the filter of size 7x7 generally gives
much sharper and higher halftone quality than that of the filter of size 5x5, although it
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has higher computational complexity. Hence, in this study we choose filter of size 7x7, as
shown in Figure 2, for the following inverse halftoning reconstruction. The mathematical
equation is given in Equation (3). Notably, the filter has the basic characteristics of
human visual system:

1) The diagonal (45°) has less sensitivity (lower values) than vertical and horizontal
directions.

2) The center has the highest sensitivity and decay with the increasing distance to
center.

3. MRAWE and HRBWE.

3.1. Watermark embedding. Two different types of watermarking approaches are pro-
posed to adapt for different applications. The first method, namely Halftone Replacement
After Watermark Embedding (HRAWE), is used for applications without compression at-
tack, such as medical imaging system. The second method, namely Halftone Replacement
Before Watermark Embedding (HRBWE), is used for applications possibly undergone
compression attack, such as surveillance system. Both of the proposed schemes can be
used to detect alteration and then further recover the original image. The two encoding
procedures, as illustrated in Figure 3, are introduced as below:

1. HRAWE:

1) Transform the original image from RGB color space to YUV color space.

2) The Y component g; ; is divided into blocks of size MxN, then each block is trans-
formed with DCT to form g.

3) The original watermark w;; is permutated with a pseudo random key to form w
to increase the security.

4) Suppose the image is of size P x @), and the watermark is of size % X %, then
each watermark bit is embedded into a block of the host image. The magnitude of the
coefficients in DCT domain are quantized to odd and even steps, where odd steps map to 0

P
i’j
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and even sections map to 1. The pseudo random permutated watermark wfj is embedded
into giT,j to form ggj by modifying the coefficient to the nearest neighbor step with the
same attribute, 0 or 1, as the watermark bit. Figure 4 shows an example of embedding 001
watermark bits into three coefficients. To determine the best embedded position in a block,
each position is addressed with a number in zig-zag fashion from 0 to 63. According to the
observation from experimental results, the diagonal coefficients are the best candidates
to avoid horizontal or vertical artifacts. To maintain robustness requirement against
compression attack, the coefficient with index 4 is employed for embedding watermark in
this study. Figure 5 shows the average PSNR with five host images and three different
watermarks when different diagonal coefficients are used for embedding.

5) The inverse DCT is applied to the embedded coefficients f]iTJ to form the spatial
domain information g; ;.

6) Transform the YUV color space to RGB color space.
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7) The halftoning is applied to the three color spaces, R-G-B, of the original host image,
and the three halftone images are then used to replace the LSB planes (bit plane 0) of
the three embedded color spaces. The replaced halftone images are used for recover the
original information when encounter unauthorized alterations.

2. HRBWE:

The main difference between HRAWE and HRBWE is in Step 7, where HRBWE re-
places the bit plane before RGB to YUV color space transformation. The HRBWE
is mainly used for withstanding compression attack. As illustrated in Figure 3(b), the
halftone image in HRBWE is distorted by the watermark embedding procedure. Hence, it
is designed to adopt the bit plane 3 for halftone image substitution to provide a trade-off
performance between robustness and image quality.

3.2. Watermark decoding. The watermark decoding procedure involves the following
steps, which is illustrated in Figure 6:

1) Transform the embedded image from RGB color space to YUV color space.

2) The Y component is further processed with DCT.

3) The permutated watermark is extracted according to the coefficient with zig-zag
index 4 locates in which quantized step, 0 or 1.

4) The pseudo random key is used to obtain the decoded watermark.

3.3. Alteration region localization and original image recovery. Suppose the vari-
ables wfj and wgfj denote the embedded permutated watermark and the decoded permu-

tated watermark, respectively. Let the difference watermark be DW = wi/©Ow[;, where
O denotes the exclusive-OR operation; the alteration region localization procedure is
organized as below.

Figure 7 shows the conceptual diagram of the alteration region localization, where

X_ACUM; and Y_ACUM; denote the accumulated difference number along i and j-axes.
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The two variables are defined below:

H

X_ACUM; =) DWj (9)
7=1
w

Y_ACUM; =Y DWj (10)
=1

where the variables H and W denote the height and width of the difference watermark.
The successive difference of the X_ACUM,; and Y_ACUM; are defined below.

X_ACUM_DIFF, = X_ACUM; — X_ACUM;_]i =2,...,W (11)
Y_ACUM_DIFF; =Y _ACUM; —Y_ACUM;,_,|j =2,...,H (12)

The two variables defined above are used to determine the start point (xs,y,) and end
point (x.,y.) of the rapid-varying region, as given by
(zs5,ys) = (max{X_ACUM _DIFFi =2,...,W},
max{Y_ACUM_DIFF};|j =2,...,H})
(e, Ye) = (min{X_ACUM _DIFF;_|i=2,..., W},
min{Y _ACUM_DIFF; ,|j=2,...,H})
The corresponding alteration region in embedded image is the rectangular area surround
by the two coordinates, (Nzy, My,) and (Nz., My,), where M x N denotes the DCT block
size.
The original image recovery involves the following steps, which is illustrated on the left
hand side of Figure 6:
1) The halftone replaced bit planes of the RGB three color spaces are extracted from the
embedded image, which corresponds to the permutated halftones of the original image.
2) The pseudo random key is used to reconstruct the original halftones of the original
image.
3) The inverse halftoning introduced in Section 2.3 is applied to reconstruct the grayscale

information of the RGB three color spaces.
4) The alteration localized region is replaced with the inverse halftone images.

(13)

(14)

4. Experimental Results. In this section, extensive experiments are conducted with
the proposed two watermarking schemes, HRAWE and HRBWE, to demonstrate the
performance. Figures 8(a)-8(g) show the seven test images of size 720x576, and Figures
8(h)-8(j) show the three test watermarks of size 90x72. In addition, in the following
experiments, the DCT coefficient with the index 4 is adopted for watermark embedding
as discussed in Section 3.1.

Figure 9 shows the image quality comparison between the proposed EDF and DBS
inverse halftoning results. Supposing an image is of size Px(Q, the definition of PSNR is
given below

2552 x P
PSNR = 10log,, xPx@

, (15)

P Q 2
; 21 Z(m,n)EW Wm,n (gz’+m,j+n - g£+m,j+n)
=1 j=

where g¢; ; and ¢'; ; denote the original image and the inverse halftone image, respectively,
and w;; denotes the weights of a human visual system like low-pass filter to simulate
the nature of human visual system. In this study, the trained LMS filters of different
sizes as discussed in Section 2.3 are adopted for this evaluation. To provide an objective
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FIGURE 8. Test images and watermarks: (a)-(g) test images of size
720x576; (h)-(j) test watermarks of size 90x 72
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FIGURE 9. Average image quality comparison between the proposed EDF
and DBS inverse halftoning results

evaluation, five different filter sizes are tested in this experiment. Apparently, the DBS
outperforms EDF under all filter sizes. However, the DBS is time-consuming with its
iteration-based reconstruction fashion. Hence, the EDF inverse halftoning is a good solu-
tion for real-time application, such as surveillance system, and the DBS inverse halftoning
is better suited for high quality oriented application, such as medical imaging system. Ba-
sically, the changes of filter sizes for estimating the PSNR do not affect the evaluation,
thus the filter size 7x7 is selected for the following experiments.

In this work, we rather choose two most possible attacks, compression and cropping
related to the surveillance and medical applications. In fact, the cropping attack is same
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as most replacement attacks, such as replacing one face in an image with another face.
Since the recovery function (inverse halftoning) can be disabled during the watermark
embedding, the Correct Decoding Rate (CDR) of the decoded watermark versus com-
pression rates and cropping rates with or without recovery function are shown in Figures
10 and 11, where the bit plane 0 is selected. It is clear that the additional recovery func-
tion barely affect the performance in CDR. Suppose the watermark is of size % X % The
definition of CDR is given below, where the notations are defined the same as above.
PIMQ/N
> witew]
CDR _ =1 j=1

P/M x Q/N

Figures 12 and 13 show the average recovered image quality under cropping and com-
pression attacks, respectively, using the EDF inverse halftoning. The results show that
the HRAWE provides better recovery image quality than that of the HRBWE, since the
halftone image in HRBWE is somewhat damaged by watermark embedding procedure as
shown in Figure 3(b). Herein, the halftone image is embedded in bit plane 0 and 3 for
HRAWE and HRBWE, respectively. Figures 14 and 15 show the average recovered im-
age quality under cropping and compression attacks, respectively, using the DBS inverse
halftoning. Both of the results are superior to the results shown in Figures 12 and 13.
Hence, if the complexity is not a critical issue in application, such as medical system, the
DBS inverse halftoning is a good solution in image recovery.

Figures 16 and 17 show the average CDR. of the decoded watermark under cropping
and compression attacks, using EDF inverse halftoning. Since the the halftone image
is embedded in bit plane 0 and 3 for HRAWE and HRBWE;, respectively, the HRBWE

(16)
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FiGURE 13. Average recovered image quality under compression attack
using EDF inverse halftoning
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FIGURE 14. Average recovered image quality under cropping attack using
DBS inverse halftoning

provides much better robustness than that of the HRAWE. Moreover, the HRBWE is
insensitive to compression rate, since the low frequency DCT coefficient with index 4 is
employed for embedding.

Figures 18 and 19 show the average recovered image PSNR vs. halftone replaced bit
plane number by fixing cropping rate at 20% and compression rate at 10, respectively.
Both of the results adopt EDF inverse halftoning. In both cases, the HRAWE are better
than HRBWE, although the HRAWE is only higher than HRBWE by 0.02dB in Figure
19. Figures 20 and 21 show the average recovered image PSNR vs. halftone replaced bit
plane number, using DBS inverse halftoning. The recovered image quality are better than
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FIGURE 15. Average recovered image quality under compression attack
using DBS inverse halftoning
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FIGURE 16. Average decoded watermark CDR under cropping attack using
EDF inverse halftoning
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FIiGURE 17. Average decoded watermark CDR under compression attack
using EDF inverse halftoning

that of Figures 18 and 19. Again, DBS is proved to be better than EDF in image quality
regard.

Figures 22 and 23 show the average decoded watermark CDR vs. halftone replaced bit
plane number by fixing cropping rate at 20% and compression rate at 10, respectively,
using EDF inverse halftoning. The results show that the HRBWE has little effect by
cropping and compression attacks. In HRAWE, the bit plane is replaced with its halftone
image after the watermark is embedded, the watermark information is reduced when a
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FIGURE 18. Average recovered image PSNR vs. halftone replaced bit plane
number by fixing cropping rate at 20% (EDF inverse halftoning)
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FIGURE 19. Average recovered image PSNR vs. halftone replaced bit plane
number by fixing JPEG compression rate at 10 (EDF inverse halftoning)
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FicUre 20. Average PSNR vs. replaced bit plane by fixing cropping rate
at 20% (DBS inverse halftoning)

higher bit plane is replaced with its halftone image. Since the image recovered function
is not discussed here, the DBS invese halftoning is not included for comparison.

In this work, we rather choose two most possible attacks, compression and cropping
related to the surveillance and medical applications. Figures 12 and 15 show the average
recovered image quality under cropping and compression attacks, respectively, using the
EDF and DBS inverse halftoning. As it can be seen from the results, if the complexity is
not a critical issue in application, such as medical system, the DBS inverse halftoning is a
good solution in image recovery. Two watermarking approaches, HRAWE and HRBWE
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FIGURE 21. Average PSNR vs. replaced bit plane by fixing JPEG com-
pression rate at 10 (DBS inverse halftoning)
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FIGURE 22. Average decoded watermark CDR vs. halftone replaced bit
plane number by fixing cropping rate at 20% using EDF inverse halftoning
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FicURE 23. Average decoded watermark CDR vs. halftone replaced bit

plane number by fixing JPEG compression rate at 10 using EDF inverse
halftoning

are proposed to provide alteration detection and image recovery features. The main goal
is to be applied in medical and surveillance systems, respectively. Hence, throughout
this study, two related attacks, cropping and compression, are taken into consideration.
The HRAWE provides better image quality, while HRBWE provides higher robustness to
withstand attacks. Moreover, two inverse halftoning approaches, EDF-based and DBS-
based, are also proposed to detect alteration region and then recover the original image.
As documented in the experimental results, the proposed HRAWE provides good image
quality, and HRBWE provides good robustness to withstand attacks, as shown in Figures
24 and 25. Figures 24 and 25 show a practical medical application using HRAWE and a
practical surveillance application using HRBWE, respectively. In which, the bit planes for
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(8)
PSNR Decoded Modified Coordination CDR
EDF Alteration position Detected position
51.11 (dB) 99.12 94
DBS (Nxy, Mys) = (482, 487) (Nxy, Mys) = (488, 488) ' '
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(h)

FIGURE 24. Medical application with HRAWE. (a) Original host image.
(b) Original watermark. (¢) Embedded result. (d) Alterated and detected
result (in red). (e) Decoded watermark. (f) Recovered image with EDF
inverse halftoning. (g) Recovered image with DBS inverse halftoning. (h)
Overall performance.
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PSNR Decoded Modified Coordination CDR
EDF Alteration position Detected position

47.75 (dB) 99.74 0
DBS (Nx;, Mys) = (244, 348) (Nxg, My;) = (248, 352)

5230 (dB) | (Nxe, My,) = (284, 396) (Nxe, Mye) = (288, 400)

(h)

FIGURE 25. Surveillance application with HRBWE. (a) Original host im-
age. (b) Original watermark. (c) Embedded result. (d) Alterated and
detected result (in red). (e) Decoded watermark. (f) Recovered image with
EDF inverse halftoning. (g) Recovered image with DBS inverse halftoning.
(h) Overall performance.
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HRAWE and HRBWE are 0 and 3, respectively. Figures 24(a) and 25(a) show the original
host images, and Figures 24(b) and 25(b) show the original watermarks. Figures 24(c)
and 25(c) show the embedded results. Figures 24(d) and 25(d) show the alterated and
detected result (in red). Figures 24(e)and 25(e) show the decoded watermark. Figures
24(f) and 25(f) show the recovered image with EDF inverse halftoning, while Figures
24(g) and 25(g) show the recovered image with DBS inverse halftoning. Figures 24(h)
and 25(h) show the overall performance.

5. Conclusions. Nowadays, numerous of watermarking schemes have been created. Mo-
st of the methods endeavor to resist more and more attacks, which makes it difficult
to look after other issues, such as image quality, complexity, and capacity. This study
presents two watermarking schemes, namely Halftone Replacement After Watermark Em-
bedding (HRAWE) and Halftone Replacement Before Watermark Embedding (HRBWE),
for medical and surveillance systems. The reason we dedicate on the two applications is
their special requirements in practice: The medical system demands high image quality,
and the surveillance system requires real-time low complexity and robustness for rea-
sonable compression attack. The watermarking on both applications requires additional
capability of alteration region detection and recovery. For these, the HRAWE provides
better image quality, while HRBWE provides higher robustness to withstand attacks.
Two inverse halftoning approaches, EDF-based and DBS-based, are also proposed to de-
tect alteration region and recover the original image. The EDF-based inverse hlftoning
has low complexity advantage. Thus, it is mainly used in cooperating with HRBWE for
surveillance images to withstand compression or unauthorized modification. On the other
hand, the DBS-based inverse halftoning gears high image quality advantage. Hence, it
is mainly used in cooperating with HRAWE for medical images to detect and recover
unauthorized modification.
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