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ABSTRACT. In virtual organizations, staff are members of a team who should have situa-
tion awareness (SA) on factors related to their work in complex adaptive systems (CAS).
Therefore, if all team members achieve a high degree of shared SA, this helps enormously
to achieve virtual collaboration, virtual organization and self-synchronization. This pa-
per presents a new architecture for shared SA (S2A2) based on intelligent system ar-
chitectures with multi-resolutional levels using data fusion and SA models. This unique
architecture not only specifies the essential components of the system and their required
interactions, but also determines thresholds as necessary conditions for team members to
achieve higher degrees of shared SA. Regarding the interactive dynamics in architectural
processes, the cooperation and synchronization bottlenecks are presented as threshold val-
wes. In addition to the required data and information for S2A2, these threshold values
mostly deal with organizational culture and other cognitive parameters that are necessary
for collaborative organizations. We have used Garbage Can Model (GCM) introduced
in the organizational theory to determine these threshold values. The simulation results
show some norms in this respect, which must be at least 50% efficient.

Keywords: Shared situation awareness, Information fusion, ELF model, Garbage Can
Model, Intelligent system architecture, Virtual organizations

1. Introduction. Situation awareness (SA) is a form of knowledge obtained from current
information related to the surrounding environment which is essential in achieving any
goal. The key factor in the process of decision-making is efficient SA and in doing so,
mental models play a pivotal role [1,2].

Organizations based on team cooperation, including virtual organizations, are charac-
terized by handling the dynamics of environmental changes using shared SA (SSA) for
adaptation to these changes. In the most network centric organizations like virtual or-
ganizations which encompass a dynamic set of individuals defined around set of shared
resources, conditions and rules, SSA means the same view shared by different individuals
in relation to a set of specific activities including common concerns and requirements
which vary in sociology, scope, structure, size and duration. In other words, individuals
obtain the SSA by observing a shared operational picture and their own mental processes
[3]. Hence, the SSA consists of identical or similar views by members of the team related
to a situation [4].
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High degrees of SA for all members of a team can only be achieved when they have
the same perception, comprehension, projection and explanation of the situation. This
increases the resilience and robustness of virtual organizations. Every member of a team
has a sub-goal related to his or her role, which will lead to the final goal. On the other
hand, SA in team members increases the operation tempo, decreases operation cost and
risk, and boosts the team members general efficiency in virtual organizations. In many
complex system applications such as healthcare, emergency management, disaster man-
agement, crisis management, emergency materials distribution, and logistics management
where collaboration between team members is necessary to achieve to teams objectives,
SSA is the key factor in proper decision making [5-7].

To achieve SA, the main objectives of a special series of works and the required sub-
goals are defined. Specifying the required objectives, the SA for decision making is used
by goal-directed task analysis [1]. In this process, SA requirements are defined by dynamic
information related to the main objectives or the operator’s sub-goal. For each sub-goal,
there is a set of SA elements related to each member. Since sub-goals overlap, members
will take the same course in reaching the goal. Therefore, each member shares a subset
of his or her information with other members and this process forms the coordination of
the team. Figure 1 shows the SSA in Goal-Directed Task Analysis (GDTA).

SSA is affected by environmental, team, and individual factors. Environmental factors
include anxiety, stress, workload, exhaustion, team size, physical place, uncertainty, am-
biguity, automation, capabilities of the system, and complexities of the interface. Team
factors include communications, cooperation tools, shared mental models, team processes,
team dimensions, trust and commitment. Individual parameters include mental mod-
els, memory, knowledge, cognitive sources, experience, exercise, perceptive and problem
solving capabilities, individual skills, decision making skills, mental and physical state,
perception beliefs, expectations and capabilities, and the intention of the operation [4].
Using GTDA, these factors are defined as threshold values for the fulfillment of the pre-
requisites in S2A2. GDTA defines roles for each team member based on the main goal
and sub-goals. It also specifies required cognitive thresholds for the coherence of the
operational process of the organization. Therefore, based on the analyses pertaining to
individuals training and capability, leadership, doctrine, organization, materials and fa-
cilities, roles are defined, and cognitive thresholds are formed based on individual, team
and environmental factors.

Concerning environment changes with time, users requirements change in different sit-
uations. Therefore, different components such as dynamic community of human observa-
tions, available and sensing resources [8] should be added or removed without disrupting
or stopping the system. The mobility of components is another characteristic of virtual
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FIGURE 1. Shared situation awareness (SSA) in goal-directed task analysis (GDTA)
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organizations. Therefore, lifetime, connection bandwidth and the energy of the sensing
resources used by different components in the system vary [3]. A formidable challenge
in such systems is the limited bandwidth whereas a flood of received data require extra
bandwidth. As a result, the required components of SA may not be obtained in the
specified time [4] and the virtual organization resilience will be threatened by the lack of
timely SA. The reason for this is that if only one member of the team has a weak SA, a
critical error occurs at a critical moment. As a result team’s success will be compromised.

In our previous works, in order to achieve mutual SAA for agents interaction, we mod-
eled trustworthiness as a key feature in virtual organizations robustness [9]. The impact
of trust, intention based trust and norm information sharing are examined as cognitive
parameters. These parameters are used for governing the New Product Development
(NPD) relationship as a virtual organization [10,11].

We aimed to present SSA as a system architecture, providing a technical system in
support of on-line collaborative decision making for various real-time network centric
environments. Furthermore, it plays a key role in the evaluation of collaborative decision-
making, with simulations performed to support this evaluation. Though there are many
works with SSA as the main theme, few were dedicated to its operationalization.

The major contribution of this work compared with other models and architectures is
considering the dynamics of awareness in which planning for achieving SA is carried out
in an online manner complying with the intention of decision-makers. This work seeks to
design processes presenting SA for individual team members and SSA for the whole team.
Therefore, an architecture has been proposed for SSA (S2A2) using multi-resolutional
levels and an intelligent system model called Elementary Loop of Functioning (ELF) [12-
14]. In the presented architecture, based on specific goals and objectives, decision-makers
achieve SA regarding their decisions and SSA concerning their team goal.

Another contribution of this paper is to quantify the parameters affecting the coher-
ence of SSA for resilience of the virtual organizations. For this purpose based on desired
operational processes, a series of thresholds is specified by the designer as necessary con-
ditions. Using a normative model named Garbage Can Model (GCM) [15], interactions
between processes in S2A2 are modeled and simulated. Therefore, the cooperation and
synchronization of the processes in the system are considered as threshold values.

The remainder of this paper is organized as follows. Section 2 explains the information
fusion and SA models. Section 3 describes the intelligent system architecture based on
multi-resolutional level representation. Section 4 proposes SSA architecture (S2A2). Sec-
tion 5 illustrates Garbage Can Model and simulation results. Section 6 presents discussion
and comparison. Section 7 demonstrates practical example to show the effectiveness and
efficiency of the main results. Finally, Section 8 draws the conclusion.

2. Information Fusion and SA Models. In order to obtain SA, data fusion techniques
are used. Presenting flood of information can only be useful if they are fused success-
fully and in a timely manner. In general, all decision support systems make decisions
using existing observations and knowledge, and make a better decision by synchronized
exploitation of the knowledge. Therefore, such systems use data and information fusion.
Different definitions have been presented for data fusion in different articles, but they
generally refer to it as a synergistic combination of data at a certain time in a way that
the information obtained from data fusion is thorough and can represent those aspects of
the environment that are in question. Data obtained from data fusion is more accurate,
precise, and robust both quantitatively and qualitatively compared to data obtained from
a single source.
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2.1. Literature review on data fusion, information fusion and SA models. Since
1987, there have been different models for data fusion, information fusion and SA includ-
ing OODA [16,17], JDL [18-22], Intelligent Cycle [16,17], Waterfall [16,22], Dasarathy
[22,23], Omnibus [16,22], Object-Oriented [17,23], Frankel-Bedworth [17,23], Extended
OODA [24], AJDL [25], DFIG [3,26,27], combined CECA and JDL [28], STDF [3,29-31]
and Salerno [3,27,32-34] models. Designers of data fusion models focus on finding an
automatic method for object assessment, situation assessment, and impact assessment.
However, the former process is at the center of their attention, and several technologies
have been produced in this regard. With further development of models, especially from
2000 onwards, approaches for situation and impact assessment come to the forefront of
model designs. Endsley proposed a model for SA [1,4,33,35,36] and based on Popper’s
thought, CECA was proposed for human key activities in decision making [37]. All the
above models determine awareness and/or decision components and do not make any
claims regarding architecture, system, software application or instantiations of physical
values. This paper proposes a software architecture inspired by JDL, STDF, Endsley and
CECA models. Furthermore, these models do not offer any solution for SSA.

In contrast with other models and architectures, a data fusion architecture is proposed
in [38], focusing on perception level while providing no solution as to comprehension
and projection level as well as their cognitive parameters. Lambert offered a framework
for higher-level fusion systems based on STDF model [29-31], but he does not mention
anything about providing SSA in addition to on-line planning to prepare the required
SA. Although Salerno proposes a model and framework for resource management as the
essential component for obtaining SA [36,34], the methods for obtaining SSA and also
dynamic resource allocation are not explained. Furthermore, the DFIG model realizes
control functions based on types of sensors and user’s information need to supply action
for achieving the mission goals; hence, it is of limited value in obtaining SSA [26]. In [39-41]
an SSA architecture is proposed. This architecture addresses the way of consuming data,
data dissemination time, and place of accessing data. Moreover, it focuses on the general
process of real-time distributed information fusion in dynamic network environments for
military purposes especially for fighters. However, they mentioned nothing in regard to
SSA development for other network centric environments.

The above mentioned models have all failed to fully achieve our purpose owing to
certain drawbacks. In previous models, SA and information fusion are obtained based
on individual operators demand for decision making. These processes is accomplished
independent of operators’ perspectives and particular goals. These models mainly focus
on data and information fusion processes the results of which regarding object, situation
and impact assessment processes vary in details. To sum up, all previous works did not
dynamically change the plan based on new events in the environment; neither did they
describe the necessary conditions for effectiveness of obtaining data/information fusion,
SA and SSA for all type of network centric environment.

2.2. Endsleys model of SA. According to Endsley’s model of SA [1,4] (Figure 2), SA
is considered at three levels of perception, comprehension and projection. At the first
level or perception, objects and events, states and values are obtained through sensing,
detecting and identifying processes. At the second level, comprehension, the meaning
of the critical factors obtained at the level of perception, implications and the kind of
situations are specified. The meaning of factors should be understood based on the
operator’s goals. Furthermore, interpretation and synthesis also occur at this level. Then,
the third level projects future scenarios, possible outcomes and results. Prediction and
simulation processes are performed at this level. Later, a fourth level, resolution level, was
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FIGURE 2. Endsley’s model of situation awareness [1]

added to this model. Intention, the course of actions (COA) and cooperation, also occurs
at this level, including planning and decision-making [35]. Resolution level provides the
awareness required for the best result based on the current situation. The first three
processes are considered from the internal perspective and the fourth from the external
view. As seen in Figure 2, there are lots of parameters affect SA called in this paper as
threshold values.

At the level of perception, we deal with the question of “what the current realities are?”.
The comprehension of the current reality answers the question of “what happens?” and
the projection of state and characteristic answers the question of “what happens if?”.
The question of “what is to be done?” is dealt with at the level of resolution. In fact,
at the resolution level, sense making occurs based on what SSA has achieved. Then,
decision-making and planning can be done.

There are different factors involved in gaining SA. Capabilities of each team member,
their interactions, and the environment in which interactions occur are important factors
affecting shared SA. However, these criteria are themselves affected by such factors as
geographic distribution, team leadership, coordination tools usage, network neighborhood,
similar experiences, and the level of familiarity which in turn affect SSA [4]. In Endsley’s
model of SA, in addition to the environment, system factors and individual factors also
affect SA, decision-making and the evaluation of the performance of actions.

The main approach of this paper is to plan an architecture for realizing SSA based
on Endsley’s cognitive model of SA. Therefore, the cognitive processes of Ensley’s model
are mapped on a multi-resolutional architecture. In this regard, the realization of all
mentioned factors in the SA and SSA are defined and considered in the architecture as
threshold values.

3. Intelligent System Architecture Based on Multi-Resolutional Levels. Pre-
senting an architectural reference model is essential to the design and engineering of
intelligent systems. The architectural reference model named Elementary Loop of Func-
tioning (ELF) is used for designing and building an SSA system [12-14]. ELF model
considers intelligence as a computational phenomenon and it is said that any system with
the following four main processes is intelligent: sensory processing (SP) or perception,
world modeling (WM), value judgment (VJ) and behavior generator (BG) is intelligent
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[12]. The processes in ELF model specify sensor information, building, maintenance and
application of knowledge-bases, goal selection, and response to sensor input and action
control. The system architecture which is based on ELF, organizes these four processes
the intelligence elements- by creating functional relationships and information flows.

SP includes functions responsible for focusing attention, identification and classification
of characteristics, recognition of features, comparing of observations with expectations,
objects and events detection, and situational analysis. WM includes the knowledge-bases
about the world and builds and maintains events, entities, relationships and situations.
In this process, predictions, expectations, belief and estimations of the probable results
of future actions are also provided. Therefore, learning is formed in WM through storing
planned behaviors and perceptions. The process of VJ estimates the costs, benefits, risks
and expectations of the plan and assigns them to obtained objects, events, and situations.
In other words, VJ determines the level of importance, punishment or reward, and degree
of certainty of what has been provided by world modeling. Finally, BG chooses the goals
and divides tasks for smaller departments. Furthermore, this process produces plans for
achieving the goal and coordinates of the required actions accordingly, and also controls
these actions [12].

Figure 3 illustrates ELF model [12-14]. The connection between the mentioned pro-
cesses is formed in a way that a control loop with computational feedbacks characterized
by bandwidth and latency is created. This internally closed loop is placed in the intelli-
gent system from SP to WM, and from VJ to BG. Input and output in the internal part
of the system are done by sensors and actuators, which are used as its external part. In
organizations, sensors and actuators are individuals and groups. Therefore, outside the
intelligent system, this loop is closed by actuation in the environment and sensing the
environment. Goals enter this computational loop from above (BG) and sensor signals
from below (SP). In an intelligent system, computational loops from sensors to action,
from WM to SP and from BG to WM and then to VJ are constantly repeated. Based on
sensor variety and action capability, these loops are repeated until the required thresholds
of the tasks are achieved. In other words, repetition is terminated when information units
in all sub-systems come to a consensus about entities, events, and situations, moreover,
tasks for reaching the final goal are divided into specific tasks for command creation.

In the internal loop, sensed results are compared with final goals, and plans become
regulated. Then, control is applied to the world so that the results of the plans are
provided. In fact, intelligence is provided by the interaction between top down goals and
bottom up feedbacks from sensors. Furthermore, there is an internal loop between SP and
WM that provides predictions, compared with sensory observations. In this closed loop,
estimation, predictive filtering or the placing of events stored in the short-term memory
are done in a recursive manner. Besides, there is a connection between BG, VJ and WM
that simulates and assesses elementary plans in the internal planning loop before the plan
is chosen and carried out. In each loop, a knowledge-base is kept at a certain resolution
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FIGURE 3. Elementary loop of functioning (ELF) [12]
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and in a certain zone in the WM. At every level, plans are designed based on different plan
horizons, and short-term memory follows sensory experiences stored in different historical
intervals. Figure 4 illustrates the functional relationship between modules of ELF. The
detailed explanation can be found in [12,42,43]. These processes are consistent with the
models presented for data fusion and SA. That is why in S2A2, the Endsley’s model and
data fusion models can be mapped onto ELF.

In architectures with multi-resolutional levels, bandwidth control, resolution of the in-
formation, WMs and memories required for registering events are decreased by moving
from lower to higher levels. The architecture will be assessed by threshold values based on
high and low level restrictions. High level restrictions dictate priorities based on a com-
promise between the requests and processing elements, and low level restrictions assess
measurement or storing ranges based on resolution levels. The appropriate choice of high
and low restrictions of the required scope, plus satisfactory resolution for representation,
in addition to proper assessment of the architecture’s elements are the conditions based
on which functional loops determine representation values based on application capabil-
ities. Hierarchical analysis will be completed by creating a proper list of performance
loops, determining actions and values as well as and specifying all the cause and effect
connections provided in these loops.

Grouping (G), focusing attention or Filtering (F) and Searching (S) are the initial
algorithm elements in planning and control, and provide different resolution levels based
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on the mentioned thresholds. Figure 5 shows GFS for learning and GFS~! for planning
in architectures with levels [13,44]. The incoming information from the highest resolution
level or the lowest level (i.e., level i — 1) is aggregated and generalized by GFS. The
results of this effort are stored in the world model and generalized in the next GF'S phase
with the lower resolution level (learning occurs). The generalization process continues
until reaching the lowest or the highest resolution level. In the right column, by applying
GFS~! on the goal or the task at the lowest or higher resolution level, (i.e., level 7 + 1),
behavior is produced and sent to a higher stage. This process is continued until the action
is produced at the highest resolution level. Therefore, using the GFS~! and based on
the scope of the operational process and planning horizons, tasks are decomposed and
expanded by changing the levels from high to low. Using GF'S and moving from low levels
to high, SP integrates similarities and differences between observations and expectations
and recognizes features, objects and relationships in the world. Based on the interrelation
between planning and learning, any change in the environment will lead to the alteration
of information and as a result plan changes for the new situation.

4. Shared SA Architecture (S2A2). S2A2 is based on ELF model in which the plan is
provided from high to low levels. Furthermore, based on the human key activities’ model
for decision-making or CECA [37] in a layered manner, each level produces a behavior
and gives it to lower levels until an action is produced in the environment at the lowest
level (the level with the highest resolution). Moreover, SP carries out perception from
the lowest level, and each perception goes to higher levels until it reaches the highest
level with the lowest resolution and WMs are formed at each level based on aggregation
processes presented in STDF [29-31] and JDL [3,18-21] models. In addition, at each level,
SP, WM and BG processes are evaluated by VJ as well and as a result will reduce the
processing complexity [12].

Most of the mentioned processes in SSA are mental processes; therefore, we need an ar-
chitecture based on abstract levels of human mental processes. Based on these processes,
four abstract levels are proposed for human data fusion: The sensory-motor calculation
of differences, a categorical calculus of objects and relations, a modal calculation that
combines concepts into deductive, inductive and abductive propositions that are falsifi-
able and finally, an ecological calculus of interacting systems [17]. Comparing these four
levels including perception (object), comprehension (relationship comparison), projection
(normative or normalizing level for concepts and the possibility of cancellations as a result
of projection) and the ecological level or Resolution of interaction between systems with
Ensley’s SA model, they can be mapped onto perception, comprehension, projection and
resolution levels respectively.

Depending on the type of process, human agent could be an individual or a team that
has the final task of decision-making. This human agent gives his required information
in a certain format and structure to the system under his supervision. Afterwards, the
system gives back the results and the information required for final decision-making to
agents. Figure 6 shows S2A2. In this figure, each decision-maker obtains SA at different
resolution levels and shares his or her awareness with others based on the main goal
resulting in SSA [45].

Shared VJ (SVJ) encompasses cognitive thresholds which are necessary for coherence in
virtual organization’s operational processes. These thresholds emanate from the culture
of the organization and achievement regarding goal-directed task analysis (GDTA). In
other words, shared VJ is the culture of the organization [46]. SA is achieved at the first
three levels whereas SSA is formed at the fourth one.
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FIGURE 6. Shared situation awareness architecture (S2A2)

4.1. Achieving SSA. At resolution level, users share the obtained SA and update their
mental models and consequently their SSA is formed. Figure 7 shows the functional
relationships between modules at resolution level. Notice that SVJ and shared action
planning in shared planning and execution stage of Figure 7 are performed based on the
context aspects of the operational process which is deliberated in GDTA. Any operator
has a role in virtual organizations in contrast to classical ones; moreover, any operator
specifies its task for playing the related role. SVJ assigns cognitive threshold values,
which are necessary for the coherence in shared action plan (SAP). These values are
derived from the culture (i.e., trustworthiness, intention based trust and other cognitive
parameters) of the virtual organization. Dividing the task into the sub-task based on
organizations objectives is performed by behavior generator for shared action plan. When
team members obtain shared mental model (SMM), they decide to perform shared actions
to achieve the determined goal. Hence, shared action plan is transferred to the BG for
issuing commanded shared actions to actuators.

As can be seen in Figure 7, SSA processing receives all obtained SAs from projection
level of all SA systems in addition to the required SSA defined by SMM based on SAP.
This process provides SSA based on perceived SAs and the required SSA, and transfers it
to SVJ for evaluation. If SSA meets thresholds, the updated SMM will send the required
SSA, parameters and thresholds to SSA processing.
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Figure 8 indicates the functional relationships between modules in SSA processing which
is called SSA system. This process also provides required information based on operational
process goal for BG process which users or team members enter to projection level of SA
systems.

As Figure 8 illustrates, BG process receives the required SSA and sends them to shared
WM (SWM) process as predicted information needs. SWM process retrieves the list of
initial parameters and information such as the weighing coefficient required for environ-
mental, team and individual factors, and also the degree of commitment or the ability to
perform tasks by individuals, along with the benefit or value of exchanged information.
It then assigns required information plan based on objectives of the operational process
and required parameters. Afterward, SWM process transfers required information plan
along with retrieved parameters as thresholds to the VJ process. In VJ, the cost, benefit
and risk of the information plan are compared. If the result with thresholds is not met,
the information plan returns to the BG to modify the information plan or even the re-
quired SSA. If the results meet the thresholds, constraints and preferences are assigned
to required information plan and sent to the BG process. Cognitive or human agents as
team members in the BG enter the information needs to the projection level of their own
SA systems. They also set or update the threshold values and required knowledge and
models in the WM processes of each layer in their SA system.

As seen in Figure 8, all SAs obtained from projection level of each operator’s SA
system enter to the SP of SSA processing. SP algorithms for SSA integrate all SAs based
on common parts of all obtained SAs. Furthermore, the SP sends the perceived SSA
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to SWM. SWM generates the predicted SSA based on required information planning.
Afterward, the perceived SSA and predicted results are transferred to VJ for evaluation.
The VJ process computes costs, risks, and benefits, both of perceived SSA and predicted
results based on planned activities and list of parameters such as the weighing coefficient
required for environmental, team and individual factors. It also computes the probability
of correctness and assigns belief and uncertainty parameters to the SSA. If the results of
the obtained SSA meet the threshold, perceived SSA will be transferred to SVJ and SMM
after updating SWM. Otherwise, the control is given back to the BG process to modify
the required information plan.

To achieve the SSA, the VJ process should consider two perspectives for exchanged
information. From the meaning perspective, the degree of commitment or the ability to
perform tasks should be determined. Since intention equals multiplication of purpose by
commitment [47], in the context aspect, the information exchanged between agents is
considered. This information can be presented for doing something or updating informa-
tion or it could be raw information transferred without any specific goals. However, in
order to assign threshold values, the benefit or value of exchanged information should be
considered [12]. From the agent’s viewpoint that uses the received information from other
agents, the benefit or value of information exchanged is almost equal with the value of
received information multiplied by agent’s capability to understand and act on, multiplied
by the importance of action for reaching the goal [12]. The weights of these factors are
assigned by theory of information entropy for better rationality and a higher practicability
[48]. Therefore, an increase in value in each information unit can be a criterion for an
increase in knowledge and thus bring about better SSA for achieving the goal.

4.2. Toward SA. In order to obtain SA, first the information required by a cognitive or
human agent, including the intention of the operation, capability or SA, is fed into projec-
tion level whose task is to plan the required situation based on the goal and to clarify the
difference between expected and present situations according to CECA decision-making
model. Figure 9 shows the functional relationship between processes at projection level.
In order to clarify the current situational plan, the BG process sends the received required
information to the WM process. The WM process retrieves the course of events (COE)
for possible courses of action (COA) based on assumed course of intents (COI) for agents;
moreover, WM retrieves capabilities of the agent in regard to the defined operation. Then,
the required situations and priorities of COAs and COEs are assigned for the expected
situation. After assignment, the WM process assigns a new situation based on assumed
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situations. Then, the new situation is sent to the V.J along with threshold value parame-
ters as threshold vectors for comparison. In the VJ, the cost, benefit and risk of the new
situation are calculated, and the situational plan is formed after considering constraints
and preferences. Afterwards, the VJ compares the obtained situational plan with the
required situation, and if it is higher than the threshold, constraints and preferences are
assigned to the situational plan and transferred to the WM process. The WM stores the
obtained situational plan and sent it to the BG for transfer to comprehension level. If
threshold values are not met in this comparison, the plan is sent to the BG at projection
level so that values are revised to meet the threshold values or the user is asked to set
new threshold values.

As can seen in Figure 9, the SP receives the world situation from comprehension level
and carries out semantic registration, converts the received situation vector to a certain
semantic format, and provides a predicate expression of the world situation. Each agent
can carry out an action in the environment and affects the environment based on its inten-
tion, capabilities and awareness. Therefore, COE, COI and COA should be determined
for every agent in order to estimate the assumed COE and possible COA. This estimation
is done in predictive assessment module. As a result, the SP sends the world situation
to the WM at projection level. The WM retrieves the previous situation vector from the
knowledge base and estimates possible COEs for possible COAs. In other words, the WM
process carries out predictive assessment or impact estimation. Furthermore, expected
and related COAs for the expected future situations are identified in the WM and stored
along with the current situational vector. In the VJ, the current situation vector is com-
pared with one or more previous expected situation vectors, and if they are the same,
previous situation vectors are updated from the current situation. If the state of the cur-
rent situation vector is different from the previous state, the new situation vectors that will
begin from the current situation are initiated, and impact assessment is repeated based
on the present situation vector. Finally, the VJ assigns belief and uncertainty parameters
to the obtained impact or situation vectors and compares them with the threshold. If the
obtained impact does not meet the threshold, VJ changes the situation plan, and control
is given back to the BG, unless the model is updated and the information required by the
cognitive or human agent, including intention, capability or SA are given to the them at
the sensory processing for SSA at the resolution level through sensory processing at the
projection level.

Figure 10 indicates the functional relationship between processes at comprehension
level. The BG process at this level receives the obtained situational plan from projection
level and sends it to the WM process. It then assigns the current situation based on
the retrieved general understanding of the operation and the received situational plan.
After assignment, situational indexes including objects, entities, and events related to the
situation and the relationships between them at a certain time and place are determined
and sent to the VJ along with the desired threshold vector. The VJ process determines
the priority, cost and risk of situational indexes and weighs them. After comparison with
the desired threshold and meeting the threshold values, constraints and preferences are
assigned to situational indexes, and they are then sent to the WM process. The WM
stores the obtained situational index and sends it to the BG for transfer to perception
level for preparing resources. If situational indexes do not reach the specified threshold,
the operation is sent back to the BG for revision of the situational index or the user is
asked to set new threshold values.

As Figure 10 reveals, the SP receives the observes state vector from perception level and
carries out semantic registration on observed state vectors, converts them to objects with
specific semantic formats and finally provides predicate expressions for world observations
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or situation vector and gives it to the WM. The WM process retrieves the previous
situation, predicts and estimates the current situation based on predictive assessment
[31], and stores predicted and expected predicates through the process of expectations.
Then, the predicted and estimated predicates are sent to the VJ process for comparison.
During the VJ process, if the observed predicate is consistent with the estimated predicate,
the new situation vector is produced and if the observed predicate is not consistent with
one or more expected predicates, the new situation vector is updated. Finally, the VJ
assigns the parameters of belief and uncertainty to the new or updated situation vector.
If the obtained situation vector meets the threshold, after updating during WM, the new
situation vector is sent from the SP at comprehension level to the SP at projection level
as the world situation. Otherwise, the VJ should change situational indexes based on the
required situational plan.

Figure 11 shows the functional relationship between processes at perception level. The
BG process receives situational indexes and sends them to the WM for planning and
preparing resources. In the WM at perception level, based on constraints and knowledge
from resources, assignment is done so that the measure required for observing situational
indexes are determined. Then, in the VJ, resources are assessed and determined and
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actions required for specified resources are determined based on spatial and temporal
constraints, geographical constraints and risk. Next, based on what has been obtained
in the VJ, if resource preparation based on the required threshold is done successfully,
based on determined commands by value judgment, BG process sends action signals to
actuators. If resource preparation does not reach the specified threshold, the operation
is sent back to the BG for revision of the resource preparation or the user is asked to set
new threshold values. Actuators activate resources based on the received action signal so
that these resources send the responses to the SP at perception level.

As can be seen in Figure 11, the SP receives signals and processes them, carries out
registration and data alignment, converts them to a certain spatial-temporal format or
observed state vector, and finally sends the observed state vector to the WM process. The
WM retrieves the previously stored simulated states, predicts and estimates the current
state and sends estimated and observed states to the VJ process. In the VJ, if predicted
and observed states are identical, the predicted state is updated, otherwise a new state
is initiated. The VJ assigns parameters of belief and uncertainty to obtained states as
an object, event or entity, and if it meets the threshold vector, the model is updated in
the WM, and the observed state vectors are transferred to the SP at comprehension level.
Otherwise, the required resources should be determined and prepared again in the BG at
perception level based on situational indexes.

In this architecture, WM processes at different levels interact with each other in order to
update models required by other processes at each level. Furthermore, data mining process
analyzes dynamic community of human observes and archived resources and provides new
models at different levels or updates existing models.

5. The Model Required by S2A2. Though the major contribution of this work is
representing a software architecture for developing various SSA systems required for vir-
tual organizations, it is important to right the necessary conditions for the effectiveness
of this architecture (i.e., coherence, resilience).

In S2A2, based on the operational process, a number of threshold values, constraints,
and preferences should be determined for every level based on existing computational
models and algorithms. Constraints dictate innate limitations to each level of abstract,
and preferences specify preference characteristics of the system. Therefore, it is important
to assign these values to the situation required for decision-making compatible with the
goal. If these preferences and constraints are not well-defined, the system will not achieve
the intended goal [15,49]. Furthermore, the trial-and-error actions should be avoided as
far as possible. Since the cooperation of agents in different time periods and their level
of activity in different areas are different, there will be an increase in uncertainty and
changes. Due to agents not being able to carry out a proper action at a certain time, such
systems will face problems or breakdown, so interactions should be designed in such a way
as to satisfy performance criteria according to time sensitive changes. The bottlenecks
in cooperation and synchronization of the system processes in question will be assessed
as threshold values. Garbage Can Model (GCM) [15] is used for determining threshold
values to quantify parameters affecting the coherence of SSA in virtual organizations.

5.1. Garbage Can Model (GCM). This model has been introduced in organizational
theory for describing disorganization in organizational behaviors. Organizational pro-
cesses are pre-defined tools for solving problems. These processes include procedure sets
that should be used in dealing with problems. In other words, this model is used for sim-
ulating systems in which various participants, unclear decision-making technology and
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problem setting exist [50,51]. Since in S2A2, mentioned processes are carried out by hu-
man or computational agents, GCM is suitable for analyzing interactions among processes
in S2A2.

This model defines the organization with four interactive elements known as Partici-
pants, Opportunities, Solutions and Problems. Participants are decision-makers in the
organization and use Opportunities for problem solving. Problem solving capability and
problem complexity affect energy values for Problems and Participants. Solutions are
dependent and are multiplied by the energy of all Participants. In fact, this model in-
troduces four independent classes of agents (Participants, Opportunities, Solutions, and
Problems) with simple interaction rules.

In order to understand organizational processes, Opportunity is seen as a garbage can in
which Participants throw different Problems and Solutions, as soon as they are produced.
Problems, Solutions and Participants are independent of each other and may be added
to or reduced from in different phases of decision-making regardless of time. Solutions
use current options for problem solving instead of looking for new ones. In dealing with
environments with high levels of uncertainty, decision-makers create a coherent image
based on reshaping of their previous experience in order to use for new states’ solutions
that worked well previously.

In GCM, there are three methods for decision-making: Resolution, Oversight, and
Flight. Decisions by Resolution are made when Participants are capable enough or when
they are provided with enough Solutions or when Problems they are solving are simple
enough. In other words, in this type of decision, Problems are actually solved. Oversight
decisions are those made without considering existing Problems, and they solve no Prob-
lem in the organization. Flight decisions are not decisions per se, but they are Flights
from one Problem and connecting it to another Opportunity so that it will be solved by
others. Therefore, Flights happen when Resolution or Oversight decisions are impossible.

In this model, Participants are characterized based on energy or decision-making ca-
pability. Solutions have different levels of effectiveness, and Problems are determined by
energy, which shows their level of difficulty. If Participants, Opportunities and Solutions
are present with no Problem, the Oversight decision will be made. If all four elements
are presented and if energy or Participants’ ability, which is weighted based on Solution
efficiency, is more than energy or difficulty of Problems, Resolution decision will be made;
otherwise decision-making will be blocked until the required conditions are prepared. In
other words, Participants reach to Solution or Problems are sent to another Opportunity
(Flight). After the occurrence of Flight, energy or difficulty of remaining Problems may
be too much in which case decisions are blocked or remaining Problems can be difficult
enough in which case Resolution decision is made. This process continues until no more
Problems are left or Flight decisions are made.

In order to simulate S2A2, cognitive or computational agents which perform processes
at each level of resolution are considered as Participants. The chain of decision-making
activities for SA or what is done in VJ and WM as the Opportunity and agents’ requests
or what BG process receives from higher level and sends to lower level or what the SP
process should provide at each level are considered as Problems. Solutions are also present
in WM as algorithms. The simulation will be done by determining different parameters
for Participants such as Problems, Solutions, Opportunities, their stopping time, decision
and access structure, energy distribution of Participants and Problems, and Solutions’
efficiency as inputs for the simulator.

5.2. Simulation results of S2A2 based on GCM. Concerning GCM, NetLogo as a
platform for simulating multi agent systems, is used. It provides an environment with
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programming capabilities for simulation of social and natural phenomena. Models imple-
mented using NetLogo are described as complex time-variable systems. The modeler in
NetLogo issues needed commands to different running agents which are independent of
each other.

In our modeling with GCM, all Participants, Opportunities, Solutions and Problems
move randomly. Based on the services presented in S2A2, the number of Participants,
Opportunities, Problems and Solutions has been determined. Furthermore, the energy
needed for solving Problems and Participants’ energy have been normalized and efficiency
of problem solving has been considered between 0.1 and 1. According to multi-agent
modeling [51], initial values have been multiplied by 10. Therefore, the initial number of
Participants based on the number of processes in all levels of resolution will be considered
150 as a constant. Based on the number of tasks in VJ and WM, initial number of
Opportunities is adjusted as 150. Since the Opportunity leaves after decision-making,
entry rate of 4 per step is selected so that there will be enough Opportunities left in the
environment for solving remaining Problems. Furthermore, initial number of Solutions has
been adjusted as 400 with an entry rate of five Solutions per step based on the number of
algorithms and methods that perform the appropriate task. As interactions between levels
are performed using BG and SP processes and there is no interaction at the first time,
initial number of Problems has been considered zero. Based on tasks in those processes,
an entry rate of four Problems per step and nine Problems per 10 steps is selected.
Moreover, no Problem will enter after 100 steps. The results of modeling after 300 steps
show different parameters based on problem solving efficiency, which is interpreted as
variations of threshold value. Since all agents move randomly in the environment, the
dynamics of the environment has been considered in the model. Furthermore, learning
has also been considered with the entry rate of Solutions in the simulated model.

Figure 12 shows the time analysis of GCM based on time thresholds of S2A2. In this
figure, different durations such as problem latency or time period of activity of the Problem
before being given to the Opportunity and problem binding or time period of Problems
being unsolved, are shown based on variation of efficiency. Moreover, this figure indicates
the Participant binding or duration of the Participant unable to decide in the Opportunity
due to lacking enough energy, and waiting time or the time spent by Opportunities in an
organization before the decision is made.

As seen from Figure 12, when the Problem is active before being given to the Oppor-
tunity, there is no significant different with an increase in efficiency. Therefore, efficiency
increase does not affect the assignment of Problems to Opportunities much. The reason
for the Problem not getting solved is that it does not have enough energy to be solved,
so it is blocked in the Opportunity, or maybe it has come from another Opportunity
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(Flight). It can clearly be seen that an increase in efficiency decreases the duration of the
Problem staying unsolved; in 50% efficiency there is a one third decrease and in 90% one
fourth and in the highest efficiency it gets close to zero. Duration of the Participant not
being able to decide in the opportunity due to lacking enough energy will also decrease
with an increase in efficiency; in 50% efficiency to two thirds, in 80% efficiency to half
and in the highest efficiency, it decreases to 5%. Finally, the time spent by Opportunities
in an organization before the decision is made decreases with an increase in efficiency; in
50% efficiency to one fourth, in 80% efficiency to one third and in perfect efficiency, it
decreases to half.

Analysis of the problem binding diagram shows that in S2A2, the time duration needed
for the provision of information at each level is decreased one third by planning algorithms
in BG and SP algorithms with 50% efficiency and one fourth with 80% to 90% efficiency
as the threshold values of SP and BG processes. As planning and SP algorithms execute
separately in each level, the problem latency diagram shows that there is no significant
different with increasing efficiency before performing the algorithms. The participant
binding diagram indicates that computational or cognitive agents in each level should have
minimum thresholds of computational power and problem solving capability, which must
be more than 50% based on complexity of the computational algorithms and processing
load. Based on waiting time diagram, it can be said that VJ parameters for evaluating
as threshold values along with WM should assign more than 50% in order to make better
use out of the provided models and have faster VJ.

Figure 13 illustrates the diagram of the used energy or the energy spent by Participants
for resolution and oversight decisions and excess energy or the total energy affecting the
Resolution decision relative to efficiency increase. As it can be seen, the used energy and
the excess energy increase with an increase in efficiency. There is an increase in 50%
efficiency in both used energy and excess energy, and efficiency in 80% and 90% take the
used energy and excess energy to its maximum respectively.

In S2A2, used energy represents the total amount of effective problem solving capa-
bilities, which are performed by computational or human agents in the WM and the VJ
processes. So the thresholds of problem solving capability and computational power of
agents in these processes must be more than 50%. Furthermore, excess energy denotes the
total effective algorithms in SP and BG processes. Hence, the threshold of effectiveness
of these algorithms must be more than 50%.

Figure 14 shows total Flights or the number of times a problem goes from one Oppor-
tunity to another, and Participants’ jumps or the number of times the Participant has
exited the Opportunity and gone to the another Opportunity after spending some time in
the first Opportunity based on variations of efficiency. As it can be seen, the number of
Flights decreases with an increase in efficiency; in 50% efficiency to one third, in 80% and
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90% to one fourth and in 100% efficiency it decreases to less than one percent. Further-
more, the number of times the Participant exit the Opportunity to enter another one for
solving problems after spending some time in the first one decreases with an increase in
efficiency; in 50% efficiency it reaches less than half, in 80% it decreases to one third and
in the highest efficiency, it decreases to one percent. The similar trend in the Participant
and the Problem jump diagrams, indicates that computational power and problem solving
capabilities of the agents and also the algorithms used in SP and BG, must be more than
50%.

Figure 15 shows the number of unexploited Opportunities, unsolved Problems, Reso-
lution decisions, and all the made decisions at the end of simulation. It can be clearly
seen that the number of remaining Opportunities in 50% efficiency is decreased to two
thirds and in 80% and 90% to half and in perfect efficiency it decreases to one third.
The number of remaining unsolved Problems is decreased with an increase in efficiency,
and it reaches the minimum in efficiency higher than 50%. Furthermore, the number of
Resolution decisions is increased with an increase in efficiency; as it can be seen, in 50%
efficiency, there will be a significant increase in the number of the decisions by Resolution
and for higher efficiencies, it remains almost constant. Finally, the number of all the
decisions made whether the Resolution or the Oversight is increased with an increase in
efficiency; in 50% efficiency it increases to 25%, in 80% and 90% efficiency to 35% and in
100% efficiency to at most 50%.

Figure 16 shows the percentage of the decisions made at the end of simulation. The
percentage of Oversight decisions made are decreased with an increase in efficiency; in
50% efficiency there is a significant decrease in the number of these decisions and in higher
efficiency levels it remains almost constant. In 50% efficiency the Percentage of Resolution
decisions made is increased significantly and in higher efficiency levels it remains almost
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constant. The percentage of Flights leading to Resolution decisions is increased with an
increase in efficiency. As it can be seen, in the 50% efficiency this number is significantly
increased and after that it remains constant and finally in the highest efficiency, there will
be another increase.

Analyzing diagrams in Figure 15 and Figure 16, reveal that the algorithms and capa-
bilities in four main processes of SP, WM, VJ and BG in each level of S2A2 must be more
than 50% efficiency. Generally speaking, the results obtained from GCM show that the
results are closer to the optimal level in thresholds over 50%. This threshold value states
that fusion of sensors whose probability of correct detection is less than 50% yield worse
results compared with the results of those sensors in isolation. Furthermore, in 100%
efficiency there are leaps in the diagram. These leaps are caused by complete solutions
and complete capabilities for solving problems. However, in real environments, there is
no golden algorithm for solving the problem completely or there may even be no complete
architecture for the organization [52].

6. Discussion and Comparison. Most papers are concentrating on data fusion, SA,
software architecture, intelligent system architectures. However, few have been consid-
ering SSA realization in complex environments with dynamic situation and nonlinear
behavior, in which non heterogeneous agents should cooperate to solve their problems
efficiently and effectively. That is why S2A2 is proposed, which is a cognitive software
architecture. It supports four tenets of complex systems [53]: distributive, decentralized,
dynamics and diversity. Hierarchical levels with different resolutions support distributive-
ness. Cooperation of different agents based on their capability, supports decentralization.
Dynamics are guaranteed by considering changes in system inputs. Finally, considering
threshold values of the requirements of S2A2 and the relationship between heterogeneous
agents guarantee diversity.

In S2A2, achieving the required information are broken into tasks using GFS-1 and
mapped into general SSA internal processes. These processes are decomposed by designers
using GDTA, and each task is determined from different perspectives beforehand or online
(Figure 7). These tasks are based on the four processes in ELF model, and may be carried
out by one or more agents [54-58]. In other words, it is necessary to determine who should
carry out the tasks and how they are defined for agents. In hierarchical structures, these
agents develop in a multi-scale relational structure [12]. In these organizations, agents
appear in a tree-like manner with some connections between nodes of the tree at the same
level. Based on the multi-scale relational structure, the cooperation between agents at
a level provides the requirements of the agents at the higher level with lower resolution.
Furthermore, agents of the same level can share their required data. These agents vary
from simple reactive agents at high resolutions to cognitive agents or even humans at
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higher levels with lower resolutions. We can use any multi-agent architecture to facilitate
the integration of agents, distributed services and applications to optimize S2A2 like the
architecture presented in [59] for each level of abstract. In S2A2, the mentioned processes
are done automatically as far as possible but under human supervision [60,61].

One of the main aspects of S2A2 is obtaining awareness in different contexts to con-
tinuing operations in very dynamic environments. There are different parameters such as
belief and even scenarios based on the context of the operational process, stored in the
WDMs knowledge-bases, adjusted by human agents at different levels. The human agent
gives his or her required information together with required threshold values to the SA
system to obtain the SSA. These threshold values are determined in GDTA and are based
on the culture, including individuals, team and environmental parameters. Thresholds
are adjusted based on the context of the operational process and are stored in the WMs
knowledge-base of each level based on the level of resolution. This system receives param-
eters in an online manner from human agents, and learning occurs as the system updates
WM using GFS. Since all the process is not designed from the beginning and the human
agent can modify system parameters while the process continues, this system sustains its
operation in very dynamic environments.

Another aspect of this architecture is to achieve SSA not only at the resolution level
but also all other three levels. For example, in some operations, users may only need to
share the information at the perception level. Therefore, two other cognitive processes
(i.e., the comprehension and the projection) are carried out by human.

One of the main questions which architectures must answer is computational model-
ing. Various computational modeling can be used for S2A2. For this purpose, in the
proposed architecture, SP, WM, BG and VJ processes are decomposed to functions which
perform specific existing algorithms and models. Receiving and organizing, clustering,
generalizing, pre-recognition and pre-estimation computational models are useful for SP
[18,30,62-64]. WM can make use of entity relational model formation, Knowledge base
maintenance, estimation, focusing attention, combinational search, comparison and fore-
casting methods [26,65-67]. BG processes are implemented by task decomposition, sched-
uling, forecasting, comparison, selection and execution methods [14,37,63]. Finally, the V.J
process encounters the uncertainty problem when performing object, situation and impact
assessment. Computational modeling including Bayesian model, Dempster-Shafer theory,
Dezert-Smarandache theory, fuzzy logic, intelligent neural networks, semantic informa-
tion fusion, abductive reasoning, Ordered Weighted Average (OWA), and evolutionary
algorithms are suitable models for solving these kinds of problems [23,68-73].

V] as a task controller is the main component of the proposed S2A2 and instantiates a
series of threshold values for computational models at each level for operational processes
coherence. Human agents or BG processes at higher levels define these threshold values
as the necessary conditions for the processes at lower levels. Migrating from each level
to another depends on VJ or thresholds. If VJ or threshold as a task controller does not
allow this to happen, we need to stay at that level and loop between SP and BG. It is
why we are concentrating on modeling and simulating S2A2.

Simulating results based on GCM indicate that more effective algorithms for the men-
tioned processes decrease the time needed to provide information. Furthermore, higher
threshold requires more processing power. Therefore, VJ parameters such as risk and
cost-benefit in planning and belief and uncertainty parameters in situation assessment
should assign more than 50% to themselves in order to make the best use of the provided
models and have faster VJ. Difficulty analysis of the BG and the SP reveals that factor
of the threshold related to high and low limitations at each resolution level should be at
least 50%, so that the architecture becomes convergent and provides the SSA required
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for achieving the goal. Accordingly, computational agents at each resolution level should
have computational power of over 50%; higher computational power leads to shorter pro-
cessing time. However, it should be noted that increased problem solving capability could
contribute to the complexity of the computational algorithm and processing load.

Four processes of ELF model are performed at three low levels by computational agents
and controlled by human. Therefore, when there is not enough processing capability in
machine or when there is a lack of proper algorithms based on defined thresholds for agents
implementation, human agents are stranded in for ELF processes. As a result, human
interference causes the SA system to update itself in unpredicted states. Furthermore,
updating the models and modification of the threshold values are done online under
human supervision or by human agent. However, threshold values should be applied to
system stability condition, which is determined at the resolution level. These conditions
are discussed in detail in the previous section.

It should be noted that thresholds are determined in VJ processes at each level. These
values are in the form of a vector of threshold values because all information units ex-
changed between levels are in the form of vectors and include qualitative parameters.
These threshold values are determined in GDTA and are determined by external level
users or from the perspective of the external system in environmental, team and indi-
vidual factors. At the resolution level, information should be transferred in a virtual
organization and there should be interaction between cognitive or human agents, based
on defined thresholds of communication functions which are determined in the GDTA
phase. It means that, in order to ensure this communication, there should be a meaning-
based communication between human or cognitive agents in addition to communication
protocols among computational agents in the context perspective [65,66].

Another important aspect of S2A2 is the knowledge required for interpreting the outputs
of SPs and supporting BG activities. This knowledge, which is named a-priori knowledge,
is stored in the knowledge-bases of WM processes or knowledge grid [65,66] as ontology
[74-78]. As to the operational process, a-priori knowledge is demanded by the virtual
organization, and obtained by knowledge discovery methods at the GDTA phase. The
obtained knowledge is validated and entered into the knowledge-base by human operators
at the resolution level of S2A2 [12,34,35,76]. A-priori knowledge consists of a list of all
possible world situations and clearly stated the meaning of the information obtained from
world situations. Therefore, the resources that describe the world situation should be
specified. In addition to determining the mentioned knowledge, a list of possible tasks
and methods of performing them should also be described and stored in knowledge-bases.
Hence, the WM process helps model and predict SP and BG processes at each level.
Finally, a list of actuators for all possible methods of achieving the defined goals should
be determined so that the decision related to the actuators behavior for changing the
world can be produced using the BG process. Table 1 reveals the required knowledge
stored in existing databases in the WM by levels.

Threshold values for data fusion and SA in other models are defined based on precision
and accuracy of sensors and other information resources. In fact, in SSA, humans are ex-
changing information and therefore, cognitive thresholds including trust and commitment
are considered in Table 1 at the resolution level. Furthermore, S2A2 is concentrating on
dynamic planning aspects in complex environments while most papers in this field rely on
offline planning. For this purpose, according to the first three levels of Table 1, the knowl-
edge of the operation process is instantiated. In fact, using the computational models and
algorithms based on the defined thresholds, dynamic planning is done.
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TABLE 1. Required knowledge stored in world model

level Required Knowledge
Perception Recourse required for situational indexes, priorities, preferences, de-
fault and threshold values, spatial and temporal constraints, geograph-
ical constraints, risk, previous states, belief and uncertainty parame-
ters, expectations.
Comprehension | Situational indexes (objects, entities and events related to situation
and relationship between them at the certain time and place), gen-
eral understanding of operation, priorities, preferences, default and
threshold values, previous situations, expected predicates, belief and
uncertainty parameters.
Projection Course of events, course of actions, course of intents, required situa-
tions, priorities, preferences, default and threshold values, set of pre-
vious situations, course of expected events, course of possible actions,
future expected states.
Resolution Weighting coefficient required for environmental, team and individual
factors. Environmental factors include anxiety and stress, workload,
exhaustion, team size, physical place, uncertainty and deception, au-
tomation and capabilities of the system, and complexities of the inter-
face. Team factors include communications, cooperation tools, shared
mental models, team processing, team dimensions, trust and commit-
ment. Individual factors include mental models, memory, knowledge,
cognitive sources, experience, training, perceptive and problem solv-
ing capabilities, individual skills, decision making skills, mental and
physical conditions, beliefs, expectations, and perception abilities.

Finally, to realize S2A2, communication, negotiation and interoperability mechanisms
of software components must be specified. Regarding the multi agent systems, a method-
ology based on Tropos is suggested [79-82]. In this methodology, all concepts including
agents, goals and planning are considered in different phases of development from analysis
until implementation.

7. Practical Example. To show different phases in S2A2, a Generic Cognitive Crisis
Management (GCCM) system for disaster management is presented. The main objective
of GCCM system is gathering information about rescue teams capabilities, the impact
of the crisis, collecting relevant information about the crisis, resource allocation, perfor-
mance evaluation of teams and finally planning the mission [83]. There is a main crisis
management headquarter that assigns one or more roles to team members for obtaining
specified goal or sub-goals based on the crisis at hand and GDTA. Moreover, thresholds
for required SSA and information plan at resolution level, world situation and situational
plan at projection level, situation vector and situational index at comprehension level,
state vector resource preparation plan at perception level and finally thresholds for en-
vironmental, team and individual factors are defined by the headquarter. According to
GOM simulating results, these thresholds should be more than 50% for obtaining required
SSA for achieving the goal. Based on GDTA and operational process, required knowledge
(Table 1) is elicited and stored in existing databases in WMs at each level. Each team
member selects one or more operational zones based on assigned roles and acts in the zone
based on obtained SSA. Individuals can have access to different sensors and information
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resources. Headquarter and all team members can communicate and share the provided
information.

Regarding to our proposed architecture, the crisis management headquarter determines
roles and cognitive thresholds for each team member based on GDTA and specified goals.
Members in teams play roles such as SVJ, SMM and BG for SAP processes shown in Figure
7. They also have capabilities to perform desired action based on issued commands. Each
team member uses an SSA System which provides SSA and SAs related to the specified
operational zone. SAs are provided by SA systems.

To explain S2A2 details, an example of a disaster management scenario is presented
[83]. In this scenario based on a natural disaster such as earthquake, tasks and operational
zones are assigned. Each member decides to act based on defined roles and sub-goals in
the specific operational zone. The rescue members in operational zones are expected to
achieve SMM to plan for the best shared action. Hence, required SSA based on specified
goals has to be determined in the SMM process. The assigned SSA along with specific
thresholds are fed to SSA system by each team member. It then provides information
such as possibility of surviving citizens for performing shared action plans.

Based on Figure 8, required information that each team member has to receive from the
environment, is determined based on required SSA that is assigned by team members as
system operators. They obtain SSA to reach SMM by instantiating obtained thresholds
from cognitive thresholds and required SSA. For instance, the decision as to which team
can perform best in which zone.

SSA system provides each member required information plan independently and based
on the required SSA (Figure 8). Information plan includes determining citizens who are
waiting for rescue, capabilities of teams and probability of surviving which are performed
in GDTA. If the information plan could satisfy the required thresholds based on team
capabilities, it will be sent to projection level of relevant SA system to generate the
situational plan or information plan in the specific operational zone (Figure 9). When
situational plan is obtained, comprehension level generates situational indexes (Figure
10). Situational indexes in this system are people who are waiting for help, rescue teams
and survived citizens, events related to the situation and relations between citizens and
rescue teams in specific time and place. Therefore, information resources have to provide
for identifying situational indexes. By determining required information resources in
each situational index at perception level (Figure 11), team member receives relevant
environmental data.

Receiving the environmental data, processes of perception level provide the state vec-
tors of environmental data including victims statistics, rescue teams spots and other
environmental data (Figure 11) and send them to comprehension level. Processes will
then transform the state vectors and their relation into specific semantic format and form
the situation vector based on generated situational indexes (Figure 10). At projection
level (Figure 9), related processes based on provided situational vectors, estimate a set of
possible actions based on current situations and provide world situation. In other words,
each victims survival probability is checked by the rescue team. Providing SAs in each SA
system, all team members share provided SAs with each other through the SSA system
(Figure 8) then they can obtain SMM using received data and finally, perform the best
shared action (Figure 7).

8. Conclusion. In virtual organizations as complex adaptive systems, team members
should have SSA for performing shared action plans. As a result, cognitive parameters
like individual, team and environmental factors, should be considered in a cognitive SSA
system. The present article introduces a new cognitive architecture for developing various
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SSA systems (S2A2) which concentrate on dynamic planning aspects in complex environ-
ments. For this reason, Endsley’s cognitive model of SA is mapped on the ELF model
processes with four levels named perception, comprehension, projection and resolution.
Interaction of the main processes of ELF named sensory processing (SP), behavior gener-
ation (BG), world modeling (WM) and value judgment (VJ) at each level brings out the
on-line planning and SSA.

Quantifying the parameters affecting the coherence of S2A2 for resilience of the virtual
organizations is another aspect of this work. Value judgment is the main component of the
proposed architecture that specifies series of thresholds, which emanate from the culture
of the organization based on goal-directed task analysis (GDTA). These threshold values
are based on desired operational processes of organization and specified as necessary
conditions at each level. If the required threshold is not met, the information needed
for reaching awareness and finally the required SSA for virtual organizations will not be
provided. In order to determine and quantify these threshold values, a normative model
named GCM is used, and dynamic interactions between S2A2 processes are modeled and
simulated. Simulation results indicate that normalized threshold values must be greater
than 50% efficiency.

Various computational modeling can be used for internal processes of S2A2. Therefore,
existing models for problem solving are introduced and can be used for SP, BG, WM and
VJ processes at each level, which are carried out by computational or cognitive agents
even human. These models should satisfy required threshold values based on operational
processes. Furthermore, a-priori knowledge is required and defined for interpreting and
supporting the outputs of SP and BG activities. Updating the models and modification
of the threshold values are performed under human supervision on-line. As a result, based
on the defined thresholds, the computational models and algorithms are selected and the
dynamic planning is achieved for SSA in the complex environment.
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