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ABSTRACT. A number of user authentication schemes have been proposed to provide
roaming services in the global mobility network (GLOMONET). However, most of these
schemes are based on an asymmetric cryptosystem, which has a higher computational
cost. To achieve computational efficiency, Chang et al. proposed an authentication
scheme using simple hash functions for mobile devices in the GLOMONET. However,
this study shows that the scheme by Chang et al. does mot provide user anonymity and
cannot counteract insider attacks, in addition to being vulnerable to the disclosure of
session keys and foreign agent spoofing. Therefore, this study proposes a more secure
and efficient authentication scheme and uses the Burrows-Abadi-Needham (BAN) logic
method to verify the scheme. The proposed scheme can overcome the main disadvantages
of the Chang et al. scheme and satisfy the crucial design criteria for a secure remote user
authentication scheme. The proposed scheme can provide a more secure functionality and
has superior performance, such as a lower computational cost, less time complexity, fewer
communication rounds, fewer transmitted messages, and less energy consumption. For
practical purposes, this study demonstrates that the proposed scheme can be used to en-
hance the effectiveness and efficiency of the authentication scheme in the GLOMONET.
Keywords: Authentication, Anonymity, Global mobility networks, Efficiency, BAN
logic

1. Introduction. With the advancement in commercial development of cellular systems
and the rapid globalization of communication, offering effective global roaming services
to legitimate users has become necessary. The global mobility network (GLOMONET)
[7] is a network environment that provides mobile users with a global roaming service.
The GLOMONET permits mobile users to access services provided by a home agent (HA)
in a foreign network. A foreign network differs from the home network of a user and is
managed by a foreign agent (FA). However, it can increase the possibility of illegal access
from malicious intruders. Therefore, a strong authentication scheme for the GLOMONET
is required to provide wireless access and roaming services in foreign networks.

Previous studies have presented a number of user authentication schemes for global
roaming services [1-7]. Zhu and Ma (2004) proposed a new authentication scheme for
wireless environments [4]. The scheme was based on smart cards and public key cryp-
tosystems. Lee et al. [5] indicated that the Zhu and Ma scheme had several security
weaknesses. To enhance the security, they proposed a slight modification of this scheme
by using public key cryptosystems. Wu et al. [6] demonstrated that the schemes by Lee
et al. and Zhu-Ma failed to provide anonymity, and subsequently exposed the identities
of mobile users. Subsequently, after verifying that the Wu et al. scheme is vulnerable to
certain weaknesses, He et al. [1] and Mun et al. [2] proposed a strong user authentication
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scheme using the elliptic curve cryptosystem (ECC) and the elliptic curve Diffie-Hellman
(ECDH), respectively. However, these schemes were based on an asymmetric encryption
algorithm. The asymmetric cryptosystem has a higher computational cost and energy
consumption [3,9,16-19].

A number of studies [3,9,16-19] showed that a one-way hash function is efficient in
computation, and its computational cost and energy consumption are less than those of
asymmetric cryptosystems. To achieve computational efficiency and low energy consump-
tion, Chang et al. [3] proposed an authentication scheme using simple hash functions for
battery-powered mobile devices in the GLOMONET. However, this scheme has a num-
ber of security disadvantages. This study shows that the Chang et al. scheme does not
provide user anonymity and cannot counteract insider attacks [11,12]. In addition, their
scheme is vulnerable to the disclosure of session keys (SKs) and foreign agent spoofing
(base station spoofing) [13-15]. Therefore, we propose a more secure and efficient authen-
tication scheme with simple hash functions to overcome the main disadvantages of the
Chang et al. scheme for the GLOMONET. This paper shows that the proposed scheme is
superior in performance for completing the authentication process, such as demonstrating
less computational cost, less time complexity, fewer communication rounds, fewer trans-
mitted messages, and lower energy consumption. The proposed scheme is efficient and
suitable for the GLOMONET and other mobile communications. We also show that the
proposed scheme is capable not only of overcoming the main disadvantages of the Chang
et al. scheme, but also of satisfying the six crucial design criteria for a secure remote user
authentication scheme [9,22]. The six crucial design criteria include single registration, a
freely chosen password, no verification table, mutual authentication, a session key agree-
ment, and low computation and communication costs [9,22]. The proposed scheme also
provides other principal secure functionalities, such as forgery attack resistance and no
time-synchronization problem. Therefore, the scheme offers more secure functionality and
is effective in protecting the GLOMONET. For practicality in using our results, we provide
practical examples and introduce a real-case scenario to show that the proposed scheme
can be used to enhance the effectiveness and efficiency of the authentication scheme in
using the GLOMONET.

The remainder of this paper is organized as follows: Section 2 provides a brief review
of the Chang et al. scheme; Section 3 details the weaknesses of the Chang et al. scheme;
Section 4 introduces the proposed authentication scheme with anonymity, which is more
secure and efficient; Section 5 presents a security analysis of the proposed scheme and
the use of the Burrows-Abadi-Needham (BAN) logic [8,10] method to verify the scheme;
Section 6 demonstrates the practical application of our results and provides comparisons
between the performance and functionality of the proposed scheme and those of the
previous related schemes; and lastly, Section 7 offers a conclusion.

2. Review of the Chang et al. Scheme. This section presents a brief review of the
scheme by Chang et al. [3]. The notations used in their scheme are shown in Table 1.
The GLOMONET contains three entities: the mobile user (MN), the HA, and the FA.
The Chang et al. scheme assumes that each FA and HA share a long-term common secret
key Kpp. The HA has a secret private key, . The Chang et al. scheme comprises three
phases: registration, authentication, and session key establishment. They are described
in the next two subsections.

2.1. Registration phase. When a mobile user, MN, wants to perform the registration,
MN must select the identification I Dy;ny and password PWj,n. Figure 1 shows the
registration phase of the Chang et al. scheme. The MN and HA perform the following
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TABLE 1. Definition of notations

Notation Definition
MN A mobile user
HA The home agent of a mobile user
FA The foreign agent of a foreign network
ID, The identification of an entity x
PWyn The password of MN
SID The shadow identification of MN
I String concatenation operation
&) Exclusive-OR operation
h(-) A secure one-way hash function
— A common channel
= A secure channel
MN HA
Do, PWoas | commpute h(x)

R = h(IDww | YEPWam
Ihaw, IDwa, R, h(x), k()

o

Smart card:
{IDhae, IDaa, R, h(x), h( )}

FI1GURE 1. Registration phase of the Chang et al. scheme

steps:

Step R1. MN = HA:{IDyn, PWyn}. The MN sends IDyy and PWyy to the HA to
register through a secure channel.

Step R2. The HA calculates the hash value, h(x), and computes R = h(IDyn || ) &
PW yn.

Step R3. HA = MN:{IDyy,IDga, R,h(x),h(.)}. The HA issues a smart card with
the secret parameters {IDyn,IDpya, R, h(z),h(.)} to the MN through a secure channel.

2.2. Authentication and session key establishment. When an MN roams into a
foreign network managed by an FA, the FA must authenticate the MN through the HA of
the MN. The authentication and session key establishment of the Chang et al. scheme are
shown in Figure 2. For authentication, the MN first keys in the PW,;y, before performing
the following steps:
Step Al. The MN generates a nonce nyy randomly and computes C' = (R @ PW ) ®
nyn-
Step A2. MN — FA:{login request,nyn, I Dga}t. The MN sends the login request mes-
sage my = {login request, nyn, IDga} to the FA. The “login request’ is the header of
the message.

After receiving the login request message, m;, the FA obtains the information of the
HA by recognizing the I Dy 4.
Step A3. The FA generates a nonce, ng4.
Step Ad. FA — HA:{authentication request, npa, IDpa}. The FA sends the authen-
tication request message mo = {authentication request, npa, IDpa} to the HA. The
“authentication request ” is the header of the message.
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FIGURE 2. Authentication and session key establishment of the Chang et
al. scheme

After receiving the authentication request message, mo, the HA assesses the IDpy to

determine whether the FA is a legitimate user. If the result is valid, the HA performs the
following steps:

Step A5. The HA generates a nonce, ng 4.

Step A6. HA — FA:{nga, IDya}. The HA sends mz = {nga, [Dya} to the FA.

Step A7. FA — MN:{nga,npa,[Dras}. After receiving the authentication request
message, mg, the FA sends my = {nyga,npa, [Dpa} to the MN.

Step A8. After receiving message my, the MN records the nonce, ny4, and the nonce,
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nra.

Step A9. The MN computes the shadow identification SID = IDyy & h(h(z) || nga)
and the parameter V; = h(nga || C) of the MN.

Step A10. The MN generates the session key (SK) by computing

Step All. The MN computes the parameters Vo = SK @ h(nga || IDyn) and
St =h(nra | SID | Vi || Va || nan).

Step A12. MN — FAASID,Vi,Va,nyn,S1,IDpa}t. The MN sends message ms =
{SID, ‘/17 ‘/27 nyn, Sl, ]DHA} to the FA.
Step A13. After receiving message ms, the FA computes ST = h(npa || SID || V1 || Va ||
nyn). Thereafter, the FA assesses whether S} and S; are equal.
Step Al4. The FA computes the parameter So = h(Kpy || nga || SID || Vi || Vo || naw)-
Step A15. FA — HAA{SID,Vi,Vo,nyn,S2, IDpa}. The FA sends message mg =
{SID, ‘/1, ‘/2, Ny, 52, [DFA} to the HA.

After receiving message mg, the HA assesses the I Dp4 to determine whether the FA is
an ally. If the result is valid, the HA performs the following steps:
Step A16. The HA computes S5 = h(Kpg || nga || SID || Vi || Va || nun), and then
compares S; with Sy. If they are equal, the HA authenticates the FA.
Step A17. The HA computes the user identification, IDyn = SID @& h(h(x) || nga),
and verifies the user identification, IDy;n. If 1Dy is invalid, the HA terminates the
connection.
Step A18. The HA computes C* = h(IDyn || ) ® nyny and V" = h(nga || CF).
Subsequently, the HA assesses whether V}* and V; are equal. After confirmation, the
HA authenticates the MN. Otherwise, the HA sends a warning message to the FA and
terminates the connection.
Step A19. The HA obtains the SK by computing SK = Vo & h(nga || IDyN).
Step A20. The HA computes K1 = SK @ h(Kpy || nra), V3 = h(IDpa || h(z) || nan),
and Sg = h(KFH || Nra || K1 || ‘/3)
Step A21. HA — FA:{K,,V3,S3}. The HA sends message m; = { K1, V3, S5} to the FA.
Step A22. After receiving the authentication request message, my;, the FA computes
S5 =h(Kry || nra || K1 || V3) and assesses whether S} and S3 are equal. If valid, the FA
obtains the SK by computing SK = K1 ® h(Kpy || npa)-
Step A23. The FA computes Ky = SK @ h(SK || nyn).
Step A24. FA — MN:{V3, K»}. The FA sends message mg = {V3, K1} to the MN.
Step A25. After receiving message ms, the MN computes V5* = h(IDpy || h(x) || nan)
and assesses whether V5" and V5 are equal. If valid, the FA is a legal foreign agent, and
the MN computes SK* = Ko @ h(SK || nyn). The MN assesses whether SK* and SK
are equal. After confirmation, the MN authenticates the SK of the FA. The MN records
the authenticated SK for future communications with the FA.

3. Weaknesses of the Chang et al. Scheme. This section shows that the Chang et
al. scheme does not provide user anonymity and cannot counteract insider attacks [11,12].
In addition, their scheme is vulnerable to the disclosure of session keys and foreign agent
spoofing (base station spoofing) [13-15].

3.1. Vulnerability to insider attacks and user anonymity attacks. The MN in the
GLOMONET uses the same password to access several FAs for convenience. An insider
attack occurs when a user password is obtained by a privileged insider of the server in the
registration phase [11,12]. In Step R1 of the Chang et al. scheme, the MN registers with
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the HA by presenting the PWj,n. Because the PW)y is revealed to the HA, a privileged
insider of the HA can obtain the PW);y directly. Therefore, this scheme is vulnerable to
insider attacks.

The anonymity property is a guarantee to mobile users that their identities are disclosed
only to specified service providers, and that they cannot be obtained by others. However,
the Chang et al. scheme cannot withstand user anonymity attacks.

Suppose that an adversary, Eve, is a legal user of the system. Fve may eavesdrop
on the message my transmitted in Step A7 and the message ms in Step A12 during
a prior login of the MN; that is, {nga,npa, IDpa} and {SID, Vi, Vo, nyn, S1,IDya}-
Because Fwve is a legal user, she can obtain {ID., IDg e, Re, h(z), h(.)} from her smart
card. As shown in the equation in Step A9, the shadow identification of the MN is
SID = 1Dyn @ h(h(z) || nga), and solving for the next step yields the following:

SID @ h(h(z) || nga) = IDyn @ h(h(z) || nga) ® h(h(z) || nga) = IDyy; that is,

[Dyy = SID @ h(h(z) || nma).

As mentioned, Eve has obtained the parameter h(x) from her smart card, the parameter
SID from message ms of the MN, and the parameter ng, from message my4 of the MN.
Therefore, an adversary can determine the identification 1D,y of the MN to identify the
MN who is attempting to log into the system. This shows that the Chang et al. scheme
cannot maintain user anonymity and is vulnerable to user anonymity attacks.

3.2. Vulnerability to session key disclosures and foreign agent spoofing. Re-
consider the same scenario. The adversary, Eve, is a legal user of the system. Fve may
eavesdrop on the message my transmitted in Step A7 and the message ms in Step A12 dur-
ing a prior login of the MN; that is, {nga,npa, [IDpa} and {SID, Vi, Vo, nprn, S1,IDga}.
Because Fwve is a legal user, she can obtain {ID., IDgae, Re, h(z), h(.)} from her smart
card. As shown in the last subsection, Eve can obtain the identification I D),y of the
MN. Using the equation in Step A1l, the parameter Vo = SK @ h(nga || IDyy), we can
obtain
Vo h(nHA H ]DMN> =SK & h(nHA ” IDMN) D h(nHA ” IDMN) = SK; that is,

FEve has obtained the parameter I D,y of the MN, the parameter V5 from message ms
of the MN, and the parameter ny, from message my of the MN. Therefore, Fve can find
the SK between the MN and the FA in the system. Although the MN and the FA have
completed the mutual authentication process, thereby successfully establishing a common
SK, the adversary can eavesdrop on the communication between the MN and the FA.
This shows that the Chang et al. scheme is vulnerable to the disclosure of session keys
between MNs and FAs in the system.

The Chang et al. scheme is also vulnerable to foreign agent spoofing (base station
spoofing), which is a situation in which an adversary impersonates the foreign agent
(base station) to obtain the private login information of the MN [13-15]. Suppose that
an adversary, Fve, is a legal user of the system. In the Chang et al. scheme, Fve can use
the following process to impersonate an FA in the system and convince an MN that she
is legitimate. First, after receiving the login request message m; = {login request, ny/n,
IDy 4} from an MN, Eve can generate an imitative nonce n'p, in Step A3. FEve can also
create an imitative nonce n'y, when pretending to obtain the nonce n’;, from the HA.
FEve can then send the imitative response message m/, = {n'y 4,04, [ID} 4} to the MN.
After receiving message m/, the MN computes the shadow identification SID" = I Dy @
h(h(x) || n’y4) and the parameter V] = h(n’y, || C'). The MN computes the session key
SK' = h(h(x) || IDyn || ID%4 || nun || n4), and then computes the parameters
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Vi = SK' @ h(nyy || IDyN) and S = h(npy || SID" || VI || V3§ || narn). The MN then
sends message my = {SID', V], Vi nyn, S1, IDga} to Eve. After receiving message ms,
Fve can obtain the identification IDy,y by computing IDyy = SID' & h(h(x) || ny4)
because the value h(z) can be found in her smart card. Thereafter, Fve can obtain the
SK'=Vy @ h(n'yu || IDyy) directly, without assistance from the HA. Finally, Fve can
compute K} = SK'@h(SK’ || nyy) and Vi = h(ID% 4 || h(x) || narw). Therefore, Eve can
send the imitative response message mg = {V3, K} to the MN. After receiving message
mg, the MN computes V'3 = h(ID%, || h(x) || nyy) and finds that V'3 is equal to V5.
Consequently, Eve is treated as a legal FA. The MN computes SK"™* = K,;®h(SK' || nyn)
and finds that SK’* is equal to SK’. The MN then authenticates the SK’ provided by
Eve. The MN records the authenticated SK’ and then communicates with the false FA,
who is the adversary Fve. Therefore, the Chang et al. scheme is vulnerable to foreign
agent spoofing.

4. Proposed Scheme. To overcome the weaknesses of the Chang et al. scheme, we pro-
pose a more secure and efficient authentication scheme with anonymity in the GLOMO
NET. The proposed scheme uses only simple hash functions to achieve computational
efficiency. The dynamic ID is used in the proposed scheme to achieve user anonymity
and security [9,23]. The scheme is nonce-based; therefore, it does not have a time-
synchronization problem [9]. Table 1 shows the notations used in our scheme. The
GLOMONET contains three participants: the MN, the HA, and the FA. The HA selects
a secret private key, Kx. Only the HA knows its private key. In addition, the HA also
shares a long-term common secret key, Kyp, with each FA. The Ky can be created using
any key agreement protocol [3]. Each common secret key, Ky, is unique and shared be-
tween each FA and the HA. The proposed scheme consists of two phases: the registration
phase and verification phase, which are described in the following subsections.

4.1. Registration phase. When a new MN registers, the MN must select the identifi-
cation I D),y and password PW)y,y. Figure 3 shows the handshake process between the
MN and the HA in the registration phase. During the process, the two entities perform
the following steps:

Step R1. The MN freely selects a random number, r, and then computes h(r & PWyy).
Step R2. MN = HA:{IDyn,h(r ® PWyy)}. The MN sends I Dy and h(r & PWyw)
to the HA to register through a secure channel.

Step R3. The HA computes P = h(IDyy || h(r & PWyn)), A= h(P || h(Kz || IDga)),
and S = A® h(r & PWyn).

Step R4. HA = MN:{IDpga,S,h(.)}. The HA issues a smart card with the secret pa-
rameters {IDg4, S, h(.)} to the MN through a secure channel.

Step R5. The MN enters the random number r into the smart card. Thereafter, the smart
card contains the secret parameters {r, [ Dy, S, h(.)}.

4.2. Verification phase. When an MN roams into a foreign network managed by an
FA, the FA must authenticate the MN through the HA of the MN. The verification phase
is shown in Figure 4. For authentication, the MN keys his/her PWj,y and then performs
the following steps:

Step V1. The MN generates a random nonce ny,y and computes A = S @ h(r & PWyy),
Step V2. MN — FAA{SID,UT,q,IDga,nyn}. The MN sends the login request
message my = {SID,U,T,q,IDga,nyn} to the FA.
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F1GURE 3. Registration phase of the proposed scheme
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After receiving the login request message mq, the FA obtains the HA information by
recognizing I Dy 4. Thereafter, the FA performs the following steps:
Step V3. The FA generates a nonce nps and computes gy = h(Kyp | SID || U || T |
¢1 || IDpa || nyn || npa). The Kyp is a pre-shared common secret key between the HA
and the FA.
Step V4. FA — HAA{SID,U,T,q1,IDpa,g1,nnun,nra}. The FA sends message my =
{S[D, U, T, q1, ]DFA, g1, MMN, nFA} to the HA.

After receiving message mo, the HA assesses the I Dp4 to determine whether the FA is
an ally. If the result is valid, the HA executes the following steps:
Step V5. The HA computes g = h(Kgp || SID || U || T || ¢1 || IDra || nun || nra),
and then compares gy with ¢;. If they are equal, the HA authenticates the FA. The
HA then computes P = T @ h(IDya || IDpa || nun), A = h(P || h(Kz || IDga)),
and IDyy = SID @ h(A || IDpa || nyn). The HA also assesses whether the 1Dy is
registered.
Step V6. The HA computes h(r & PWyn) =U @ h(IDyy || A || nun), S=ASh(r @
PWyn), and ¢f = h(S || A || naw), and then compares ¢ with ¢;. If they are equal, the
HA authenticates the MN and generates the SK by computing SK = h(A || S || IDuy ||
IDpa || nun || nra)-
Step V7. The HA computes M = SK & h(Kyp || npa), g2 = h(A || IDpa || nyy), and
92 =h(Knr || M || g2 [| nra).
Step V8. HA — FA:{M, g2,q2}. The HA sends message mg = {M, g2, ¢2} to the FA.

After receiving message ms, the FA performs the following steps to authenticate the
HA:
Step V9. The FA computes g5 = h(Kyr || M || ¢2 || nrpa) and compares g5 with go. If
they are equal, the FA authenticates the HA. Thereafter, the FA computes the session
key SK = M © h(Kpur || npa).
Step V10. FA — MN:{qa, IDpa,nra}. The FA sends message my = {qo, [IDpa,npa} to
the MN.

After receiving message my, the MN performs the following steps to authenticate the
HA:
Step V11. The MN computes g5 = h(A || IDpa || nyy) and compares g5 with go. If they
are equal, the MN authenticates the HA. Thereafter, the MN computes the SK = h(A ||
SN IDyn [ IDpa || nun || npa).

5. Security Analysis of the Proposed Scheme. This section presents an analysis
of the security of the proposed scheme. First, we verified that the proposed scheme
can provide mutual authentication between the involved entities in the GLOMONET.
Subsequently, we show that the proposed scheme can overcome the weaknesses of the
Chang et al. scheme and prevent other possible attacks in the GLOMONET.

5.1. Mutual authentication and session key establishment. The Burrows-Abadi-
Needham (BAN) logic [8,10] method is widely used to prove the validity of authentication
and key establishment protocols. In the basic notation of BAN logic, P and () range over
principals, X and Y range over statements, and K is the encryption key. Table 2 shows
the constructs of the BAN logic.

The main logical postulates of the BAN logic used in the proofs are as follows [8,10]:

P|=Q 2 P,Pa(X),

(1) Message-meaning rule for shared secrets: —=p5—7—
PI=#(X),P|=Q|~X
P|1=Q|=X
PI=Q|=X,PI=Q|=X
Pl=X

(2) Nonce-verification rule:

(3) Jurisdiction rule:
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TABLE 2. Constructs of the BAN logic

Notation Definition
Pl=X P believes X: P would be entitled to believe X.
PaX P sees X: P can receive and read X.
P~ X P saidX: P once said X.
Pl=X P controls X: P has jurisdiction over X.
#(X) fresh (X): The formula X is fresh.
(X)y X combined with the formula y; it is intended that y be a secret.

ré Q P and () may use the shared key K to communicate.
p= Q The formula y is a secret known only to P and Q).

4) Receiving rule: Pjﬁf)’(y) d P;gg”

5) Freshness-propagation rule: —P’f;ff)(f})

PI=#(K),P|=Q|=X
ri=P&qQ

(

(

(6) Session-key rule:
key K [10,20].

As shown in Step R3, h(r@&@PWyn) = A®S. The proposed protocol is then summarized
in the following generic form:

Message my. MN — FAA{SID,U,T,q,IDya,nun} = {IDyn & h(A || IDpy ||
nun), A® S ®h(IDyun || A || nun), P& h(IDga | IDrpa || nun), R(S || A ||
nMN)JDHA,nMN}-

Message ma. FA — HA{S[D, U, T'7 ql,IDFA,gl,TLMN,TLFA} = {[DMN@h(A H IDFA H
nun), A®S®h(IDyy || A || nun), P ®h(IDpa || IDpa || nun), (S || A |
nun), IDpa, g1, nyun, nrat, where g1 = W Kyp || SID || U || T || qu || IDpa || nan ||
npa) = W(Kpp || IDyn @ M(A || IDpa || nun) | A® S ® h(IDyn || A |l nun) ||
P®h(IDpa || IDpa | nun) || (S || Al nayw) | IDpa || nanl[npa).

Message ms. HA — FA{M, gQ,QQ} = {SK@h(KHF || nFA), h(KHF || SK@h(KHF ||
npa) | h(A [ IDpa || naun) || nra), h(A || IDpa || nan)}-

Message my. FA— MNZ{(]Q,[DFA,RFA} = {h(A H [DFA H nMN),[DFA,nFA}.

We idealized the protocol by transferring the generic form into the following idealized
form [10]:

Ii. MN — FA: (nyn)a, ((nun)a)s, (nun)e, ((Run)a)s

o, FA—= HA: (nun)a, ((nun)a)s, (nun)p, ((nun)a)s, ((((narvs nea)igp)a)s)p

I3, HA— FA: (npa)kyp) sk, ({((nun, Npa)a)kypr)sis (MMN)a

1. FA— MN: <nMN>A

The following assumptions were used to analyze the proposed protocol:

A, MN|= MNZ=HA A, HAl=MNZ=HA

Ay FAlI= FA S HA A, HA|=FAS HA
Ag. HA|EMN|:>TLMN Am. MN|EHA|:>77JMN
A HA| EFA’ =npa A FA| EHA| = NrA

Lemma 5.1. The HA can authenticate the MN and the FA in the proposed protocol.

, where X is an essential variable of combination

Proof: In the proposed protocol, the MN and the FA generate a nonce ny/y and a
nonce ng 4, respectively. The following beliefs must be verified to show that the HA can
authenticate the MN and the FA:

Bl. H A| =NMN
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BQ. HA| =NrA
For By, the main steps of the proof are as follows:

S1. HA sees (nyn)a. (Using Iy and the Receiving rule)

Sy. HA believes MN said nyy. (Using Ag, Sy, and the Message-meaning rule)

S3. HA believes MN believes ny y. (Using As, So, and the Nonce-verification rule)

Sy. HA believes nyy; that is, HA| = nyy. (Using Ag, Ss, and the Jurisdiction rule)
Therefore, the HA can authenticate the MN. Similarly, for By, the main steps of the proof
are as follows:

Ss5. HA sees (npa)rk,,. (Using Iy and the Receiving rule)

S¢. HA believes FA said nps. (Using Ay, S, and the Message-meaning rule)

S;. HA believes FA believes npa. (Using A7, Sg, and the Nonce-verification rule)

Ss. HA believes npa; that is, HA| = npa. (Using Ay, Sy, and the Jurisdiction rule)

Lemma 5.2. The MN and the FA in the proposed protocol can authenticate the HA.

Proof: In the proposed protocol, after receiving ny;ny and ngu, the HA returns them
to the FA and MN, respectively. The following beliefs must be verified to show that the
FA and the MN can authenticate the HA:

B3. FA| =NFrA

B4. MN| =NMN
For Bj, the main steps of the proof are as follows:

Sg. FA sees (npa)k,,. (Using I3 and Receiving rule)

S10. FA believes HA said nps. (Using As, Sg, and the Message-meaning rule)

S11. FA believes HA believes npa. (Using Ag, Sig, and the Nonce-verification rule)

S12. FA believes npya; that is, FA| = ngpa. (Using Ajo, Si1, and the Jurisdiction rule)
Therefore, the FA can authenticate the HA. For By, the main steps of the proof are similar,
as follows:

S13. MN sees (nyn)a. (Using 1y and Receiving rule)

S14. MN believes HA said nyy. (Using Ay, Si3, and the Message-meaning rule)

S15. MN believes HA believes nyy. (Using Ag, S14, and the Nonce-verification rule)

Si6. MN believes nyy; that is, MN| = nyn. (Using Ajg, Si5, and the Jurisdiction
rule)

Lemma 5.3. The MN and the FA in the proposed protocol can share a session key SK.

Proof: In the proposed protocol, the following beliefs must be verified to show that
the MN and the FA can share an SK = h(A || S || IDyn || IDpa || nyun || nra):

Bs. FA = MN& Fa

Bs. MN|= MN 8 FA
For Bj, the main steps of the proof are as follows:
Si7. FA believes HA believes npy. (Using Si1)
Sis. HA believes MN believes nyy. (Using S3)
S19. FA believes MN believes nyn. (Using Sq7, Sig, Lemma 5.1, and Lemma 5.2)
So0. FA believes fresh (SK). (Using Ag and the Freshness-propagation rule)

So1. FA believes MN&)FA; that is, FA| = MN & pa. (Using Sig, S20, and the
Session-key rule)
So1 shows that the FA believes to have the SK that is shared with the MN.
For Bg, the main steps of the proof are similar, as follows:

Soa. MN believes HA believes ny . (Using Sis)

So3. HA believes FA believes npy. (Using Sy)

So4. MN believes FA believes nga. (Using Sag, Soz, Lemma 5.1, and Lemma 5.2)
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So5. MN believes fresh (SK). (Using Ag and the Freshness-propagation rule)

Sog. MN believes MNS%%FA; that is, M N| = MNEFA (Using Sa4, Sos, and the
Session-key rule)
Soe shows that MN believes to have an SK that is shared with the FA.

Proposition 5.1. The MN and the FA in the proposed protocol can mutually authenticate
each other and share an established session key SK.

Proof: Lemma 5.1 shows that the HA can authenticate the validity of the MN and
the FA. Moreover, Lemma 5.2 shows that the MN and the FA can authenticate the HA.
Therefore, the MN and the FA can mutually authenticate each other with the assistance
of the HA. Mutual authentication is achieved in the proposed scheme. Finally, Lemma
5.3 verified that the MN and the FA can coordinate a common SK = h(A || S || IDynw ||
IDpy || nyun || nra) after completing the mutual authentication process. The MN and
the FA share and verify the established SK. In other words, the proposed scheme can
provide mutual authentication and session key establishment.

Generally, when an MN roams into a foreign network managed by an FA, the MN and
the FA must mutually authenticate each other through the HA of the MN. In the verifica-
tion phase of the proposed scheme, after receiving the message my = {SID,U, T, q1, [ Dpa,
g1,nuN,nEa} from the FA, the HA computes h(r® PWyyn) = U@h(IDyn || A || nyun),
S=A®@h(r® PWyn), and ¢f = (S || A || nyy). The HA then compares gf with ¢
in Step V6. If they are equal, the HA authenticates the MN. In Step V9, after receiving
message mg = {M, g2, g2}, the FA computes g5 = h(Kgyp || M || ¢2 || nra) and compares
g5 with go. If they are equal, the FA authenticates the HA. Because the HA has au-
thenticated the MN, the FA can further authenticate the MN. In Step V5, after receiving
the message mo = {SID,U,T,q,IDpa,g1,nnmn,nFra} from the FA, the HA computes
gt = WMEur || SID |U || T || ¢1 || IDpa || nun || nra) and compares gi with gy. If
they are equal, the HA authenticates the FA. Moreover, in Step V11, after receiving the
message my = {q2, [Dpa,nra}, the MN computes ¢5 = h(A || IDga || nayn) and com-
pares ¢; with go. If they are equal, the MN authenticates the HA. Because the HA has
authenticated the FA, the MN can provide further authentication of the FA. This further
demonstrates that the proposed scheme can provide mutual authentication between the
MN and the FA.

5.2. Forgery attacks and relay attacks. A forgery attack occurs when an adversary
impersonates an MN to deceive an FA (or HA) and gains access to their services [3].

Proposition 5.2. The proposed scheme is secure against forgery attacks and relay attacks.

Proof: To impersonate an MN, the adversary, FEve, may first intercept the login
request message my transmitted in Step V2 during a prior login of the MN; that is,
{SID,U,T,q,IDya,nyn}. We may even suppose that Eve is a legal user of the sys-
tem. Because of her legal status, she has {ID,., PW.} and can obtain {r¢, I Dgse, Se, h(.)}
from her smart card. To impersonate the MN, Fve must generate a new nonce n),, and
send an imitative login request message {SID', U',T', ¢\, IDga,ny N} to the FA, where
SID/ = IDMN ) h(A H IDFA || n/]\/[N), U, = h(T D PWMN) @D h(IDMN H A H n/]\/[N),
T =P@®h(IDya || IDpa || 7yyn), and ¢; = h(S || A || n},y)- To obtain the parame-
ters SID', U’, T', and ¢y, Eve must first acquire A, P, and h(r & PWy,y) by using the
following equations:
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However, Eve cannot obtain A because she does not know Kz and h(r & PWyy).
In the proposed scheme, only the HA knows its secret private key, Kx. Therefore, the
parameters {SID',U’',T" q;} in the imitative login request message cannot be obtained,
preventing FEwve from impersonating the MN to access the system. This shows that the
proposed scheme can withstand forgery attacks.

In a relay attack, Eve may replay the intercepted login request message {SID,U, T, ¢,
IDya,nyn} to the FA. However, after receiving message my, Fve cannot compute the
SK =h(A || S || IDyun || IDrpa || nun || nrpa) because she does not know A and S in
the SK. Therefore, resistance to replay attacks is also guaranteed.

5.3. Two-factor security. The two-factor security property guarantees the security of
the scheme when the smart card or the password of a user is stolen, although if they are
both stolen, it does not guarantee security [9].

Proposition 5.3. The proposed scheme is able to provide two-factor security.

Proof: Suppose that an adversary has only the smart card of an MN, and does not
possess the identification and password parameters; that is, {IDyn, PWyn}. Because
the adversary has the smart card, he/she can extract the stored values {r, IDga, S, h(.)}
in the card by analyzing the leaked information or by monitoring the power consump-
tion [24,25]. In addition, suppose that the adversary has also intercepted the login
request message mq transmitted in Step V2 during a prior login of the MN; that is,
{SID,U,T,q,IDya,nyn}. Toimpersonate the MN, the adversary must generate a new
nonce 1,y and send an imitative login request message {SID', U, T", ¢y, IDya, Wy;n} tO
the FA, where SID' = IDyn @ h(A || IDpa || nyy), U = h(r @ PWyn) @ h(IDyn ||
Al nyn), T =P®h(IDpa || IDpa || nhyy), and q; = h(S || A || )y, ). However, the
adversary cannot obtain A because he/she does not know Kz and h(r & PWyy). The
parameters {SID', U’ T’ q;} in the imitative login request message cannot be obtained.
Therefore, the adversary cannot impersonate a legal user to log into the system if the
adversary has only the smart card of the user and does not possess the identification and
password information. Conversely, if the adversary has the identification and password
parameters of an MN, but not the smart card, the adversary cannot obtain A to com-
pute the imitative parameters {SID',U',T", ¢;} because he/she does not know Kx and
the stored values {r,S} in the smart card. In a word, the adversary cannot imperson-
ate a legal user to log into the system after he/she extracts secret information from the
smart card or knows the {IDy;n, PWyn} information. Therefore, the proposed scheme
provides two-factor security.

5.4. User anonymity. User anonymity is a required security service to ensure that the
actions of MNs are untraceable.

Proposition 5.4. The proposed scheme can maintain user anonymity.

Proof: In an anonymity attack, the adversary may first intercept and analyze the login
request message {SID,U,T,q1,IDga,nyn} of an MN, where SID = IDyn @ h(A ||
IDpy || nun), and @@ = h(S || A || nyw). However, deriving the identification 1Dy
of the MN from the parameters SID and U is impossible because the adversary cannot
obtain A; A cannot be retrieved because Kx and h(r & PW)yy) are unknown to the
adversary. Moreover, the nonce nj;y is a random number generated by the MN, and it
varies dynamically in each login request. The values of SID, U, T, and ¢; are associated
with the nonce nj,y; therefore, they are also different in each login request. Therefore,
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an adversary cannot identify the MN attempting to login to the system, thereby showing
that the proposed scheme can maintain user anonymity.

5.5. Session key disclosure and known-key security. Known-key security ensures
that compromised session keys cannot be used by an adversary to derive other session
keys.

Proposition 5.5. The proposed scheme can prevent session key disclosure and provide
known-key security.

Proof: Suppose that an adversary, Fuve, is a legal user of the system. Fve may intercept
the login request message mi; = {SID,U,T,q,IDya,nyn} and the response message
my = {q2, [Dpa,npa}. To find the session key, SK, Eve must first compute the SK from
one of the following equations: SK = h(A || S || IDyn || IDpa || nun || nra) or
SK =M & h(Kpurp || npa). However, the Kz and h(r & PW)yy) are unknown; therefore,
FEve cannot obtain A. Fwve also does not know the Kpyp. Therefore, deriving the session
key SK from the equation SK = h(A || S || IDyn || IDpa || nan || nra) or the equation
SK = M & h(Kpur || nra) is impossible, demonstrating that the proposed scheme can
prevent the session keys from being revealed. In the proposed scheme, the session key
SK =h(A || S || IDyN || IDpa || nyun || mra) is established by the MN and the HA in
each session. Nonce n,;y and nonce ng4, which are used in the session key computation,
are random and independent in each session [3]; thus, the session keys are also independent
in each session. The knowledge of previous session keys cannot help an adversary derive
other session keys. Therefore, the proposed scheme provides known-key security.

5.6. Foreign agent spoofing. To obtain the private login information of an MN, an
adversary may impersonate the FA.

Proposition 5.6. The proposed scheme can resist foreign agent spoofing attacks.

Proof: To impersonate the FA, the adversary, Eve, must intercept the login request
message my = {SID,U,T,q,IDya,nyn} and respond with an imitative message m/, =
{d5, ID 4, 0w 4} to the MN. In addition, suppose that Eve is a legal user of the system. As
demonstrated, Eve cannot obtain A because she does not know the Kz and h(r® PWyy).
Therefore, Eve cannot obtain ¢, from ¢ = h(A || ID%4 || nayw). Finally, Fve cannot send
the imitative message m/y = {¢3, D4, "4} to respond to the MN, nor can she convince
the MN that she is a legitimate FA in the system. Therefore, the proposed scheme can
resist foreign agent spoofing attacks.

5.7. Insider attacks, stolen verifier attacks, and verification tables. In the pro-
posed scheme, the FA and the HA do not maintain a verification table. A stolen verifier
attack occurs when an adversary steals the password verifier of an MN to impersonate
him or her.

Proposition 5.7. The proposed scheme can prevent insider attacks and stolen verifier
attacks.

Proof: In the proposed scheme, the MN registers with the HA by presenting h(r &
PWyy) instead of the PW)y,y. The PWy,n and r are not disclosed to the HA. An insider
of the HA cannot obtain the PWj,y directly. Moreover, an insider of the HA cannot
obtain the PWj,x by performing an offline password-guessing attack on h(r & PWyy).
In addition, an insider cannot disclose the secret private key Kz from A = h(P || h(Kz ||
IDpg4)) because it is protected by a hash function. Therefore, the proposed scheme can
resist insider attacks [9]. Because the FA and the HA do not maintain a verification table,
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verifiable information from the FA or the HA, which can be used to threaten a system
that was implemented using the proposed scheme, is unobtainable. Therefore, the scheme
can resist stolen verifier attacks [9].

5.8. Freely chosen password and single registration. In the proposed scheme, when
a new MN registers, he or she is free to choose a password PWj,;n without the help of
the HA in the registration process. Moreover, when an MN roams into a foreign network
managed by a registered FA, the FA can authenticate the MN through the HA of the MN.
Consequently, the MN is required to register only once with the HA to access the registered
FAs in the GLOMONET. Therefore, the proposed scheme is a single registration scheme.

6. Performance and Functionality Evaluation. This section presents the perfor-
mance evaluation of the proposed scheme. We compared its performance and functional-
ity with those of previous related schemes. To demonstrate the practical application of
our results, we provide practical examples and apply a real-case scenario to discussing the
efficiency and effectiveness of our scheme.

6.1. Performance comparison and efficiency. Table 3 shows a comparison of the
performance of the proposed scheme and that of previous related schemes. The perfor-
mance comparison can generally be divided into computational cost and communication
cost [3,5]. The proposed scheme has two phases: a registration phase and verification
phase (including authentication and session key establishment). For the performance
comparison, we focused on the verification phase because it is the main part of an au-
thentication scheme [3,25]. Table 3 lists the computational cost and communication cost
of the verification phase in each protocol run, without considering redundant computa-
tions resulting from packet loss, interference, and so on [10]. For Table 3, we defined the
notation XOR as the operation of the exclusive-OR, Hash as the operation of the one-
way hash function, Sym as the operation of symmetric encryption/decryption, and Asym
as the encryption/decryption operation or the signature operation using the asymmetric
cryptosystem [3]. The scheme by Lee et al. [5] uses a hybrid cryptosystem for authen-
tication. In the Lee et al. scheme, the computational costs of the MN, the FA, and the
HA are 4Hash+3 XOR+2S5ym, 4 Hash+1 XOR+2Sym~+2Asym, and 5 Hash+3 XOR+1Sym+
2Asym, respectively. In the Chang et al. scheme, the computational costs of the MN,
the FA, and the HA are THash+5XOR, 3Hash+2XOR, and 8 Hash+3XOR, respectively.
In the proposed scheme, the computational costs of the MN, the FA, and the HA are
THash+5X0OR, 3Hash+1XOR, and 10Hash+5XOR, respectively. Therefore, the total

TABLE 3. Performance comparison of the proposed scheme and related
schemes in the verification phase (including authentication and session key

establishment)
Scheme Ours Chang et al. [3] Lee et al. [5]

Computational cost:
MN THash + 5XOR THash + 5XOR 4Hash + 3XOR + 2Sym
FA 3Hash + 1XOR 3Hash + 2XOR 4Hash + 1XOR 4+2S5ym +2Asym
HA 10Hash + 5XOR 8Hash + 3XOR bHash + 3XOR + 1Sym +2Asym
Total 20Hash +11XOR 18 Hash+10XOR 13Hash +7XOR + 5Sym +4Asym
Time complexity 0(1) O(1) O(n?)
Communication cost:
Communication rounds 2 4 2

Transmitted messages 4 8 4
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computational costs of the Lee et al. scheme [5], the Chang et al. scheme, and the pro-
posed scheme are 13 Hash+7XOR+5Sym+4Asym, 18 Hash+10XOR, and 20 Hash+11XOR,
respectively. The exclusive-OR operation requires few computations; its computational
cost is low and is usually ignored [9,25]. The computation speed of one symmetric en-
cryption/decryption operation is at least 100 times faster than an asymmetric encryp-
tion/decryption operation in software consideration [27-29]. Therefore, in each protocol
run, the Lee et al. scheme must perform approximately 13Hash+4055ym, the Chang et
al. scheme requires approximately 18 Hash, and the proposed scheme necessitates approx-
imately 20Hash. According to the experimental results of the related research [9,16-19],
a one-way hash function is efficient in computation, and its time complexity is less than
that of symmetric or asymmetric cryptosystems. A practical example is as follows: It
takes 0.0005 s to complete a one-way hash operation and 0.0087 s to finish symmetric
en/decryption [26,27]. For each protocol run, the Lee et al. scheme requires 3.53 s, the
Chang et al. scheme necessitates 0.009 s, and the proposed scheme can execute the run
in 0.01 s. Therefore, the overall computational load of our scheme is reduced to 0.283%
compared with the Lee et al. scheme, which has both symmetric and asymmetric cryp-
tosystems. Compared with the Chang et al. scheme, the total computational cost of the
proposed scheme only requires two extra hash operations (0.001 s computational time) in
the computational process of the HA.

In Table 3, the RSA can represent the asymmetric cryptosystem. The security of the
RSA is based on large integer factorization, and its operations are modular exponenti-
ations. Assume that the key length and the data size are both n bits, and the time
complexity of the encryption/decryption operation using an asymmetric cryptosystem
is approximately O(n3) [3]. The overall time complexity of the Lee et al. scheme is
dominated by the asymmetric cryptosystem; therefore, the total time complexity of their
scheme is O(n?). However, the proposed scheme and the Chang et al. scheme mainly use
hash functions to perform mutual authentication. The SHA can represent the one-way
hash function. Because the process of the SHA consists of exclusive-OR operations and
rotation operations, the computation of a hash value using an SHA can be bounded by
constant time; that is, the time complexity of a hash function is O(1) [3]. Therefore, the
time complexity of our scheme and that of Chang et al. is only O(1).

Regarding the communication cost, to complete the authentication process, the Chang
et al. scheme requires two rounds of message exchange between the MN and the FA, and
two rounds of message exchange between the FA and the HA. Therefore, the total number
of communication rounds of the Chang et al. scheme is 4. Because each round requires
two transmitted messages, the total number of transmitted messages of the Chang et al.
scheme is 8. However, the proposed scheme needs only one round of message exchange
between the MN and the FA, and only one round of message exchange between the FA and
the HA. The total number of communication rounds of the proposed scheme is 2, and the
total number of transmitted messages of the proposed scheme is 4. Therefore, the total
number of communication rounds in our scheme is reduced to 50% compared with the
Chang et al. scheme. The fewer numbers in communication rounds in the authentication
process reduce the time required for the verification phase (authentication and session
key establishment) and accelerates the whole authentication process. Moreover, the total
number of transmitted messages in our scheme is also reduced to 50% compared with
the Chang et al scheme. The fewer numbers of transmitted messages result in consuming
less transmission power and message overhead. Therefore, in the authentication process,
transmission power consumption and message overhead of our scheme can be reduced to
approximately 50% compared with the Chang et al. scheme.
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TABLE 4. Functionality comparison of the proposed scheme and related schemes

Ours Chang et al. [3] Lee et al. [5]

Energy consumption Low Low High
User anonymity Yes No No
No verification/password table Yes Yes Yes
Mutual authentication Yes Yes Yes
Session key establishment Yes Yes Yes
Session key disclosure resistance  Yes No Yes
Forgery attack resistance Yes Yes No
No synchronized time mechanism Yes Yes No
Freely chosen password Yes Yes No
Insider attack resistance Yes No No
Foreign agent spoofing resistance  Yes No Yes

For the comparison on energy consumption, the energy consumption for computing the
exclusive-OR operation can be ignored because of its low consumption [3]. As shown in Ta-
ble 3, in each protocol run, the Lee et al. scheme must compute the 13 Hash+5Sym+4Asym
operation, the Chang et al. scheme must compute the 18 Hash operation, and the pro-
posed scheme must compute the 20 Hash operation. Therefore, in mutual authentication,
the energy consumption of the Lee et al. scheme is mainly from hash functions, symmetric
cryptosystem, and asymmetric cryptosystem. The energy consumption of the proposed
scheme and the Chang et al. scheme is mainly from hash functions. The energy consump-
tion from computing the hash function is substantially lower than that of an symmetric
cryptosystem or asymmetric cryptosystem [3,21]. A practical example is provided as fol-
lows: Using SHA-1 to calculate the hash value, 1 byte of data consumes approximately
0.76 pJ of energy [3,21]. However, to encrypt 1 byte of data, symmetric cryptosystems
AES require 9.08 uJ of energy, and asymmetric cryptosystems RSA require 816.63 mJ
of energy [3,21]. Therefore, the total energy consumption of the Lee et al. scheme, the
Chang et al. scheme, and the proposed scheme is approximately 3266575.28 uJ, 13.68 uJ,
and 15.2 uJ, respectively. Therefore, in each protocol run, the total energy consumption
of our scheme is reduced to 0.000465% compared with the Lee et al. scheme. Compared
with the Chang et al. scheme, the total energy consumption of our scheme only requires
extra energy (1.52 pJ) in the computational process of the HA. The energy consumption
of the proposed scheme is substantially lower than that of the Lee et al. scheme (Table
4). Low energy consumption extends the battery life of the mobile device [3].

This discussion shows that the proposed scheme is applicable and has superior perfor-
mance because of the following properties: lower computational cost (0.01 s), less time
complexity (O(1)), fewer communication rounds (two rounds), fewer transmitted mes-
sages (four messages), and less energy consumption (15.2 pJ). Therefore, for practical
use, the proposed scheme is an efficient scheme and can enhance the efficiency of the
authentication scheme in the GLOMONET or other mobile communication networks.

6.2. Functionality comparison and effectiveness. Table 4 shows a comparison of
the functionality of the proposed scheme and that of previous related schemes. In the
table, Yes is used to show when a scheme satisfies a property, whereas No is used to
indicate the opposite; and High is used to show that the scheme requires higher energy
consumption, whereas Low is used to indicate the opposite. Chang et al. [3] showed that
the Lee et al. scheme [5] failed to provide anonymity and is vulnerable to forgery attacks.
The Lee et al. scheme suffers from a time-synchronization problem and a freely chosen
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password problem [3]. Section 3 showed that the Chang et al. scheme does not provide
user anonymity and cannot withstand insider attacks [11,12]. Their scheme is vulnerable
to the disclosure of session keys and foreign agent spoofing [13-15].

Based on the assumption of the secure one-way hash function [10], we introduce a
practical scenario to demonstrate the effectiveness of the proposed scheme, showing that
it can provide more functionality and is more secure. Assume that an adversary, Fve, is
able to intercept any message that is publicly exchanged between two entities and that she
can also obtain the smart card of a user. With these capabilities, Fve attempts to break
the proposed protocol by conducting one of the following attacks: user anonymity attack,
insider attack, session key disclosure, foreign agent spoofing, stolen verifier attacks, forgery
attack, relay attack, known-key attack, stealing the smart card of a user, or stealing a
user password. However, Fve as an adversary cannot identify the MN who is attempting
to login to the system because the login request message {SID,U, T, q1,IDga,nyn} of
an MN changes dynamically with every login request (Proposition 5.4). Therefore, the
proposed scheme can maintain user anonymity. Eve as an insider of the HA cannot obtain
the PWj,n and the private key Kx because the MN registers with the HA by presenting
h(r @ PWyn) and because the Kx is protected inside the hash function h(P || h(Kz ||
IDp,)) (Proposition 5.7). Therefore, the proposed scheme can resist her insider attacks
[9]. Ewve as an adversary cannot derive the session key SK from SK = h(A || S || IDuw ||
IDp4 || nyn || npa) or SK = M @ h(Kgr || nrpa) because she cannot obtain A and does
not know Ky (Proposition 5.5). Therefore, the proposed scheme can prevent the session
key disclosure. In a foreign agent spoofing attack, Eve as an adversary cannot send the
imitative message m/, = {qb, I D4, n’n 4} to respond to the MN because she cannot obtain
Aand ¢y = h(A || IDp4 || naun) (Proposition 5.6); therefore, the proposed scheme can
resist her foreign agent spoofing attacks.

Thus far, this scenario has demonstrated that the proposed scheme can overcome the
main disadvantages of the Chang et al. scheme (Table 4). In addition, Fve as an adversary
cannot obtain any verifiable information from the FA or the HA to threaten the proposed
scheme because the FA and the HA do not maintain a verification table (Proposition 5.7).
Therefore, the scheme can resist her stolen verifier attacks [9]. During a forgery attack,
Fve as an adversary cannot obtain the imitative parameters {SID', U’ T' q;} and send
an imitative login request message {SID', U, T",q|,IDya,n;n} to the FA because she
cannot obtain A (Proposition 5.2). Therefore, Fve cannot impersonate a legal user to
access the system, demonstrating that the proposed scheme can resist her forgery attack.
In a relay attack, Eve as an adversary may replay an intercepted login request message
{SID,U,T,q1,IDga,nyn} to the FA. However, after receiving message my, Eve cannot
compute the session key SK = h(A || S || IDyn || IDra || nun || nra) because
she does not know the A and S in the SK (Proposition 5.2); therefore, the proposed
scheme can withstand her replay attacks. In a known-key attack, the session keys are
independent in each session because nonce njy;y and nonce ng4 in the session key SK =
R(A || S || IDyn || IDpa || nyn || nra) are random and independent in each session [3].
Knowledge of previous session keys cannot be used for Eve to derive other session keys
(Proposition 5.5). Therefore, the proposed scheme can resist her known-key attack. Eve
as an adversary may steal the smart card of an MN and impersonate the MN to log into
the system. However, Eve cannot obtain the imitative parameters {SID', U, T", ¢;} and
cannot send an imitative login request message {SID',U’',T" q;,IDya, )y} to the FA
because A is unknown (Proposition 5.3). However, even if Fve somehow steals only the
identification and password of an MN, she still cannot compute the imitative parameters
{SID",U',T' q;} because A is unknown (Proposition 5.3). Ewve also cannot impersonate
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a legal user (MN) to log into the system. Therefore, this scenario shows that the proposed
scheme can withstand all malicious attacks from an adversary Fuve.

Our scheme also provides other principal functions. In the proposed scheme, the MN
can freely choose a password PWj,n without the assistance of the HA in the registration
phase. When an MN roams into a foreign network managed by a registered FA, the FA
can authenticate the MN through the HA of the MN. The MN is required to register
only once with the HA to gain access to registered FAs in the GLOMONET. Proposition
5.1 shows that the proposed scheme can provide mutual authentication and negotiate
a common session key for secure communication. Therefore, the proposed scheme can
satisfy the six crucial design criteria for a secure remote user authentication scheme [22],
which are as follows: freely chosen password, single registration, mutual authentication,
session key agreement, low computation and communication costs, and no verification
table. In addition, the proposed scheme does not have a time-synchronization problem
[9] because our scheme is nonce-based and does not use a timestamp for verification.
In our system, each FA shares a unique secure key with the HA. It can prevent the
system from collapsing in the event that a single private datum is disclosed or a single
FA is compromised [10]. Therefore, for practical use, the proposed authentication scheme
provides more functionality and can enhance effectiveness in protecting the GLOMONET.
Even if an adversary in the GLOMONET extracts information transmitted through an
insecure channel or stored in a smart card, the proposed scheme remains secure.

We have demonstrated and showed that the proposed authentication scheme is effective
and efficient in the GLOMONET. The proposed scheme has more security functionalities
and a superior performance compared with the schemes by Chang et al. and Lee et al.
A higher security functionality and superior performance are achieved at the cost of only
two more hash operations (0.001 s computational time) than the Chang et al. scheme,
which are required for the HA computational process.

7. Conclusion. This paper proposes a more secure and effective authentication scheme
with anonymity in the GLOMONET. We used the Burrows-Abadi-Needham (BAN) logic
method to verify our scheme. We then compared the performance and functionality of the
proposed scheme with those of previous related schemes, and demonstrated the efficiency
and effectiveness of the proposed scheme by providing realistic examples of potential at-
tacks. The proposed scheme was shown to have superior performance because of its lower
computational cost, less time complexity, fewer communication rounds, fewer transmitted
messages, and less energy consumption. Cryptanalysis shows that the proposed scheme
can overcome the main disadvantages of the Chang et al. scheme, and it satisfies the
six crucial design criteria for a secure remote user authentication scheme. The proposed
scheme can withstand other possible attacks and provide greater security in functionality.
More robust security and superior performance were achieved at the cost of only two more
hash operations than the Chang et al. scheme, which are required for the HA compu-
tational process. The proposed scheme is applicable and suitable for the GLOMONET.
In practical use, the proposed scheme can be employed to enhance the effectiveness and
efficiency of the authentication scheme in the GLOMONET.
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