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ABSTRACT. Hash algorithm has a wide range of applications. Similarity preserving hash-
ing is a type of improved method of hash scheme. These algorithms can preserve the
similarity existing in the relevant data files. The similarity preserving hashing algorithm
is widely used in the field of computer forensics and data feature extraction, etc. This
paper presents a novel construction method of quantum fuzzy similarity hash algorithm
based on quantum information qudits sequence compression and traditional hashing algo-
rithms. With the rapid development of quantum information technology, more and more
traditional cryptographic algorithms and security protocols can be attacked by quantum
algorithm and quantum Turing machine. Based on the quantum information representa-
tion of D-dimensional quantum system in Hilbert space and classical hashing algorithms,
we construct a method of qudits sequence compression algorithms. The computational ef-
ficiency of sequence compression function is significantly improved. Compared to the clas-
sical similarity preserving hashing algorithm based on analogous construction schemes,
our proposed novel quantum fuzzy similarity hash algorithm has higher security. This al-
gorithm outperforms other similarity algorithms in security and computational efficiency.
Theoretical analysis and performance simulation prove the quantum fuzzy similarity hash-
ing algorithm is effective.
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1. Introduction. Similarity preserving hashing is a type of improved hash algorithm [1-
13]. This improved cryptography scheme can preserve the similarity between these cognate
data. This similarity preserving hashing algorithm can be used to distinguish similarity
data sequences in which these inserted or adjusted data have highly resemblance. Based
on the traditional hashing, similarity preserving hashing algorithm can solve the problem
that the traditional hashing cannot achieve. Since these values of traditional hash are
different with randomness.

In the literature [2] F. Breitinger and H. Baier proposed a novel construction method
of MRSH. This algorithm is a type of classical similarity preserving hashing, and the
performance of run time outperforms other similarity preserving hashing. F. Breitinger et
al. in [11] proposed a novel similarity preserving hashing based on the methods of majority
vote. The computational complexity of the proposed similarity preserving hashing is
significantly reduced. However, the cryptographic security of the hashing algorithm is
not robust. F. Breitinger and H. Baier in [7] proposed a fuzzy hashing algorithm utilizing
with the random sequences. In the literature, they presented a bbHash method. In the
problem of against ant blacklisting, this method is more robust and outperforms other
similarity algorithms such as ssdeep. Similarity preserving hashing is widely used for
computer forensics and data feature extraction, etc.
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Based on aforementioned methods of classical similarity preserving hashing algorithm,
we present a novel quantum fuzzy similarity hashing utilizing qudits sequence compres-
sion. Based on the qudit states representation of information quantum, we present a type
of qudits sequence compression scheme in detail. And then, we introduce the method of
qudits similarity comparison and performance analysis. Theoretical analysis and perfor-
mance simulation prove the quantum fuzzy similarity hashing algorithm is security and
validity.

2. D-Dimensional Quantum Systems. Based on the representation of D-dimensional
quantum system [13,14], we introduce the quantum information representation of 8-
dimensional quantum systems.

2.1. Quantum qudit states representation. The Hilbert space of quantum state is
spanned by [0),[1),|2),|3),--+,|D — 1), and then the quantum system is a D-dimensi-
onal system. Information of the quantum system can be denoted as qudit [13,14]. The
Hermitian generators o, of SU (D) can be denoted as the following:
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e) stand for the orthonormal basis. The orthogonality is as
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2.2. Quantum information in 8-dimensional quantum systems. Let d = 8, and
then we can obtain the following orthogonal basis:

10),11),12),13),4),15) . |6) . |7) (3)
The qudits can be mapped to qubits as the following orthogonal basis:

|0) < {000) ,
1) < {001),
2) < {010},
3) < [011),,

d) < [---),

|7) <:> |111)
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Each 3-qubits sequence |B) can be related to a qudits sequence. The corresponding
relations are as follows:

|B) = |b2bibo) < |di) (5)

where by, by,09 € {0,1}, d; € {0,1,2,3,---,7}. And then, each classical byte with eight
bits can be corresponded to sequence |B).
Giving a classical bits sequence S as follows:

S =001011111011010101001010100111 6
110101010001 - - - by, 1 by, (6)

where k& € {0,1}. Then the sequence S can be associated to a particular quantum sequence
|#),. The quantum sequence |¢), can be denoted as |p), = |t1) |U2) - - [;) - - - [Uy), where
i=1,2,---,t, 9 €{0,1,2,3,---,7}. The quantum sequence has the following form:

|6), = [1)13) [7) 13) [2) [5) [1) 2) [4) |7) [6) |5) (7)
12) [1)[0) - -+ [91-1) [9)

3. A Novel Constructed Method of Quantum Fuzzy Similarity Hash. In this
section, we propose a novel quantum fuzzy similarity hash algorithm. This algorithm
is a basic building for constructing fingerprint identification in the next section. The
representation of qudits sequence compression algorithms is presented briefly in Subsection
3.1. Based on the qudits sequence compression algorithms, we present the construction
method of quantum fuzzy similarity hash algorithms in detail in Subsection 3.2.

3.1. Qudits sequence compression algorithms. Giving a qudits sequence |¢),, we
perform a compression algorithm. In this paper, we always set d = 8, that is, we only
discuss the 8-dimensional quantum systems [3,13,14]. The details of qudits sequence
compression algorithms are as follows:

Let |¢), = |th)|02) - |9;) -+ |0y), where i = 1,2,--- ¢, ¥; € {0,1,2,3,---,7}. We
scan the qudits sequence from start to finish, and search these qudits WM> in the qudits
sequence |¢), that equal the first qudit [0;), where [s] = 2,3,--- ., and 1 < s < t.
According to the information and coding theory, the distribution probability P (]9;)) of
an arbitrary qudit |¢;) existing in the qudits sequence |¢), is approximately the same
as long as the ¢ is large enough. When ¢ tends to infinity, the distribution probability
P (|9;)) tends to 1/8. However, the distribution location of |)5) might be random.

Every qudits in the qudits sequence |¢), = [U1)|J2)---|¥;) -+ |¥;) are searched, and
determine these elements |J},)) matching the first qudit [9;). That is [Jfy) = [9;) or not.
In accordance with the order from the first to the last, each qudit in the qudits sequence
|#), = [91) [92) - - -]0;) - - - |Uy) is labeled with a serial number 1,2,3,--- .

If ‘19M> = |9;), then save ‘19M>. Label these locations L of these qudits ‘19M>, where 2 <
L < t. These qudits |J[,) composited a subset py of the set {[01),]02), [93),---,[0:),
ENAYY

Based on these qudits ‘19M> in subset gy, we determine position points, and then we
can partition the qudits sequence |¢), = [0;1) [J2) ---|U;) - - - |U;) into F, as follows:

1 = |00) [02) - -+ [ 1)
2 = [Ippe) [Ypgee) -+ [Vp) )

s = |Jps—111) [ps-112) - [911)

%

&2
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According with these fragments 31, S, -+, 3, we perform compression algorithms in
detail as the following formula:

[r]
CSw=I| Y. 9 | mod(8)) (9)
=[h—1]+1

where h = 1,2,3,--- s, letting [0] = 0. Therefore, all these s compressed fragments
S, 8o, - -+, S are as follows:

[1] [1]
C(S)=[| > ¥ | mod(@®))=] 9, | mod (8))
=[1—-1]+1 r=[0]+1
[2] [2]
C () = > 0, | mod (8)) = | 9, | mod (8))
7':|[2—1]+1 r:[l}]-}-l (10)

= | (V1141 + a2 + -+ + Jpg) mod (8))
Each compressed value C' (3) is a qudit.

3.2. Quantum fuzzy similarity hash algorithms. These compressed values of frag-
ments &, o, - -+, S, are arranged successively as the following new sequences Re:

Ro=10(31),C(S2), -+, C(Sy)] (11)

And then the new sequences R are divided into many packets [3,11] in accordance with
the order from left to right. Each packet contains eight elements. Right shifting four
qudits, another adjacent packet is generated. From top to down, we can arrange these
packets as a packet matrix M, as the following:

C O(S) O(S2) CO(Ss)  O(Sy) C(Ss) ]
C (§5) C (Sﬁ) C (S?) C (SS) C (§12)
M, = ¢ (f9) C(Sw) C (?911) C (\.912) C (Sie) (12)
C (%5711) C (%5710) C (%579) C (%578) - C (%574)
| C (gsf7) C (%576) C (gsff)) C (%574) e C (gs i

In the matrix, we assume that s = 4k and k is a nature number. If s does not meet the
conditions, we can pad zero to satisfying the conditions. To simplify the discussion, we
let s = 4k and k is a nature number. Each row in the packets matrix M, corresponds to
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a 32-bits sequence. The packets matrix M, can be denoted as the following:

[ M, [1] ]
M, [5]
M, [9]
M, = . (13)
M, [s — 11]
L M, [s —17]

Based on the quantum hashing algorithm proposed in the lecture [15], we construct a
set, of quantum hash cluster 2, as the following:

= {[BRC) O - [RO) ) (14)

And then each row of the packets matrix M, is calculated utilizing the set of quantum
hash cluster as the following:

o (1) = { W 0n 0 ), R 0n [0 ) - R (g, [10) )
o (5) = {05 1)), B2 OGL B ) - [P, [5]) ) |
o (9) = { |nR 0, 100 ) , A (o, 10D ) )}

WO, [s = 11)) - BB (M, [s = 11])) |

PR, Is = 7D)), - B M, [s = 7D)) }
(15)

According with the sequence (2, (1),Q2,(5),Q2,(9),---, Qs (s —11),Q, (s — 7)), we can
identify subtle changes in these quantum sequences from other irrelevant quantum data.

coo s |W (0, TO])

(s = 11) = { [, [s - 11])),

U (s = 7) = {[pkl 0, [s = 7))

3.3. Qudits similarity comparison. Motivated by classical similarity preserving hash-
ing algorithms and Bloom filters methods [13,16], we construct the method of similarity
comparison between these qudits information sequences in our proposed schemes. Based
on these differences of corresponding bit, the similarity can be quantified.

Giving two qudits sequence |¢), = |U1) |U2) - - |0;) - - - [¥y) and |@), = |w1) |we) - -+ |wi) - - -
lwi), where @ = 1,2,--- ¢, 9;,w; € {0,1,2,3,---,7}. Each qudits in these two qudits
sequence |¢), = |U1)|V2) -+ |[i) -+ |0y) and |¢), = |w1) jwe) - - |wi) - - - |wy) are scanned.
Providing the first qudit in |¢), and |p), are the same, that is [¢4) = |w;). Label these lo-
cations of these qudits WM> and ‘wm>, where 2 < s,r < t, and WM> = |d), Wl[r]l> = |wy).

Based on these qudits |J) and |wp), the qudits sequence |@), = [91) [0a) - - - [;) - - -
|0;) and |p), = |w1) |we) - - - |w;) - - - |wy) can be partitioned into Jq, Iy, - -, Iy and Ry, Ny,
c R

Compression algorithms are performed based on these formulae

[n]
C'(Sn) = | ( > ﬁr) mod (8))
r:[IE];]II]Jrl (16)
C(Rg) = | ( Z]er) mod (8))

r=[k—1
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We can obtain two compressed qudits sequences

[C (%1) ,C(QQ) )’ O(%s)]

OO .C(R), e O (R 1"
Furthermore, we can construct packets matrices Mg and My
Oy ol
My = | S
CC(E;zsl)?) C(’7((\;;2)6) g (gzij) (18)
M — cX;)  C (:NG) " C (?:‘zu)
Clvn) Clvs) o i)

Quantum hash cluster can be obtained as (g and 2x. The quantum hash cluster Qg has
the following formula:

Oy (1 {M”A%mm>
Oy (5 {‘h”‘ (Mg [[5]])>

Do),
Rous sl -

o) §
| AP (M [[5]])>} (19)

Pt ls - 70)

Qg(s— {‘h Mo[[s—7]])> PI s s — 7]])>,...,

The quantum hash cluster 2y has the following formula:

(1) = { [ 0n D ) [PROKED) - [ s 1D)) }
) = {[HOR D) pRORED) - 08 D) (20)

07 = {jpant-m). |» MAW—mw |p s - 7)) )
These two quantum hash clusters €2g and {2y constitute sequence as the following:

Qs ={Q3(1),0(5),2(9), -, (s —7)}

O ={D (1), (), W (9),-+- A (s = 7)}

Based on the characteristic of quantum hash cluster €2, each item in Qg and 2y stands

for a qudit. Therefore, these two quantum hash clusters Qg and €y stand for 3-qudit
sequences and 7-qudit sequences respectively.

The similarity measurement can be presented by the generalized quantum distance

between Qg and Qy. The generalized quantum distance can be denoted as follows [11,17-
19]:

(21)

(s/4)—-1
> Qs (4u — 3) — Qx (4u — 3)] mod 8
u=1

(22)
1925l + 112l

where |-, stands for diamond norm [17-19].
1921y = |2 ® I |,
I9xlly = {20 ® Leio |,

The smaller generalized quantum distance is, the more similarity are these two quantum
hash clusters Qg and Q.

(23)
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4. Performance Analysis. Those classical fuzzy hash and similarity preserving hashing
algorithm cannot against the attack which comes from the quantum algorithm [11]. The
security of those classic algorithms is insecurity. In this paper, we construct a quantum
fuzzy similarity hashing algorithm based on the qudits sequence compression scheme. Our
proposed methods can effectively against the quantum algorithms attack.

Give |¢), = |01) [Ua) -+ [0;) - - - |0y), where @ =1,2,--- ¢, 9; € {0,1,2,3,---,7}. Let
t = 1000, and then the qudits sequence has 1000 qudit. This qudits sequence can be
visually represented in Figure 1.

8-dimensional system
n W = (5] o

-

L

200 400 800 800 1000
Qudits sequenlial number L

o
o

F1GURE 1. Visually represented of qudits sequence

The abscissa represents the qudits sequential number, and the ordinate represents qudit
where d = 8. This qudits sequence is compressed based on the method of qudits sequence
compression algorithms that is proposed in the Subsection 3.1. The result is illustrated
in Figure 2.

(I TT 10,
AN TR
R
_ESJ H\ /U\ | :'\\ i'\ \M v j | | L‘J
E j A l'} ‘ ‘|”|"1| | "!/ ( w

Compressed sequence S

FicGURE 2. Compressed qudits sequence representation

The abscissa in Figure 2 represents the compressed qudits sequential number s, and
the ordinate represents 8-dimensional qudit system.

As can be seen from the comparison of these two figures, the compression rate of the
8-dimensional qudit system is approximately eight times.
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5. Conclusion. Based on the special characteristic of classical similarity preserving hash-
ing schemes and qudits sequence compression methods for segmentation, we propose a
novel construction method of quantum fuzzy similarity hash. Utilizing construction meth-
ods of classical similarity preserving hash, this type of quantum fuzzy similarity hash pro-
posed in this paper can efficiently solve the problem that identifies identical or similarity
qudits information. Performance analysis proves that this quantum fuzzy similarity hash
schemes can resist the quantum algorithms attack.
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