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Abstract. The main challenge to the cryptosystems is providing secrecy in distributing
key. This challenge is explained through key distribution problem. The key distribution in
classical cryptosystems is based on classical information or bits. As bits can be replicable,
there will be scope for an eavesdropper to make copies of information. The classical key
distribution methods rely on computational assumptions which are not potential to offer
anticipated results. Consequently, it is solved using laws of quantum mechanics, and the
solution is Quantum Key Distribution (QKD). In QKD, the bits are encoded into quan-
tum states or qubits using photon polarization. The qubits cannot be replicated as per
the laws of quantum mechanics. An attempt to replication will introduce errors. Thus
an eavesdropping will inevitably lead to detectable traces and then the legitimate entities
will decide upon discarding a particular qubit. BB84 protocol is the first QKD protocol
evolved in 1984. This paper notifies the significance of QKD over key distribution per-
formed using classical methods. It is evidently shown that the time taken to distribute a
secret key through BB84 QKD protocol is comparatively less than the classical methods
of key distribution.
Keywords: Classical key distribution, Photon polarization, QKD, Quantum cryptog-
raphy, Quantum mechanics, Quantum key distribution, Qubits

1. Introduction. In classical cryptography, the communication is carried out between
two entities using classical information. As it is known that classical information can
be replicated, it is trouble-free for an eavesdropper to make copies of it and to read.
Therefore, it is necessary to provide secure communication using the concepts of quan-
tum cryptography. In 1969, Wiesner proposed that the uncertainty principle of quantum
mechanics could be used for cryptography [1]. Thus, this proposal hatched into quan-
tum cryptography which is a promising field for cryptographers. Quantum cryptography
is a well thought research area where two entities can have secure communications by
implementing laws of quantum mechanics. This thought was extended to put forward
a process for QKD which is verifiably secure under the laws of quantum mechanics by
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Wiedemann [2]. The basis of QKD is the photons which are the predominant elements in
the distribution of secret keys whose transmission is fast and secure.

Bennet and Brassard had association with Stephen Wiesner and contributed to pro-
jecting the QKD first in 1984, named as BB84 protocol [3]. It uses two communication
channels namely a classical channel and a quantum channel. The classical information is
transmitted on classical channel and qubits through the quantum channel.

It is easy to store, transmit and process classical information or bit (0s and 1s). It is
easy to make copies of classical information in terms of bit. One can measure classical bit
without disturbing it. In quantum computer it is difficult to store, transmit and process.
There is no method to copy quantum bit as per no-cloning theorem [6]. Quantum bit can
be destroyed when measured in incorrect photon polarization.

In a classical computer the memory stores a bit and can execute computations on only
one set of numbers. However, a quantum computer stores a quantum state or a quantum
bit popularly known as qubit. It exists in the state |0⟩ or |1⟩ and can also exist in a
superposition state. The superposition state is represented as |Φ⟩ = α |0⟩ + β |1⟩, where
α, β are complex numbers. It can store superposition of 2n n-bit strings. Consequently,
on a quantum computer one can compute in a single step with 2n values. This enormous
massive parallelism is one reason why quantum computing is so powerful [4,7]. The D-
Wave 2X processor, with 1000 qubits, can evaluate at once all 21000 possible solutions
[5].

The communication through quantum channel is secure since the transmissions depend
on the unchallengeable quantum mechanics laws. The two prime components of quantum
mechanics are, namely the principle of Heisenberg uncertainty and the principle of photon
polarization. The Heisenberg uncertainty principle states that the two related physical
properties cannot be measured simultaneously. The principle of photon polarization states
that the replication of qubits is not possible by means of theorem of no-cloning [3].

In 2017, a method for chip based QKD is introduced to demonstrate BB84, differential
phase shift, coherent one way protocols [12]. The BB84 protocol can offer keys for dis-
tances 200 km and 240 km, with and without multiplexing respectively [13] is established
in 2017. QKD was built over 307 km using optical fiber [14]. In 2015, QKD systems with
GHz-clocked were presented to manage keys [15].

In 2011, Los Alamos National Laboratory had developed a hub and spoke network
to route messages [16]. In Tokyo, a star network named as Tokyo QKD network was
established, which connects a range of centers. It incorporates three layers; they are
quantum layer, the key management layer, the communication layer [17]. A project to
build QKD network was implemented by Europe which is SEcure COmmunication based
on Quantum Cryptography (SECOQC). It was a collective research achievement by 41
industrial and research organizations [18,19]. The DARPA team had set up a quantum
network which is a quantum key distribution network with ten nodes in Massachusetts,
USA and is in operation since 2004 [20].

This paper is organized as follows. Section 2 presents problem statement. Section 3
elucidates about BB84 QKD protocol. Section 4 describes about classical key distribution
algorithms. Section 5 explicates the implementation and results of significance of QKD
through comparisons made between QKD and classical methods of key distribution and
finally Section 6 presents conclusions and future directions.

2. Problem Statement. The noteworthy features of key distribution are security and
the time required in distributing the key. However, the classical information is replicable;
consequently it becomes easy for an eavesdropper to know the information. The classical
methods rely on computational assumptions which are not potential to offer anticipated
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results. Hence, an elegant concept of quantum key distribution is employed to distribute
the key. This paper confirms that distribution of key is secure due to two laws of quantum
mechanics. The replication of qubits is not possible and the act of measuring a qubit
disturbs the information. Thus an eavesdropping will inevitably lead to detectable traces
and then the legitimate entities will decide upon discarding a particular qubit.

Also, it is evidently shown that the time taken to distribute a key using QKD is less
than the key distribution done using classical approach. Apparently, it should be less
in order to have fast and effective communication. The observations are made for time
taken to distribute a secret key between BB84 QKD protocol and classical key distribution
protocols that is RSA and AES.

3. BB84 QKD Protocol. Bennet and Brassard put forward the well known BB84 QKD
protocol for the first time in 1984. The two constituents of BB84 protocol are namely
rectilinear basis (+) and diagonal basis (X) and four states of photons which are polarized.
Using photon polarization the bits are encoded into qubits. A binary 0 is a photon
polarization of 0◦ in the rectilinear basis or 45◦ in the diagonal basis. A binary 1 is a
photon polarization of 90◦ in the rectilinear basis or 135◦ in diagonal basis [3]. The two
basis and photon polarization are shown in Figures 1 and 2 respectively [8].

Figure 1. Rectilinear and diagonal basis

Figure 2. Photon polarization to represent bits

BB84 protocol requires two communication channels, one is classical channel and the
other is quantum channel which is established between sender and receiver in order to
distribute a secret key. They transmit qubits through quantum channel and the conven-
tional messages through classical channel. The subsequent steps will elucidate the process
to distribute a secret key. Steps 1 and 2 require quantum channel. Steps 3 to 5 require
classical channel. The following notations are used to carry out BB84 QKD protocol.

− b ∈ {0, 1}n: Sender’s bit string b, n is the original length of the secret key.
− d ∈ {0, 1}m|m ≤ n: Receiver’s bit string d.
− θa ∈ {+, X}n: Sender’s basis in string.
− θb ∈ {+, X}m|m ≤ n: Receiver’s basis in string.

• Step 1: Sender preparation of qubits. Sender prepares qubits in sequence manner by
choosing random bits b ∈ {0, 1}n and representing those using corresponding random
basis θa ∈ {+, X}n, where ‘+’ and ‘X’ are rectilinear and diagonal basis respectively.
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|Φ⟩ (b, θa) is denoted as a state for n photons that encodes the bits b[x] in the basis
θ[x] for every x ∈ n and transmits to the receiver through quantum channel.

• Step 2: Receiver measurement of qubits. Receiver measures each of received qubits
|Φ⟩ (d, θb) using either the rectilinear basis {|Φ⟩ (0, +), |Φ⟩ (1, +)} and diagonal basis
{|Φ⟩ (0, X) and |Φ⟩ (1, X)}. If receiver’s measurement, i.e., |Φ⟩ (d, θb) matches with
sender’s |Φ⟩ (b, θa), then they will share the same bits.

• Step 3: Receiver reports basis. Receiver reports his basis randomly through the
classical channel denoted as S.

• Step 4: Sender confirms the qubits. Sender confirms the correctness of basis to
receiver.

• Step 5: Sifted key. Both discard the bits for which the measurement is incorrect and
the correct bits is the secret key known as sifted key represented as k [3].

4. Classical Key Distribution Algorithms. The significance of QKD is shown by
comparing the time taken for secret key distribution with symmetric and asymmetric
classical key distribution algorithms. RSA public key algorithm and Advanced Encryp-
tion Standard (AES) are taken as examples for asymmetric and symmetric algorithm
respectively to illustrate the defined problem.

4.1. Asymmetric algorithm. The RSA is an asymmetric algorithm in which the plain-
text and ciphertext are integers between 0 and n − 1. Preferably, the numbers should be
large in order to avoid attacks. The encryption key or public key KU is a pair of positive
integers (e, n) and the decryption key or private key of KR is a pair of positive integers
(d, n). The values of n and e are known to both sender and receiver and the value of d is
known only to the receiver.

For plaintext M and ciphertext C, the encryption and decryption processes are of the
following forms, for some n [9].

Plaintext M = Cd (mod n)
Ciphertext C = Me (mod n)

4.1.1. Key generation. The following steps will explain the key generation process of RSA
algorithm.

• Step 1: Select p, q where p and q are both prime numbers
• Step 2: Calculate n = p × q
• Step 3: Calculate ϕ(n) = (p − 1) × (q − 1) where ϕ(n) is Euler totient function
• Step 4: Select integer e where GCD (ϕ(n), e) = 1 and 1 < e < ϕ(n)
• Step 5: Calculate d where d = e − 1 mod(ϕ(n))
• Step 6: Public key KU = (e, n)
• Step 7: Private key KR = (d, n)

4.1.2. Primality test. Primality test is a practical probabilistic algorithm for testing large
numbers in random fashion, for testing whether a number is prime or not. The inputs
to RSA algorithm are two large prime numbers; hence the numbers have to be tested
for primality. There are several primality test algorithms [21,22]. The complexity of
algorithms for testing will vary.

4.2. Symmetric algorithm. The Advanced Encryption Standard (AES) is a symmetric
encryption algorithm. It operates on data block of 128 bits called as State. The State
is organized as a four by four byte matrix. The key lengths are 128, 192 or 256 bits
implemented on 10, 12 or 16 rounds respectively. AES encrypts an input block by applying
the same round function. The iterations of round function alter the State by applying
non-linear, linear, and key-dependent transformations. Each round transforms 128-bit
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State into a modified 128-bit State. Every byte of the State matrix is affected by four
transformations [10].

5. Implementation and Results. The comparison of time taken for secret key distri-
bution between classical (asymmetric and symmetric) key distribution and quantum key
distribution is implemented.

5.1. Comparison of time taken for key distribution between asymmetric and
quantum key distribution. The implementation is shown using MatLab R2014a [11].
Two parameters are taken into consideration: 1) key generation time and 2) key dis-
tribution time. Assuming both the channels (classical and quantum) are secure, the
implementation is carried out between RSA public key algorithm [9,10] vs. BB84 QKD
protocol. The time is measured in seconds. The unit for key size is bits and qubits for
classical key distribution and QKD respectively.

Table 1 shows the comparison of time taken for RSA public key distribution and BB84
QKD protocol for 128, 256, 512, 1024 and 2048 length of key. It is observed that BB84
takes less time to distribute key. There are differences of 15s, 17s, 21s, 25s and 29s for
128, 256, 512, 1024 and 2048 key sizes respectively. It is plotted in Figure 3.

Table 1. Comparison of time taken between asymmetric key distribution
and quantum key distribution algorithms

Key size (in bits/qubits) 128 256 512 1024 2048
Time taken for key
distribution (in s)

RSA algorithm 0.063 0.096 0.135 0.172 0.218
BB84 QKD protocol 0.048 0.079 0.114 0.147 0.189
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Figure 3. Comparison of key distribution between RSA algorithm and
BB84 protocol



376 V. PADMAVATHI, B. VISHNU VARDHAN AND A. V. N. KRISHNA

5.2. Comparison of time taken for key distribution between symmetric and
quantum key distribution. Table 2 exhibits the comparison of time taken for AES
symmetric key distribution and BB84 QKD protocol. The length of the key is 128, 192
and 256 (bits/qubits). There are differences of 11s, 13s and 17s for 128, 192 and 256 key
sizes respectively which is plotted in Figure 4.

It has been explored that the time taken to distribute key with BB84 QKD protocol is
less when compared to classical key distribution algorithms. The basis for the difference
in time is, in the classical key distribution algorithms the preprocessing (choosing num-
bers, testing for primality of a number, etc.) should be fulfilled in order to generate and
distribute the key.

Table 2. Comparison of time taken between symmetric key distribution
and quantum key distribution algorithms

Key size (in bits/qubits) 128 192 256
Time taken for key
distribution (in s)

AES algorithm 0.059 0.071 0.096
BB84 QKD protocol 0.048 0.058 0.079
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Figure 4. Comparison of key distribution between AES algorithm and
BB84 protocol

6. Conclusions and Future Directions. By means of laws of quantum mechanics, the
requirement of quantum cryptography in solving key distribution problem is proven. The
laws of quantum mechanics are the reason to raise the fact that quantum cryptography is
so effective. The photons are the predominant elements in QKD; hence the transmission
is fast and provably secure. The qubits cannot be replicated and when measured in in-
correct basis leads to detectable traces of eavesdropping attack. It is clearly exhibited the
significance of distributing key using quantum cryptography over classical key distribution
methods. Thus, this paper marks the significance of QKD. Further, the quantum gates
can be embodied into QKD protocol to make even more tangle for the eavesdroppers to
deduce the key. Also a method for authentication is included to the protocol and can be
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implemented in security applications. Hence, we determine the security of using a sifted
key distributed through QKD protocol will afford potential for the systems.
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