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Abstract. Although the convenience of the Internet has changed contemporary society,
lifestyles, and interpersonal communications, it has also enabled various network intru-
sions that attempt to seize fame or profits through manipulating Internet functionality,
computers, software, or the social weaknesses of the users. Attackers have leveraged
new technologies and developed new techniques to deploy an endless array of tactics and
skills. However, conventional cybersecurity education often relies on classroom teach-
ing instead of practical tasks using real machines, because actual machine practice often
provokes attacks or abnormal network traffic. This article used Emulab as a testing plat-
form to provide a controllable environment that enabled quick deployment, adjustment,
and measurement of both offensive and defensive cybersecurity experiments. Through
the integration of cyber-attack and defense maneuvers within predetermined scenarios,
as well as related cybersecurity questions, this article compiled data regarding the op-
erations and responses of the participants in the exercises. This enabled analysis and
improvement of the attack and defense maneuvers, the scenarios, and the platform.
Keywords: Cybersecurity, Training platform, Emulab, Attack and defense

1. Introduction. With the advent of the Internet and information technologies, an in-
creasing number of Internet-based services have become established. Numerous people
have come to rely on the Internet for information exchange and communications. How-
ever, the new technologies and changes in both network technology and user habits have
also enabled an increasing number of attacks with ever-changing techniques. Cyberattacks
are no longer restricted to predictable techniques; a salient example of an unpredictable
cyberattack is the advanced persistent threat (APT) that has become quite common in
recent years [1,2]. APT refers to a clandestine, prolonged, and continuous hacking pro-
cess to infiltrate a targeted entity for specific gains. ATPs do not always use cutting-edge
techniques; rather, they may rely on slow-paced and varied methods to find the most
effective tactics against a specific entity.

In response, defenders have also developed numerous countermeasures, such as web
application firewalls [3-5], and digital forensics [6,7], and must rely on multiple security
equipment to mitigate the losses and risks incurred by attacks [8,9]. Therefore, effective
analysis of attack techniques and their weaknesses, as well as the development of rational,
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adequate, and minimally resource-intensive defense mechanisms, is an imperative research
focus of information security. This emphasis on effective analysis also requires investment
in information security education.

The prevalence of the Internet and the growing awareness of information security have
prompted numerous countries to invest in network security education. For example, in
2010, South Korea launched its “Best of the Best” cybersecurity leader training program,
in which governmental agencies and corporations recruited and trained outstanding stu-
dents from schools nationwide, who contributed to the country’s victory in Capture the
Flag (CTF) at DEFCON 2015.

The United States has also announced a cybersecurity plan for the upgrading of informa-
tion security in both the public and private sectors. Part of the budget is directed toward
cybersecurity training, because the government has an enormous demand for cyberse-
curity personnel despite their acute shortage. To alleviate this issue, the United States
has established a Cyber Corps Reserve program that offers scholarships to prospective
students in exchange for their service in the federal government after graduation [10]. A
Cybersecurity Core Curriculum has been formulated to ensure cybersecurity graduates
who wish to join the federal government have the requisite knowledge and skills. Some cy-
bersecurity experts who join the federal workforce may qualify for student loan forgiveness
programs.

Several types of information security education were proposed in 2006 [16], such as aca-
demic qualifications, professional certifications (e.g., CISSP, SSCP, CISA, GISEC, and
CEH) and vendor-specific certifications (e.g., MCSE, CCSP, CompTIA, Security+, and
TISIA). Previous training programs often did not include adequate hands-on training.
Because network technology has advanced, these types of information security educa-
tion currently include considerable amounts of hands-on training. For example, the EC-
Council provides a cloud-based environment called iLab for practical hands-on training
[40]. Cisco offers the CCNA Cyber Ops certification program, in which virtual machines
are provided for the exercises.

One training method is hands-on operation of real machines. Trainees practice, learn,
and conduct their experiments on real machines, such as personal computers, switches or
firewalls. During training sessions, trainees can touch, log in to, and use actual machines.
The costs of labor, time, locations, and equipment pose a great challenge to training
students in attack and defense exercises on real machines.

Security concerns have motivated some researchers to conduct attack defense, and hon-
eypot exercises through virtual machines [41,42]. Building a training environment with
virtual machines to enable hands-on operations is simple. With the growth of virtualiza-
tion technologies, a substantial body of security research has been conducted on virtual
machines. Virtual machines cost less than actual machines and the environment can
be easily rebuilt. Any state of a virtual machine can be saved as a snapshot. Because
security-related training is dangerous and may be harmful to the operation system, the
trainer can take a snapshot of the machine’s original state and return the machine to its
original state after any training session.

This paper presented a training course with easy deployment and flexible construction.
Users only need to log in to the VPN server, and act like real hackers to do the security
training works legally. The training course can be adjusted according to the examinee
from beginner to the expert. This paper also presented a step by step penetrate testing
procedure for an example and examinee can realize how a hacker can get into my system
and steal the important information. In the experiment, participants are trained with the
hacking skill and also the behaviors of participants are recorded during the experiment.
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According to the aforementioned assertions, this article designed and implemented a
cyberattack and defense exercise with flexible scenarios, and collected the participants’
attack and defense operations on the platform for the further analysis. This analysis facil-
itated improvements to the operability and efficiency of the attack and defense platform,
attack and defense tactics, and scenario designs. Regarding the structure of the present
article, Section 2 reviews relevant literature and best practices. Section 3 explains the
proposed platform, Section 4 discusses the scenarios for the exercise and the actual out-
comes of the exercise, and recommendations for future studies, possible improvements,
and the conclusions are drawn from the exercise in Section 5.

2. Related Works. Emulab [11-13] is a testbed that has been developed at the Uni-
versity of Utah since 1999. Emulab can provide unlimited experimental environments in
which researchers can develop, debug and evaluate their systems. Emulab is also designed
for education. Emulab can coordinate a composite system that includes numerous physi-
cal computers as nodes. Each computer has six network interface cards. The first network
interface card manages user logins, power on signals, power off signals, and other control
signals. The other five network interface cards are connected to a hardware switch. Em-
ulab can manage various virtual local area networks (VLANs) and connect one or more
VLANs to each computer in this system. Each user navigates to a web interface to re-
quest the resources or access the topology of the network. Emulab allocates all resources
within this system. Emulab incorporates modern virtual technology into its new testbed,
Cloudlab [14]. In Cloudlab, the nodes and network interfaces are generated by OpenStack
[15].

Traditional training on cybersecurity mainly focuses on academic qualifications, pro-
fessional certifications and vendor-specific certifications [16]. A professional takes courses
and exams to obtain certifications that prove that the aforesaid professional has a particu-
lar set of cybersecurity skills. The trend has been to use certification courses and hands-on
training to produce formal guarantees of cybersecurity professionalism. However, students
must pay exorbitant fees to attend these types of professional training courses. Further-
more, because examinees can acquire standard solutions from previous exam questions,
exams can become exercises in rote memorization rather than professional skill.

E-learning and massive open online courses (MOOCs) have effectively disseminated ba-
sic knowledge about cybersecurity. The most prominent MOOC websites offer numerous
courses about cybersecurity, information security and cryptography [44-46]. In [43], the
authors discussed the role of MOOCs in higher education and raised concerns regarding
quality and completion rates. Similar concerns can be raised for information security ed-
ucation. In [22], a tutoring system was presented. Teachers were able to manage lessons,
exercises, lectures and homework for students just like in a typical MOOC. However,
online courses of this type always lack hands-on exercises.

Thus, numerous studies have used cloud environments with virtual machines or con-
tainers to build e-learning laboratories [17-21]. In [15], a security lab based on software-
defined networks (SDNs) was presented with Cloudlab. Five SDN security experiments
were presented for training. The main purpose of [15] was to encourage the students to
conduct SDN security research; thus, the experiments were independent and suitable for
coursework. VMs can easily be deployed in a few seconds; however, some experiments
are not suitable for VMs such as distributed denial of service (DDoS) attacks and the
implantation of malware into VMs [47-50].
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Live exercises and hands-on training sessions are also solutions for training cybersecu-
rity, because students who attend the courses can learn how to detect that a cyberattack
is happening [23,24]. However, these types of exercises focus on the procedures of network
attacks and tend to lack training regarding defense or monitoring mechanisms.

CTF [25-29] (Jeopardy) is a special information security competition akin to a war
game. In the competition, numerous questions are released to the participants, who
solve them with skills such as web technology, digital forensics, decompilation, and packet
analysis. Points corresponding to the difficulty of the question are awarded for correct
answers.

Another type of CTF is attack and defense. Each team is assigned to guard a machine
or service and to attack the machines and services of the other teams. Targets can be
hacked by impeding operations or gaining access authority. Students can receive the
best training in both attack and defense because the exercise is run in real or emulated
environments. However, these types of activities require considerable resources. In [17],
the authors presented a CTF scenario generator for virtual machines. DEFCON [30,31] is
presently the world’s most famous hacker convention [32]; it is held annually in Las Vegas,
with participants from all over the world. A participating team must pass a qualifying
match known as the DEFCON CTF Qual, which is conducted in the CTF (Jeopardy)
style, before proceeding to the final, in which 10 teams compete in the attack and defense
style.

In the large scale cybersecurity training can be involved with several nations. Locked
Shields is an international cybersecurity exercise initiated by NATO, which involves over
1500 virtualized system, over 1700 attacks and lasts over half a year from conception
to conclusion [33]. Its major players are as follows. (1) Blue Teams: The Blue Teams
play a leading role in the exercise, who are tasked to guard an established network with
predetermined loopholes. Each of the Blue Teams is assigned one or two legal consultants.
(2) Red Team: The Red Team is the antagonist that attempts to invade or disrupt the
networks of the Blue Teams. The Red Team is made aware of the loopholes in the Blue
networks in advance, and it is also allowed to probe loopholes in the Blue networks before
the start of the exercise. (3) White Team: The White Team organizes the scenarios to
serve the goals of the exercise. The White Team also develops attacking tactics and rules
with the Red Team. (4) Green Team: The Green Team is in charge of the technical aspects
of the exercise. (5) Yellow Team: The Yellow Team collects and analyzes information from
the exercise, and delivers the latest developments to the control center.

Cyber Storm is a biennial cybersecurity exercise initiated by the United State Depart-
ment of Homeland Security (DHS) in 2006 [34]. The exercise tests how well individual
agencies in both public and private sectors are able to withstand attacks and ward off
industrial espionage, for which purpose the participants must identify and defend hacking
attacks. Over 100 agencies and organizations took part in the first Cyber Storm exercise,
including the Central Intelligence Agency, National Security Agency, Microsoft, CERT
Coordination Center, Federal Bureau of Investigation, US Secret Service, NORTHCOM,
American Red Cross, and Public Safety and Emergency Preparedness Canada. At present,
it has been held five times; a recent exercise was designed as a set of building block ex-
ercises that allowed the participants to delve deeper into particular electronic security
issues, and continued to enhance the cyber incident response community’s capabilities
through further collaborations with the DHS. However, this kind of large scale will cost
large resources for holding an event.

3. Proposed Architecture. The proposed cyber-attack and defense training program
can be divided into the pre-training module, environment module, scoring module, and
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Figure 1. Structure of the program

the post-training review. A more in-depth description of the program follows. Based on
the scenarios planned for the exercise, the program can be split into the modules shown
in Figure 1.

3.1. Pre-training. The pre-training module is used for teaching students cybersecurity
skills related to the pertinent scenarios and how to use the attack and defense platform.
For example, if the scenario addresses how to use the exploit of an application to obtain
system access, the teacher should provide pertinent knowledge about exploits. Students
who receive such knowledge can understand the types of cyberattacks they will experi-
ence. In several scenarios, the pre-training procedure is not required, because the exercise
can demonstrate the real practices that hackers follow when they must attack without
sufficient reconnaissance information. Learning to think like a hacker is an important
part of security training. Moreover, pre-training can be entirely completed through on-
line learning; the users can take the exam at any time after the course. This convenient
scheduling resembles the scheduling of most MOOCs.

3.2. Environment module. The purpose of the environment module is twofold: to con-
figure the operational environment for the exercise (including the environmental settings,
related operating systems, vulnerabilities of the host, and questions for the test) and to
generate related environmental records to expedite processing of the procedures when the
session is run a second time.

The main functions of this module are as follows.
1) Scenario selection: The user selects scenarios for the test, such as web infiltration

attacks, host vulnerability scanning, distributed denial-of-service attacks, or other attack
and defense scenarios.

2) Topology mapping: After choosing a topology layout, the user receives a default
topology from the system. At this stage, the user is also allowed to add offensive or
defensive nodes in the topology, lest the procedure degenerate into monotonous kit instal-
lation and instruction execution owing to a predictable topology.

3) Questions: The questions, with an emphasis on problem solving, are placed in the
nodes during topology mapping as challenges for the users.

4) During each test, data related to the nodes, software, topologies, and so on are
recorded by the system, so as to expedite the environment module when the user runs
the session a second time.
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Furthermore, the environment module also monitors the nodes in the topologies with
a pre-installed agent for the test. This agent is responsible for sending the processes,
services, files, and related instructions from the monitoring hosts back to the central
monitoring host.

3.3. Scoring module. The primary role of the scoring module is to check the partici-
pants’ scores and control the progress of the exercise. Participants can check the progress
of their team on a designated webpage, and view the problems that are unsolved.

The main functions are:
1) Scoreboard: A web-based display interface that shows the scores and progress of the

participants;
2) Question answering system: Upon obtaining the key to a question or fulfilling the

objectives of the question, the participant can enter the key to the question answering
system as proof, whereupon points are awarded;

3) Protection mechanism: The scoreboard is one of the most frequently attacked targets
in the system because it controls the score and progress. For example, the participants
may break the scoreboard’s encryption to acquire the scoreboard key rather than the
given questions. Hence, various protection mechanisms, such as a 60-second interval for
key uploading or DDoS detection are necessary.

3.4. Monitoring module. The primary role of the monitoring module is to record rel-
evant packets and logs during the test for review after the test and for use in follow-up
tests as illustrated in Figure 2.

Figure 2. Architecture of monitoring module

The main functions are as follows.
1) External network traffic monitoring: The system records the packets transmitted be-

tween the participant’s host and the platform. All packets transmitted by the participant
after logging into the platform are recorded.

2) Internal network traffic monitoring: All of the communications between the nodes
after the participant logs into the platform are recorded. The monitoring module reports
all of the monitored packets to the central monitoring host. Any abnormal traffic is clas-
sified on the basis of predetermined rules, and if the rules must be modified on the spot
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or later, the module can also be used to display traffic analysis under different rules. In
the experiment, administrators must know what type of network behaviors the users are
undertaking, so that the administrators can break the connection if the users’ actions
might harm the experimental system.

3) Host log monitoring: Host log monitoring is the set of actions required for monitoring
and analyzing resources or user behavior on the hosts in the experiments. The monitoring
should include system activities, logs, files/dictionary, port changes, and related items
This monitoring can provide teachers with insights regarding the thought processes of
students. If the host log indicates that the users did not attempt the right solution, the
administrators can give hints or lower the difficulty.

3.5. Post-training review. The primary role of the post-training review module is for
the participants to review their performance levels after the conclusion of the test, and
one of the primary indicators of a participant’s performance is the score. In addition,
when the number of participants increases, this module can also be used to compare the
methods and techniques of different participants.

Under this framework, the environment module provides questions and answers to
the scoring module, which awards scores accordingly. The network traffic monitoring
module is informed of the nodes and corresponding ports. The scoring module passes the
scores to the post-training review module for review, and simultaneously receives process
information from the network traffic monitoring module; the scoring module controls the
progress of the exercise on the basis of that process information. The network traffic
monitoring module sends information regarding the packets and the methods it recorded
to the post-training review module, which determines what follow-up actions to take.

4. Implementation. To verify the practicability of the proposed platform, a number of
Taiwanese organizations were invited to conduct a training session with both attack and
defense exercises and CTF competitions. The settings for both approaches are outlined
as follows.

The training sessions were all conducted on the Testbed@TWISC [35] platform. Testb-
ed@TWISC is a test platform that integrates the Emulab system authorized by the Uni-
versity of Utah (United States) and customized software kits and firmware [36]. It has
undergone successive expansions and updates since its establishment in 2007. Using real
machines to conduct cybersecurity emulations, Testbed@TWISC offers the isolation re-
quired by attack and defense training education, and can quickly deploy attack and de-
fense scenarios, providing a topology and hosts environment for the training course. The
Testbed@TWISC platform included remotely controlled nodes, allowing the users to con-
duct attack and defense maneuvers online, without being subjected to site restrictions
[37,38].

4.1. Scenario. The scenario was that the participants were members of a hacker group
that intended to break into the host computer of an adulterated food supplier, to steal the
encrypted files within, to decrypt them, and then to publish them online. The topology
and related processes of the attack and defense scenario were as shown in Figure 3.

In the initial, the users were only informed the initial environment. The scoreboard
will show the webpage of the food company, and users were instructed to find some
vulnerabilities in it and break into the webpage server. Once this had been achieved, the
participants were entering the inside environment that infiltrate the company’s Intranet
and discreetly monitor the packets to extract confidential data, through which they could
crack account names and passwords for the Intranet server. Subsequently, they could
locate secret files in the computers of staff and bigboss, decrypt the files, and send the
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Figure 3. The topology of the scenario

Figure 4. Appearance of scoreboard

key to the score board to get scores. This would bring the attack and defense session to
an end.

4.2. Scoreboard. Users of the scoreboard consisted of the administrators and test par-
ticipants, who employed the scoreboard in the following manners.

The administrators (admins) are key figures in charge of the whole process of attack and
defense. They have full access to the system, and they are frequently updated regarding
the progress of the participants. The major operations of the administrators are as follows.

Log in as “admin”, and see “Scoreboard”, “Challenge”, and “Dashboard” options in
the interface. As shown in Figure 4, the scoreboard displays the current scores of the
participants (teams). It can also compare the scores with those of previous tests.

The challenge contains the questions for the test, and the administrators have access
to all of them; the participants, however, must obtain a key to unlock a new question
(Figure 5). To prevent any bottleneck in the exercise, the administrators are allowed to
give out hints at certain milestones.

The dashboard consists of three subpages. Of the three, questions is the subpage on
which all of the test questions and corresponding keys can be set (Figure 6).

To control the progress of the participants, attemption subpage can be used to list the
information uploaded by the participants. If the information from a participant is found
to be incompatible, the administrators can give the participant some concerned suitable
hints (Figure 7).

The participants can access the scoreboard after logging in the VPN. In the scoreboard,
the participants are allowed to check on the current score and test questions.
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Figure 5. Appearance of the challenge

Figure 6. Layout of the question subpage

Figure 7. Information uploaded by the participants

Upon entering the challenge subpage, the participants are shown of the questions avail-
able to them, each of which can be displayed by clicking as shown in Figure 8.

The participants must upload the key to a question. A “failed” message will pop up
if the participants fail to do so; conversely, successfully uploading the key will solve the
question, earn score points, and unlock a new question.

4.3. Network traffic monitoring. Three tools, namely Netflow, Netflow Inside Topol-
ogy, and Packet Dumping, record the operations of the participants and display it through
an interface.

The Netflow tool concerns the original readings of the network traffic, and it records
all the traffic of a host.
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Figure 8. Example of a question

Figure 9. Interface of the Netflow tool

Figure 10. Netflow Inside Topology interface

As shown in Figure 9, all of the communications between the participants and the host
are recorded by the Netflow tool.

During the test, participant traffic is directed to the topology through a virtual private
network; the real traffic of the participants is recorded by Netflow Inside Topology (Figure
10).
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Figure 11. Pcap download

Figure 12. Interface of the detail screen

After the attack and defense test, if the network traffic of the test must be analyzed,
the system’s Pcap files can be downloaded for that analysis (Figure 11).

4.4. Host monitoring. The monitoring is conducted by OSSEC [39], an open-source
host-based intrusion detection system that has a client installed on each host to record a
log for each host system. When a monitored action matches the default rules of OSSEC,
an alert is issued, and a complete log is recorded in the database.

The interface displays recent critical alerts in chronological order; the icons at the lower
part of the interface represent the rules and present a brief description for each of them.
Clicking on the detail button at the upper right corner reveals more details (Figure 12).

The screenshot clearly shows the attempts of participants who sought to access the
web host. Aside from these actions, login and logout actions, root access applications,
monitoring of ports, the addition and removal of files are also recorded and can be accessed
by changing the choices in source and category. In the event that a massive amount of
information is required, a comma-separated value file can also be downloaded for further
analysis.

5. Conclusion. A platform based on Emulab was planned and designed. This platform
was dedicated to training and experience exchange. The cybersecurity attack and defense
exercises provided through this platform trained the participants regarding the methods,
techniques, and mechanisms used in attack and defense maneuvers. Furthermore, the
experiences and data obtained through the exercises are also instrumental for the testing
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and improvement of the platform’s practicability for cybersecurity tests and exercises.
The research team generated numerous operating system image files, attack and defense
databases, and related training materials from the Testbed@TWISC, and integrated them
into the platform.

In the experiment, a fixed cybersecurity attack and defense scenario was used in an
environment designed for a three-party network. Through this experiment, the Emulab
environment of Testbed@TWISC has been proved to be capable of supporting all types
of cybersecurity attack and defense exercises, so long as the scenarios used have been well
planned and designed.

Additionally, testing the proposed platform revealed that to collect attack and defense
data accurately under different scenarios – without hampering the attackers and defenders
– is a highly challenging undertaking. Therefore, future development focus will entail an
improved monitoring and data collection mechanism.

In the future, the research team will continue to collect and analyze suitable tools for the
platform. Moreover, the team will pay due attention to the development of scenarios and
environment settings. A future training platform based on an improved Testbed@TWISC
is expected to provide adequate education and training for cybersecurity personnel.
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