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ABSTRACT. Predicate encryption is an encryption paradigm in which a secret key asso-
ciated with a predicate f can decrypt a ciphertext corresponding to an attribute I when
f(I) = 1. In the predicate encryption domain, inner-product based encryption plays an
important role and has been studied for a long time. FEarlier schemes were proven to
be selectively secure. Recently, to obtain a higher security level, it has been adjusted to
a fully attribute-hiding model as well as proven to be adaptively secure. However, the
usage of the dual pairing vector space led to the quadratic growth of the time cost of the
encryption and key generation. This characteristic makes it difficult to apply in some
resource constrained environment, e.g., mobile networks. In this paper, by using dual
system encryption technology combined with mathematical structure of the composite bi-
linear order group, we propose an adaptive secure inner product encryption scheme with
less encryption and key generation time cost. The theoretical analysis and experiment
results show that our scheme has lower space and time complexities. This merit makes
our proposal more suitable for the mobile cloud environment compared with the state-of-
the-art schemes.

Keywords: Public key system, Pairing-based cryptography, Inner product encryption,
Predicate encryption, Function encryption

1. Introduction. In a traditional public key encryption system, a sender encrypts a
message m and obtains a ciphertext by using the public key PK. Only the owner of
the secret key SK can decrypt the ciphertext, and cannot learn any information about
the ciphertext before decrypting it. However, it is not always the case. For example, a
person holding SK only wants to decrypt the specific ciphertext which contains special
attributes. The traditional public key encryption system fails to support it since the
system cannot detect whether the special attributes are contained in the ciphertext or
not without decrypting the ciphertext. Predicate encryption (PE) is a new way to address
the problem of how to estimate whether a ciphertext is associated with some attributes
without decrypting this ciphertext. In a PE scheme, a ciphertext associated with an
attribute I in a set X can be decrypted by a secret key corresponding to the predicate f
if and only if f(I) = 1.

Inner product encryption (IPE) is a special case of PE. In an IPE scheme, each cipher-
text associated with an attribute vector & can be decrypted by a secret key corresponding
to predicate vector ¢ if and only if f7(Z) = 1, which means that v- & = 0. This scheme
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can be applied in many applications, such as searchable encryption [1, 2, 3, 4]. The first
IPE scheme was proposed in [5]. It enables more complex evaluations on disjunctions,
polynomials, and conjunctive/disjunctive normal form (CNF/DNF) formulae. However,
this scheme was proven to be selective security. By using the technology called dual sys-
tem encryption presented in [6, 7], an adaptively secure and weakly attribute-hiding IPE
scheme was presented in [8]. Later, an IPE scheme which was proven to be adaptively
secure in a fully attribute-hiding model was proposed in [9]. Due to the usage of dual
pairing vector space (DPVS) [8, 9], the time consuming of both encryption and key gen-
eration in these two adaptively secure IPE schemes are linear with O(n?), where n is the
size of vector. Therefore, it is necessary to construct a more efficient IPE scheme in time
complexity.

In this paper, we focus on constructing a new IPE scheme that can improve the en-
cryption and key generation efficiency. The contributions are summarized as follows.

1) Using the composite order bilinear group and dual encryption system, we propose
a new IPE scheme which is proven to be adaptively secure in a weakly attribute-
hiding model. Although composite order bilinear group is less efficient than the
prime order one, doing so we can totally discard the awfully time-consuming DPVS
technology with only a very little sacrifice of security. Therefore, our scheme needs
less time to encrypt message with a predicate vector and create public key (PK),
master secret key (MSK) and secret key with an attribute vector.

2) The experiment result shows that the encryption and key generation operations
preformed on the client device in our scheme are more efficient than that in other
schemes [5, 8, 9]. Besides, the time and space cost of creating PK and MSK in our
scheme is linear with n, while that in [8, 9] is linear with n?, where n is the number
of dimensions in a predicate/attribute vector. Since client device is always a mobile
device with less storage space and limited computation capacity, compared with the
previous IPE scheme, the proposed scheme is much more suitable for the resource
constrained environment.

Organization. This paper is organized as follows. In Section 2, we first introduce
some works related to our proposal; then the IPE model and its security model are given;
finally, a brief introduction of bilinear groups is presented and the complexity assumptions
used to prove the security of our scheme are also stated. In Section 3, we propose the new
IPE scheme. The security proofs and the performance analysis of our scheme are presented
in Section 4 and Section 5, respectively. The conclusions are presented in Section 6.

2. Preliminaries. In this section, we first introduce some works related to IPE. After
that, we define the framework of an IPE scheme, and give the formal security model
we will use. Moreover, we give required concepts on composite order bilinear group and
complexity assumptions. Additionally, in order to express these concepts clearly, the
important notations used in this paper are introduced in Table 1.

2.1. Related work. The IPE scheme is a particular case of the PE prototype, which
stems from identity-based encryption (IBE), hierarchical-IBE (HIBE), attribute-based
encryption (ABE) and searchable encryption (SE).

IBE. In an IBE scheme, an authority generates and distributes keys to users with
associated identities, and each user takes advantage of their own identity to encrypt the
message. Note that the encrypted message can only be decrypted with the correct identity.
The earlier IBE schemes were constructed by Boneh and Franklin [10] and Cocks [11].
The improved IBE schemes were proposed in [12, 13].
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TABLE 1. Notations

Notation Description
T Attribute vector
U Predicate vector
PK Public key
MSK Master secret key
m Message
sky Secret key of v
C Ciphertext
n The length of ¥
q The number of the secret keys which adversary queries
i A counter, where i € [1,n]
J A counter, where j € [1, ¢]

HIBE [14, 15] aims for applying a hierarchical structure on identities to the IBE system,
which enable a user holding a superior identity to generate and delegate secret keys
associated with its subordinate identities. The following works focus on the issue of
enhancing the security level and efficiency [6, 7, 16].

ABE. ABE was first introduced by Sahai and Waters [17], and can be classified into
ciphertext-policy ABE (CP-ABE) and key-policy ABE (KP-ABE) [18]. In a CP-ABE
scheme, each key is associated with a group of attributes and each ciphertext corresponds
with an access control policy, while the situation is reversed in a KP-ABE scheme. The
decryption can only be accomplished in the situation where the attribution meets the
access control policy. After that, many researchers try their best to construct secure and
efficient CP-ABE and KP-ABE schemes introduced in [19, 20, 21].

SE. SE can be regarded as the anonymous-IBE (AIBE) introduced in [22, 23], and was
proposed to realize keyword searching over encrypted data with various search functions.
There are two main categories of SE according to its applications: searchable public
key encryption and searchable symmetric key encryption. Over the last few years, many
searchable SE schemes have been proposed, which achieve complex search conditions such
as Boolean keyword search, personal keyword search, and query result ranking [1, 2, 3, 4].

PE and IPE. There are two common cases in the PE domain. One is called hidden
vector encryption (HVE) firstly introduced by [24] and extended in [25, 26], and the other
is IPE firstly proposed by Katz et al. [5]. The first IPE scheme was proven to be the
selective security. In order to construct an adaptively secure scheme, by using a DPVS
methodology, an adaptively secure and weakly attribute-hiding IPE scheme was presented
in [8]. After that, an IPE scheme which was proven to be adaptively secure in a fully
attribute-hiding model was proposed in [9]. In this work, a variant IPE scheme with a
constant size of SK is also proposed, in which the predicate vector must be disclosed as
an additional information. The work given in [27] improved the efficiency of the variant
IPE scheme. In recent two years, under the private-key setting, two IPE works supporting
multi-inputs have been proposed to accelerate decryption process [28, 29]. In addition, a
private-key IPE scheme with strongly full-hiding property was proposed in [30].

2.2. Framework of IPE. The original definition of IPE was presented in [5]. Specifically,
for the class of inner-product predicate, an attribute can be expressed as a vector ¥ and
a predicate, associated with a vector ¥, can be expressed as fz. We have f3(Z) = 1, if and
only if v- & = 0. We denote X as an arbitrary set of attributes and F as an arbitrary set
of predicates over .
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Definition 2.1. [5] An IPE scheme with predicates F and attributes X consists of four
probabilistic polynomial-time algorithms: Setup, KeyGen, Enc and Dec. They are
given as follows.

1) Setup takes as input the security parameter 1", and it outputs PK and MSK.

2) KeyGen takes as input the master secret key MSK and the predicate vector v € F.
It outputs the corresponding secret key skg.

3) Enc takes as input the public key PK, the message m, and the attribute vector T € X..
It returns the ciphertext C.

4) Dec takes as input the public key PK, the secret key sky and the ciphertext C. It
outputs either the message m or a symbol 1.

Consistency in IPE: For all fz € F and ¥ € X, for correctly generated Setup(1™) —
{PK,MSK}, KeyGen(MSK,U) — skz and Enc(PK,m,z) — C, it holds that m =
Dec(PK, sk, C) if - & = 0. Otherwise, it outputs L.

2.3. Security model for IPE. An IPE scheme must ensure attribute-hiding security.
The security definition of IPE called “adaptively secure and weakly attribute-hiding” is
described as follows.

Definition 2.2. [8] An IPE scheme is adaptively secure and weakly attribute-hiding
against the chosen plaintext attacks, if for all probabilistic polynomial-time adversaries
A, the advantage of A in the following experiment is negligible.

1) Setup(1™) is run to generate PK and MSK, and PK is given to the adversary A.

2) A may adaptively make q' secret key queries for ¢’ predicate vectors 01,03, ...,vy. In
response, A is given the corresponding keys sky;, skg, ..., skvg,.

3) A randomly outputs two challenge attribute vectors £?, 1) and two challenge mes-
sages m0, m(V | subject to the following restrictions: for the secret key of the predicate
vector v}, there are vy - £0 # 0 and v} - T £ 0, where [ € [1,¢/].

4) A random bit b is chosen, and A is given C®)— Enc (PK, m(b),f(b)).

5) The adversary A may continue to request keys corresponding to the additional predi-
cates vectors, Vg1, Ugya, - - -, Uy, Subject to the restriction given in Step 3). A is given
the corresponding keys skvqy+1, Skvq7+2, ooy 8k

6) A outputs a bit b, and succeeds if b = b.

The advantage of the adversary A in breaking the PE supporting inner product scheme
is defined as ADV/PE = |Pr(t) = b] — §|.

2.4. Composite order bilinear groups. Composite order bilinear groups were first

used in cryptographic construction in [31]. We use a group with order N which is the

product of four distinct primes and a generator g which takes as input a security parameter

1™ and outputs a description I = (py, p2, ps, ps, G, Gr, €), where py, p2, ps, ps are primes, G

and Gt are cyclic groups of order N = p1papspy, and é : G x G — G is a non-degenerate

bilinear map with the properties as follows:

1) Bilinear: é (ua,vb) = é(u,v)?, where u,v € G and a,b € Z};

2) Non-degenerate: é does not send all pairs of points in G x G to the identity in Gp. If
g is a generator of G then é(g, g) is a generator of Gr;

3) Computable: there is an efficient algorithm to compute é(u,v), for any u,v € G.

We further require that the group operations in G and G, as well as the bilinear map
¢, are computable in deterministic polynomial time with respect to n. Let G,i, Gy,
Gps and Gpa denote the subgroups of G having order py, ps, ps and p4 respectively. For
a,b,c € {1,p1,p2, p3, P4}, suppose that G; = 1, it can be found that G = G, x Gy X G.
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where the subgroup of G with order x is denoted by G,. Furthermore, suppose that
hi € G, and hy € Gg, we can verify that é(hy, he) = 1 if ged(af|N?, N) = N. This is
called the orthogonality property and is a crucial tool in our construction.

For proving the security of our construction, we give the complexity assumptions pre-
sented in [12, 23] as follows.

2.5. Complexity assumptions.

Assumption 2.1. Given a group generator g, we define the following distribution:
G = (N = pipapsps, G, G, €) & g9 & Gpy, 93 & Gps,s G4 & G,
D = (G,91,93,91) Th & Gpipss T2 & Gy,
The advantage of an algorithm A in breaking Assumption 2.1 is defined by:
Advlga(n) = PrlA(D,Ty) = 1] — Pr[A(D,T3) = 1] (1)

Definition 2.3. For any probabilistic polynomial-time algorithm A, if Advlga(n) is a
negligible function of n, we can say that Assumption 2.1 holds for the generator g.

In addition, suppose that T} & Gpapss T £ Gp, or Ty il Gpipsr Tt & Gp,, we can find
that Assumption 2.1 is still correct.

Assumption 2.2. Given a group generator g, we define the following distribution:
R
G = (N = P1DP2P3P4, G> GT7 6) — 49
R R R R
gl)Dl — Gp17 D27B2 — Gpg; 33,93 — Gpg; g4 Gp4

D = (Gaglvg3vg47 Dng, BQB3) T £ Gp1p2p37 Ty £ Gp1p3
The advantage of an algorithm A in breaking Assumption 2.2 is defined by:
Adv2gp(n) = PriA(D,T1) = 1] — Pr[A(D,T3) = 1] (2)
Definition 2.4. For any probabilistic polynomial-time algorithm A, if Advlga(n) is a
negligible function of n, we can say that Assumption 2.2 holds for the generator g.
Assumption 2.3. Given a group generator g, we define the following distribution:
R
G = (N = P1P2P3P4, G7 GT7 e) — 49
R R R R R
Q, s, T «— ZN; g1 — Gp17 QQ,AQ,BQ — sz; gs < Gp37 g4 — Gp4
D= (Ga g1, 92, 93, 94, g?A% ngQa gga Ag)
. R
T = 6(91;91)%, Ty — Gt
The advantage of an algorithm A in breaking Assumption 2.3 is defined by:
Adv3ga(n) = PrilA(D,T1) = 1] — Pr[A(D,T3) = 1] (3)
Definition 2.5. For any probabilistic polynomial-time algorithm A, if Advlga(n) is a
negligible function of n, we can say that Assumption 2.3 holds for the generator g.
Assumption 2.4. Given a group generator g, we define the following distribution:
.\ R
G = (N = P1P2P3P4, G7 GT: 6) — 9

R R R R R
BBy — GPpo’ A1Ay Gp1p4; g2 < Gp27 g3 < Gpg; ga — Gp4
D = (G’ 92, g3, ga, A1A47 EIEQ)

R R
Ty — GP1P2P47 15 — Gp2p4
The advantage of an algorithm A in breaking Assumption 2.4 is defined by:
Advdg a(n) = Pr[A(D,Ty) = 1] — Pr[A(D,T,) = 1] (4)
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Definition 2.6. For any probabilistic polynomial-time algorithm A, if Advlga(n) is a
negligible function of n, we can say that Assumption 2.4 holds for the generator g.

Assumption 2.4 is based on the general subgroup decision (GSD) assumption presented
in [12].

3. Construction for IPE. We now present our core IPE scheme, which is based on the
composite order bilinear group, and can be proven fully secure using the dual system en-
cryption methodology. This scheme we present here is related to the schemes based on the
dual pairing vector space (DPVS) framework in prime order bilinear groups. The intuition
behind the core of the construction is applying a composite order bilinear group instead
of using the DPVS method that needs more encryption time, where the randomness of
the ciphertext and the key depends on two different sub-order groups.
Specifically, the IPE scheme we constructed works as follows.

Setup(1™) The algorithm chooses a bilinear group G of order N = pypapsps (where py,
Da, D3, pa are distinct primes). Let G, denote the subgroup of order p; in G. Randomly
ChOOSng (NS ZN, o; € ZN, ﬂz S ZN, U, € Gpl, A€ Gpl, B, € Gpl, Ay € Gp4, By; € Gp4,
Uy € G,, and g4 € G,,, where i € [1,n], PK is published as:

PK = {N,UiUs, A" Ay, A\* Byi, g1, €(By, Up) } (5)
The master secret key is
MSK = {a,a;, 5, Ui, A1, By, g3} (6)
where g3 is a generator of G,.
Enc(m,Z, PK) Choosing n + 2 random elements s, ¢y, ¢a, ..., ¢y, Cni1 € Zy. For the
vector ¥ = {1, xs,...,2,}, the encryption algorithm creates the ciphertext
C= (00701170127"‘a01na02) (7)
where
CO == mé(Bl, U1>Sa (8)
Chi = (AP AL)™ % (A% By)® x gu% = A Pmted gy, (9)
02 = (U1U4)S X gim'l = UISC4 (10)

In Equation (9) and Equation (10), Cy; = A5 B§,94% and Cy = g3 U; respectively.
KeyGen (¥, M SK) The key generation algorithm chooses r € Zy and generates random
elements R3;, R3 by using g, and raising it to the random exponents modulo N. For a
vector U = {vy,vs,...,U,},

sky = (K117K127-"7K1n>K2) (11)
where Kli = UlT%Rgi, KQ = BloéAlrzzL:l aéjl Rg.
Dec(C, skz, PK) The algorithm computes

é(Cy, Ks)
[1is, e(Chi, Kui)

If 7- v =0, the plaintext m can be required by computing %’)

K():
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Correctness. According to Equation (7) to Equation (11), we have
é(Cy, Ks)
[T, é(Cui, Kuy)
e (U18047 Bla/hTZ?:l %R:s)

K():

H?:l é (Als(ﬂimi+ai)c4i’ UI&R&)

é(Bla Ul)saé(Ab U1>TSZ?:1 %

[T0, &(AL U™ 5 Ay, Uy)rsees
— é(Blv Ul)sa
(A, Uy )rs Sicy avs

Obviously, if - v = 0, then % =m.

4. Security Analysis. To prove the security of our IPE system, we present the con-
struction of the semi-functional key and the semi-functional ciphertext in our scheme.
These constructions will just be used in the proof rather than in the real PE system.
Semi-functional Ciphertext Let g, be a generator of the subgroup G,,. A semi-
functional ciphertext is created as follows: A normal ciphertext {C, C1,, C1o, ..., C},, Ch}
is constructed by the encryption algorithm. Choosing n+2 random elements x, 2.1, 22, - - -,
zen and z. € Zn, Cy is set to be Cf, Cy; is set to be Cf,g5° for each i € [1,n| and Cy is
set to be Chg5*°. The semi-functional ciphertext is

{00701170125"'70171702} (14>

Semi-functional Key Let g, be a generator of the subgroup G,,. A semi-functional
key is created as follows: A normal key {K!,, Ki,,...,K],, K}} is constructed by the
encryption algorithm. Choosing n + 2 random elements &, 21, 2x2, - - . , 2k and 2z € Zy,
K; is set to be K7,g5% for each i € [1,n] and K, is set to be K}g5™. The semi-functional
key is

{K11, K, . ., Ky, Ko} (15)

When using the semi-functional key to decrypt the semi-functional ciphertext, an ad-
ditional factor

g o) 10

is generated. Obviously, if z.z, = Z:.L:l ZeiZki mod po, the decryption will still work.

The security proof of our PE scheme relies on the four assumptions presented in Section
2. The security is proven by using a hybrid method which uses a sequence of games. These
games are described as follows.

1) Gamegeq, This game is the real security game.

2) Gamegestrictea This game is the same as the real game except that the attacker cannot
ask for keys for the vector ¢ = (v1,vs,...,v,) satistying -0 =Y, z;0; = 0 mod pa,
where ¥ = (21,9, ...,x,) is one of the challenge vectors. We will retain this stronger
restriction throughout the subsequent games.

3) Gamey, For each k € [0, q], we define Gamey, which is similar to Gamegesrictea €Xcept
that the ciphertext given to A is semi-functional and the first £ keys are semi-functional.
The rest of the keys are normal. In Gamey, all keys given to A are normal and the
ciphertext is semi-functional. In Game,, the ciphertext and all of the keys are semi-
functional.



216 Y. ZHANG, Y. LI AND Y. WANG

4) Gamepinq, This game is the same as Game, except that the ciphertext is a semi-
functional encryption of a random message. This message is not one of the two mes-
sages which are requested by the attacker A.

5) Game Final, , 1 his game is the same as Gamepina, except that the ciphertext is a semi-
functional encryption of a challenge vector where its first k elements are random and
the rest elements are normal.

It can be seen that Gamepinal, , 1s the same as Gamerinq, and Gamerpina, ,, 1 a game
such that the ciphertext is a semi-functional encryption of a random message and a random
vector. The key point for proving the security of our scheme is to show these games are
indistinguishable in the following lemmas.

Lemma 4.1. Suppose that there exists a probabilistic polynomial time (PPT) algorithm
A such that Advgae,  — AdVGamey. . =€, a PPT algorithm B with advantage > §
in breaking either Assumption 2.1 or Assumption 2.2 can be built.

Lemma 4.2. Suppose that there exists a PPT algorithm A such that Advéamehsmmd —

Advg e, = € a PPT algorithm B with advantage € in breaking Assumption 2.1 can be
bualt.

Lemma 4.3. Suppose that there exists a PPT algorithm A such that Advg,,., . —

Advgyme, = € a PPT algorithm B with advantage € in breaking Assumption 2.2 can
be built.

Lemma 4.4. Suppose that there exists a PPT algorithm A such that Advéameq—
Advéameﬁmlo = €, a PPT algorithm B with advantage € in breaking Assumption 2.3
can be buslt.

Lemma 4.5. Suppose that there exists a PPT algorithm A such that Advéamemmll T

Advggme,. L, =6 a PPT algorithm B with advantage € in breaking Assumption 2.4 can
ma 1,
be buslt.

The proofs of Lemmas 4.1-4.5 are given in Appendix.
Theorem 4.1. If Assumptions 2.1, 2.2, 2.3, and 2.4 hold, then our PE system is secure.

Proof: If Assumptions 2.1, 2.2, 2.3, and 2.4 hold, the real security game is indistin-
guishable from Gamepina,, based on the previous lemmas. In Gamerina, ,, the value
of 3 is information-theoretically hidden from the attacker. Hence, we can say that the
attacker can attain no advantage in breaking our PE system. O

5. Performance Evaluation.

5.1. Theoretical analysis. We denote IPE schemes proposed in [5, 8, 9] by KSW08,
LOSTW10 and OT12 respectively, and compare the proposed scheme with these schemes.
The reason why we choose these schemes is that KSW08, OT12 are the best schemes in
terms of time space complexity and security respectively while LOSTW10 is a trade-off
scheme between security and performance.

Let |T¢|, |T5¢| and |Tye| be the time cost for a pairing operation [31] on G, G3 and G4,
and |Tg|, |T5¢| and |Tyg| be the time cost for the exponentiation operation on G, G3
and G4, where GG, G3, and G4 are a group of a prime order, a composite group of an
order N3 = p1pops, and a composite group of an order Ny = pipopsps respectively. For
evaluating the time complexity, we only take these two operations into account since the
time cost of these two operations is much more than that of other operations like group
add operation. The theoretical analysis of time complexity is shown in Table 2.
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TABLE 2. Comparison with the previous schemes in time complexity

KSWO08 [5] LOSTW10 [8] |OT12 (basic) [9] Proposed
Setup O(n)|Tsg| + |T3¢||O(n?)|Tg| + |To]|O(n*)|Te| + |T.|||O(n)|Tyg| + | Tyl

Encryption An|Tsq| O(n?)|Tg| O(n?)|Tg| 2n|Tyq|
Key generation An|Tsq| O(n?)|Tg| O(n?)|Tg| n|Tyc|
Decryption 2n|Ts,| 2n|T,| 4n|T,| n| Tyl

Compared with the KSWO08, our scheme needs fewer exponentiation operations in the
encryption and key generation phases, and fewer pairing operations in the decryption
phase. In contrast to LOSTW10 and OT12, our scheme only needs O(n) exponentiation
operations in the phase of setup, key generation and encryption. The efficiency of decryp-
tion in LOSTW10 and OT12 is better than ours since the time cost of pairing operations
on a prime order group is much less than that on a composite order groups.

We denote the size of an element of G, G3 and G4 by |G|, |G3| and |G4|, and that of
Gr, Gsr and Gyr by |Gr|, |Gsr| and |Gyr| respectively. The comparison result of space
complexity is shown in Table 3.

TABLE 3. Comparison with the previous schemes in space complexity

KSWO08 [5] LOSTWI10 [8] |OT12 (basic) [9] Proposed
PK size |O(n)|G3|+ |Gsr||O(n?)|G] + |Gr||O(n?)|G| + |Gr|||O(n)|G4] + |Gar|

MSK size O(n)|G3] O(n?)|G] O(n?)|G] O(n)|G4|
SK size (2n + 1)|G3| (2n + 3)|G] (4n + 2)|G| (n+1)|G4|
(2n 4 1)|G4| (2n + 3)|G] (4n + 2)|G] (n+1)|G4]

Cipher size

+|G3T| +|GT| +|GT| +|G4T|

Our scheme is better than KSWO08 since our scheme needs fewer group elements in
ciphertext and key. For LOSTW10 and OT12, the size of PK and MSK is linear with
O(n?) due to using the technique called DPVS, which is less efficient than our scheme.
For the storage cost of ciphertext and key, these schemes are constructed under the prime
order group, which is more efficient than composite order group. However, they need
more group elements than ours in each ciphertext and key. Thus, we need a detailed
experiment (described in Section 5.2) to verify which scheme needs less space to store the
ciphertext and key.

5.2. Experimental results. Table 4 shows the system configuration and the chosen
elliptic curve of our experiments. Specifically, we implemented our construction in JAVA

TABLE 4. System configuration and elliptic curve

CPU Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz
Memory 8GB
OS Windows 7

Program Library | Java Pairing Based Cryptography library (JPBC)

Mathematical Parameters

Elliptic Curve v =23 +1

Group Order 20 + 2 + 1 for random integers 0 < b < a
The default unit is decimal
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with Java Pairing Based Cryptography library (JPBC) [32]. In our implementation,
the bilinear map is instantiated as Type A pairing (base field size is 128-bit), which
offers a level of security equivalent to 1024-bit DLOG [32]. Our experiment was run
on Intel(R) Core(TM) i7-4790 CPU at 3.60GHz processor and 8GB memory size. Our
experiment is based on the artificial plaintext indices with different number of documents
(i.e., D = 200;400; 600; 800; 1000) and different number of dimensions in a document (i.e.,
n = 5;10;15;...;45;50). In these indices, we set each dimension with a unique integer in
a range [—5000, 5000].
The experiment for each IPE scheme consists of the following steps:

1) By running its setup algorithm, PK and MSK can be generated,;

2) Taking PK, test documents and its related vector as input, we preform Enc algo-
rithm to obtain ciphertexts and then store these ciphertexts on our machine;

3) Using a random vector and MSK, we can create a key of this vector by using
KeyGen algorithm; and

4) We apply the Dec algorithm to testing each ciphertext against the key.
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FIGURE 1. Impact of n on the time cost of setup (a), encryption (b), de-
cryption (c) and key generation (d) in KSW08, LOSTW10, OT12 and the
proposal. (D = 600, n = {5,10,...,45,50})

Time Overhead. For test documents with various dimension vectors (n = 5,10, ...,
50), Figure 1 shows that:
1) Figure 1(a) shows that both the proposal and KSW08 have a better performance
than other schemes in the Setup phase;
2) Figure 1(b) indicates that the encryption time in our scheme and KSWO08 is linear
with n while that in LOSTW10 and OT12 is related with n?, and the time cost of
our scheme is nearly a half of KSWO0S;
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3) Figure 1(c) illustrates that the decryption time in all schemes is linear with n, and
the time cost in the proposal is nearly four times more than that in the best scheme
(LOSTW10); and

4) Figure 1(d) shows that, the time-consumption of our scheme is only one-third of
that of KSWO0S in the key generation phase, and more efficient than LOSTW10 and
OT12.

Both our proposal and KSWO08 are using composite order groups as a basic structure.
However, our scheme needs fewer group elements in PK, MSK, ciphertext and key. That is
to say, our proposal requires fewer exponentiation and pairing operations which indicates
that our scheme is more efficient than KSWO08 on the time complexity.

For the DPVS based schemes (LOSTW10 and OT12), we find that the time cost of
these schemes increases with O(n?) in the setup, encryption and key generation phases,
while the time consumption of these phases in our proposal is linear with O(n). However,
the DPVS-based schemes have better performance in decryption phase. The main reason
is that the decryption algorithm in these DPVS-based schemes utilizes pairing operations
over a prime order group, which is faster than the composite order group. Except this
aspect, our proposal has better performance in the rest of phases.

For different sizes of document collection with the same dimension n = 20 (D =
200, 400, 600, 800, 1000), Figure 2 shows that:

1) Figure 2(a) shows that the time cost of encryption in all schemes is linear with
O(D), and the proposed scheme is the best one of all; and

2) Figure 2(b) indicates that the decryption time in all schemes is linear with O(D),
and LOSTWI10 is the best one of all since this scheme is based on the prime order

group.
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FIGURE 3. Impact of n (a) and D (b) on the storage cost of ciphertexts
in KSW08, LOSTW10, OT12 and the proposal (D = {200,400, 600, 800,
1000}, n = {5, 10,...,45,50})

Each document and key has its own attribute and predicate vector, respectively. Thus,
both the encryption and decryption algorithm will preform D times when the document
size is D. In addition, the time consumption in KeyGen and setup phases is indepen-
dent with D since PK, MSK and keys are generated without using the information of
documents.

Storage Overhead. From Figure 3(a), we can find that the storage cost of ciphertexts
in all scheme is O(n). That is because the number of elements in a ciphertext for all
schemes is linear with n. Considering the fact that each document has its own ciphertext,
as shown in Figure 3(b), we can find that the storage cost of ciphertexts in all schemes
is linear with D. Because the number of elements in a ciphertext in our scheme is less
than that in KSWO08, our scheme is better than KSW08. Since LOSTW10 is based on
the group of prime order, it needs less storage cost than the proposal. Although OT12 is
also constructed on the prime order group, its ciphertext needs fourfold group elements
than ours. Thus, our scheme is still slightly better than OT12.

From Table 5, we know that the storage cost of keys in all schemes is linear with n, and
LOSTW10 is the best scheme on the space complexity of keys. From Table 6, we can argue
that KSWO08 and our scheme need less storage cost of PK and MSK. The reason is that
the size of elements in the PK and MSK for the DPVS-based IPE schemes is quadratic to
n while that for KSW08 and our scheme is linear to n. In summary, our scheme is better
than any other schemes in the setup, encryption and key generation phases, but slightly
worse than LOSTW10 and OT12 in the decryption phase. In the practical application,
we can execute setup, encryption and key generation over the client terminals, while the
decryption is executed over the server. Therefore, our proposal is more suitable for mobile
networks, where client device usually has limited computation and storage resources.
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TABLE 5. Comparison with the previous schemes in space cost of keys (100 keys)

Dimension size 10120301 40! 50
Scheme
KSWO08 226 | 433 | 644 | 871 | 1085
LOSTW10 99 | 185|271 | 357 | 443
OT12 181 | 353 | 525 | 697 | 868
Proposal 151 | 288 | 424 | 569 | 698

TABLE 6. Comparison with the previous schemes in space cost of key pair
(PK and MSK)

Dimension size 101 20 | 30 | 40 50
Scheme
KSWO08 3| 5 7 9 12
LOSTW10 23| 80 | 171 | 297 | 456
OT12 76 | 289 | 640 | 1128 | 1754
Proposal 41 6 9 12 15

6. Conclusions. In this paper, we proposed a new IPE scheme with better performance
in encrypting and key generating under an adaptive security and weak attribute-hiding
model. To reveal the efficiency of the proposed scheme, we compared it with the existing
IPE schemes presented in [5, 8, 9] through theoretical analysis and experimental results.

According to the theoretical and experimental analysis presented in Section 4, we can
argue that the proposed scheme is fit for the mobile cloud situation in which users use
mobile device with less storage and limited computation capacity. Specifically, our scheme
significantly reduces the time cost in the setup, encryption and key generation operations
which are performed by clients. Moreover, the proposed scheme also needs less storage
consuming of PK, MSK, ciphertexts and keys. We sacrifice a little security and decryp-
tion time as the slight compromise of the significant efficiency improvement. However,
in the cloud setting, the decryption operation is performed by the cloud server which
possesses strong computation and storage capacity; therefore, we argue that the trade-off
is practical.

The future work is how to design an adaptively secure and fully attribute-hiding IPE
scheme with less time and storage overhead in a prime order group.
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Appendix.

Proof of Lemma 4.1.

Proof: Given g, g3 and g4, B can simulate Gameg., with A. With probability €, A can
generate the vectors ¢’ and Z such that > | x;0; mod N # 0and )", z;u; mod p, = 0. B
uses these vectors to produce a nontrivial factor of N by computing a = ged (>, z;v;, N).
We set b = % Notice that p, divides a and N = ab = pipap3ps, we consider three cases:

1) Case 1: p; divides b.
2) Case 2: p; cannot divide b and p, can divide b.
3) Case 3: a = p1pepy and b = ps.

At least one of these cases must occur with probability > £. In Case (1), B will break
Assumption 2.1. Given g1, g3, g4 and T where T € G, or T € Gy,;,, B can determine
that p, divides b by verifying that ¢;° is the identity element of G. Then B will compute
TP, If T is the identity element of Gr, then T € G,,. Otherwise, T' € G, ,,.

Case (2) is the same as Case (1) except that T' € G, or T' € G,,,,. B can determine
that p; cannot divide b and p4 can divide b by verifying that ¢,° is not the identity element
of G and g¢4° is the identity element of G. Then B will compute 7°. If T? is the identity
element of G, then T' € G,. Otherwise, T' € G,p,.

In Case (3), B will break Assumption 2.2. Given g1, g3, g1, D1Ds € Gp,p,» BaBs € Gp,p,
and T', B can determine that a = p;papy by verifying that (D1 D5)® is the identity element
of G. Then B will compute é(T, (ByBs)?). If é(T, (ByBs)?) is the identity element of Gr,
then T' € Gy, ;. Otherwise, T' € G, pops- O

Proof of Lemma 4.2.

Proof: Given ¢1, g3, g4 and T, B can simulate Gameg or Gamepgestricteqa With A. To
generate the public key, B chooses the random exponents «, a, b, ¢, u, a;, b;, o; and
Bi € Zy and sets 417 Ay = 1P g,b, A\ By = 9% gy, By = g% and U,U, = gigs for
each i € [1,n]. Obviously, U; = g¥. B sends the public key {N, U,Uy, AlﬁiA4i, A1%" By, 94,

é(By, Ul)a} to A. Each time A asks B to provide a key for a vector #/) = (vgj), véj), ol

v,(f)), where j € [1,¢q], B chooses n 4 2 random exponents 75, ¢;1, Cj2, - .., Cjny1 and sets
() W@ ()

v J
(ll’l.}v

Ky = g;“"jTiggji _ Uijiggji and K, = BlaAler?:l 5 ggjn+1.
After that, A sends B two messages m® and m() as well as two challenge vectors
70 = (xgo),xgo),...,x%0)> and 7 = (:Egl),xél),...,xg)). B randomly chooses 3 €

{0,1}. Given Cyy, Cya, ..., Cyy, and Cy € G, randomly (the random elements of Gp, can
be obtained by raising g, to the random exponents modulo N), B generates the ciphertext
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as follows:
Co = mPe(Uy, TY, v = 7= %) 0y and ¢, = 10, (17)
It T € G,,p,, then this ciphertext is a semi-functional ciphertext with z, = a(ﬁiazgﬁ )

+ 041-> and z. = u. Since a, u, o; and (; are chosen randomly modulo N, it can be found

that the value of z.; and z. module py are unrelated with the value of a, u, o; and 3; module
pi. If T € G, this is a normal ciphertext. Therefore, if A can distinguish Gamegestricted
from Gamey with advantage €, B can use the output of A to break Assumption 2.1 with
advantage €. O

Proof of Lemma 4.3.

Proof: Given ¢1, g3, g4, D1Ds, BoBs and T, B can simulate Gameg_1 or Gamey,
with A. Choosing the random exponents «, a, u, b, ¢, a;, b;, a; and 3; € Zy, B sets
A Ay = 1Piga%, A1 By = ¢19%g4%, By = g%, UiUy = gi'g§ and sends the public key
{N, U1U4,AlﬂiA4Z-,A1aiB4i,g4,é(B1,U1 0‘} to A. This sets Uy = gf. When A requests

the j-th key for the vector 79 = ( ) U;J), . ,v,(Lj)>, B generates the normal key or the

semi-function key for the vector v,

For j < k, B creates a semi-function key. Choosing the random exponents r;, z; and
ur; vU) (J)
tii € Zy, Bsets Ki; = g1 % (ByBs)" and K2 Byg, " S5 5 (ByBy)¥. This is a
properly distributed semi-functional key with g2 = By® and gé o= Bylii,
For j > k, B generates the normal keys by choosing the random exponents r;, w; and
wrwl) W)
L € Zy and setting Ky = i 7 (g3)" and K = By, =1 " (gg)
To create the k-th requested key, choosing n+ 1 random exponents wyi, W, - . ., Wint1,
(k) (k)

UU Qg 1)

B sets Ky =T % g5* and Ky = By aaict T (g3)*"**. Tt can be found that zj; =
Bz and 2y, =a ), =7
After the key request phase, A sends B two messages m(® and m®, and two chal-
lenge vectors #® and #). B randomly chooses 3 € {0,1} and generates the semi-

function ciphertext. For the challenge message m(® and the challenge vector 7% =
<:1c§ ) a:gﬁ), . ,a:gﬁ)>, B generates n + 1 random elements Cy, Cys, ..., Cy,, Cy € Gpy by

taking g4 and raising it to a random exponents module N and sets Co =m®?é(D, Dy, U, )*,
)t
Chi = (DyDy)* =7+ 0 and € = (DlDQ)uc4
Note that this sets z. = v and z, = a (ﬁl + az> Since a, u, o; and (; are chosen

randomly modulo N, we can find that the value of z.; and z. module py are unrelated with
the value of a, u, o; and 3; module p;. Suppose that Z? .p*) = S x(ﬁ)v( ) = 0 mod Do,
It be found that z.z; = 2?21 Zeizk; mod po. It means that if 2% . ( ) = 0 mod po, A
has made an invalid key request. This is where we use our additional modular restriction.
Therefore, according to the Gamegesiricted, as long as 70 k) # 0 mod ps, 2, 2, 2k and
ze; are randomly distributed to A.

Besides, we observe that, if B attempts to test whether the k-th key is semi-functional
by creating a semi-functional ciphertext for the vector #*) such that ®#*) = 0 and
trying to decrypt it, B can find that the decryption can still work whether the k-th key
is semi-functional or not since z.z; = Z?:l Zei Zhie

Therefore, we can conclude that, if T" € G),,,, B has properly simulated Games._;.
If T € Gppops; B has properly simulated Gamey. So, if A can distinguish Gamey_;
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from Game;, with advantage €, B can use the output of A to break Assumption 2.2 with
advantage e. O

Proof of Lemma 4.4.

Proof: Given ¢1, g2, 93, 94, 97 A2, i B2, g5, Ay and T', B Chooses the random exponents
a, b, ¢, u, a;, b;, a; and ; € Zxn and sets AP A, = G1Pig,b . A% By = g1%% g%,
By = ¢b, UyU; = gvgs and é(By,Uy)™ = é (g2 Ay, Uy)". Obv10usly, U, = gv Then B
sends the public key {N, UrUy, AP Ay, A1 By, ga, é(B, Ul)a} to A. When A requests

a key for a vector 79 = (vf) vé ), . Uy(f )>, B generates a semi-functional key. It does
this by choosing the random exponents r;, c¢ji, ¢jo, ..., Cint1, tj1, tj2, .-+, ting1 € Zn
v ajod)

. U R ot L ,
and settlng Klz = Ulr] By ATJ ggc“ and K2 = (glaAg) AlTJ Liz By Agrt]n+lggc]"+1 =
(7)

BlaAbA Ti Y i 51 AQTtJanSanH

A sends B two messages m® and m(®, and two challenge vectors #@ and 7). B
randomly chooses 5 € {0, 1}, creates n + 1 random elements Cyy, Cya, ..., Cypn, Cy € Gpy
by taking g, and raising it to a random exponents module N and generates the semi-
function ciphertext as follows:

a if(-'g) 673 S u
Co=mPT™,  Cyy = (giBy) )y, €y = (1B C, (18)
where i € [1,n].

This sets z,; = a <6ix§ﬂ ) + oz,-) and z. = u. Since a, u, a; and [3; are chosen randomly
modulo N, the value of 2z, and z. module py are unrelated with the value of a, u, a; and
B; module p;. If T'= é(g1, g1)*°, this is a properly distributed semi-functional ciphertext
with message m(® and B has properly simulated Game,. If T is a random element of G,
the ciphertext is a semi-functional ciphertext with a random message and B has properly
simulated Gamepinai, -

Therefore, if A can distinguish the Game, from Gamerinq, Wwith advantage €, B can
use the output of AA to break Assumption 2.3 with advantage e. U

Proof of Lemma 4.5.

Proof: Given ¢s, g3, g4, A1As, E1F> and T, B chooses the random exponents b,
¢, u, a, a;, b, o, B; € Zy, generates AP Ay = (A1 Ag)%gS, A% By = (A1 Ay)%gh,
UiUs = (A1Ay)"g5 and é(By, Up)™ = é ((E1E»)°, U1U4)“. This implicitly sets U; = AY
and B; = E Then, B sends the public key {N U1U4,A1 tAyi, A1 By, g4, €(By, Uy) }to

A. Each time B is asked to provide a key for a vector 7) = ( §J>, éj), e ,v,g )>, suppose
that £y = AT, where e, € Z,, then, by choosing the random exponents r;, wj1, wja, - . .,
Wint1s 21, Zj2, - - Zjnt+1 € Zn, B creates a semi-functional key as follows:
) o) o)
Yi T
Kli — (E1E2) Tj [31 gw,]z Zji Ull J 6 E Ti /31 g;‘]]zggh (19>
ago)
K, = (ElEg)ba(ElEg)rj 2i-1 73, g;an+1g§jn+l
- @) (20)
— BaAe”j =1 B EZOH_TJ =15 g;l)jn+1g§jn+1

At some point, A sends B two messages m(®) and m(), and two challenge vectors #© and
(1), Randomly choosing 3 € {0,1}, a random element R € Gp and wy, y;, 2, 72,74, 5 €
Zn, B creates the challenge ciphertext as follows:

Co=R (21)



226 Y. ZHANG, Y. LI AND Y. WANG

When i < k£ — 1, we have

Cui = (A1A)" gy g5 = A" Cyy (22)
where C%, = g gi A}".
When 1 = k,
@ s(B PN
Ci = (A1ﬁkA4k) X (A1 By)® X gi gt x T = A1( i bou) ckr (23)
) ;
where C3, = Ayt Birgstgi.
When i > k+1,
) szl . s R s ﬂﬂgﬁ)Jrai ;
Cri= (A% 40)™ x (A By x gtigi = e, 1)
i szl 2
where C3y = Ay;" Biig5'95'-
CQ == (U1U4)s X g;2g£4 = UfR24 (25)

where Roy = g52g4*U;.

Since A; Ay is chosen randomly in Gy and «;, (5, y;, u, s are chosen randomly in Z,
the value of z.; and z. module py are unrelated with the value of s, u, a; and ; module
p1.

It T"e G,,p,, then this is a properly distributed semi-functional ciphertext with a
random message and a challenge vector where its first & — 1 elements are random and
the rest elements are normal. In this case, B has properly simulated Gamepmallykfl.
If T € Gp popy, this is a properly distributed semi-functional ciphertext with a random
message and a challenge vector where its first k£ elements are random and the rest elements
are normal. In this case, B has properly simulated Gamerina, -

Therefore, if A can distinguish Gamerina, ,_, from Gamepina, , with advantage €, B
can use the output of A to break Assumption 2.4 with advantage e. O



