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Abstract. To solve the problem of small key space of low-dimensional chaotic map
encryption algorithm, this paper proposes a novel digital image encryption algorithm
based on 2D Sine-Chebyshev compound map (2D-SCCM). The algorithm mainly includes
two rounds of scrambling-diffusion encryption operations. The addition of the second
round of encryption is to further spread and scramble the plaintext, thereby reducing the
correlation between the plaintext and the ciphertext. Moreover, the preprocessing part of
the key improves the algorithm’s ability to resist plaintext attacks by associating with the
plaintext information. Experimental results and security analysis show that the proposed
algorithm has enough key space and high sensitivity to keys, and resistance to the varied
attacks. Thence, the algorithm possesses the properties of high safety.
Keywords: Image encryption, Chaotic map, Random sequence, Security analysis

1. Introduction. Currently, multimedia communication is becoming more and more
frequent in an open network environment. The privacy of information has received more
and more attention on contemporary life. Digital images [1] are an important information
carrier for multimedia communications. Image information security has become a highly
concerning issue. The digital image has the inherent characteristics of large volume and
strong correlation in the spatial domain. The general encryption algorithm is not suitable
for image encryption. The chaotic system itself is a complex nonlinear dynamic system,
and it has three characteristics: non-periodic, random-like, and non-repetitive. It is very
sensitive to initial conditions and chaotic parameters, which makes the generated chaotic
sequence have good randomness and complexity. These characteristics are very suitable
for the confidential work of image information [2-4].

One-dimensional chaotic map [5] has the disadvantage of uneven distribution of the
map, which leads to the poor encryption effect of the image encryption algorithm based on
the one-dimensional chaotic map [6]. The problem of small key space, makes the algorithm
unable to resist against all kinds of brute force attacks. Kayalvizhi and Malarvizhi [7]
proposed an image encryption algorithm based on fractional order hyper chaotic Chen
system and DNA operations. 4-dimensional fractional order hyper chaotic Chen system
is used to generate the measurement matrix. Although high-dimensional chaotic maps [8]
have complex chaotic behavior and are difficult to predict, they will cause the algorithm to
have a high execution cost and require relatively high computing power of the computer.
Cao et al. [9] proposed a new two-dimensional Sine improved logistic iterative chaotic map
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with infinite collapse modulation map based on the improved two-dimensional closed-loop
modulation coupling model. Hua et al. [10] proposed a 2D-LSCM-based image encryption
algorithm (LSCM-IEA), which adopts the classical confusion-diffusion structure. The
analysis results demonstrate that LSCM-IEA has better security performance than several
existing algorithms [11-15]. In [16], a novel high dimensional spatiotemporal chaotic
system based on 2D non-adjacent coupled map lattice model is proposed. The application
of this chaotic system in image encryption has achieved very good results. Obviously, the
two-dimensional chaotic map [17-19] effectively overcomes the above problems. In the
paper, a two-dimensional compound chaotic map with variable parameter is designed
based on Sine map and Chebyshev map. This increases the complexity of chaotic map,
effectively expands the key space, and improves the security of the algorithm.
It is becoming more and more popular to use plaintext to attack encryption algorithms.

A good encryption algorithm also needs to have the ability to resist plaintext attacks. In
[8], initial values of chaotic system are updated in real time according to the obtained
cipher image and it greatly improves the ability of resisting known plaintext attack and
chosen plaintext attack. The parameters of the chaotic map in this paper are the keys of
the proposed algorithm. The parameters of the chaotic map have the advantage of high
sensitivity. The proposed algorithm improves the ability to resist plaintext attacks by
linking the grayscale value of the plain image pixels to the key value.
The contributions and innovations of this article are as follows. 1) By using Sine map

and Chebyshev map as seed maps, the perturbation bifurcation parameters are used
to generate composite chaotic maps, which improve the complexity of composite chaot-
ic maps. The key space is effectively expanded, and the security of image encryption is
greatly improved. 2) By combining two one-dimensional chaotic maps into a new compos-
ite chaotic map, the execution cost of the image encryption algorithm is greatly reduced,
and the dependence on the computing power of the computer is reduced. 3) By using
the pixel value in the plaintext matrix information as the basis for generating the initial
key, the ability of the image encryption algorithm to resist plaintext attacks is greatly
improved.
This paper proposes a novel digital image encryption algorithm based on 2D Sine-

Chebyshev compound map. The rest of the paper is organized as follows. Section 2
introduces the basic theory of Tent map and 2D-SCCM. In Section 3, the detailed steps
of the encryption process and decryption process of the proposed algorithm are shown.
In Section 4, the simulation experiment results and security analysis of the proposed
encryption algorithm are presented. Section 5 gives some conclusions of the proposed
algorithm.

2. Introduction to Chaotic Maps.

2.1. Tent map. The Tent map has the advantage of high complexity. The Tent map
equation is defined as follows [20]:

xn+1 =

{

uxn if xn < 0.5,
u(1− xn), else

(1)

where the system parameter xn belongs to (0, 1). When µ1 belongs to [0, 2] and the initial
value x0 of the system belongs to (0, 1), Tent map can enter the chaotic zone.

2.2. A new chaotic map. Sine map is a kind of one-dimensional chaotic map. Its
equation is defined as follows:

xn+1 = FS(µ, xn) = µ× sin(π × xn) (2)
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where the range of the parameter µ is (0, 1], xn is the output chaotic sequence, and xn

belongs to (0, 1). Its bifurcation diagram is shown in Figure 1(a).
Chebyshev map is also a kind of one-dimensional chaotic map, and its equation is

defined as follows:

xn+1 = FC(a, xn) = cos(a× arccosxn) (3)

where the control parameter a is less than 1, the system has no chaotic characteristics;
where the control parameter a is greater than 1 and less than 1.3, the system will have
a clear blank window. The chaotic interval of the system is divided into two parts by
blank windows. However, at this time the system is not a bi-periodic function. And the
system has no ergodicity in the interval [−1, 1]. Only when the absolute value of the
control parameter a is not less than 2 can the map really enter the chaotic zone. Under
the condition of infinite precision, a non-periodic chaotic real value sequence of infinite
length can be generated, and xn belongs to −1 to 1. Its bifurcation diagram is shown in
Figure 1(b).

(a) (b)

Figure 1. The bifurcation diagrams of the (a) Sine map; (b) Chebyshev map

The compound chaotic maps participating in the encryption algorithm are defined as
follows:

{

xn+1 = mod(tan(n)× FS(µ, xn), 1)

yn+1 = mod(tan(n)× FC(a, yn), 1)
(4)



















xn+1 = mod(tan(n)× µ× sin(π × xn), 1)

yn+1 = mod(tan(n)× cos(a× arccos(yn)), 1)

µn+1 = µ1 + c|yn|/2 + c|yn|/2
2 + · · ·+ c|yn|/2

n

an+1 = a1 + cxn/2 + cxn/2
2 + · · ·+ cxn/2

n

(5)

where c is a weighting parameter, and c is 0.1 in this paper [21]. As we all know, a
multi-dimensional dynamic system with a positive maximum Lyapunov exponent (MLE)
value will be chaotic. The MLE value of the proposed 2D-SCCM is calculated using the
method reported in [22]. MLE = 0.2602 is obtained when µ = 0.99 and a = 2.4828
are set in Formula (5). Its trajectory is shown in Figure 2. Encryption algorithms for
low-dimensional chaotic maps often have the limitations of small key space and small
amount of calculation. In order to improve the security of chaotic encryption algorithm,
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Figure 2. Trajectories of the proposed 2D-SCCM with parameters µ =
0.99, a = 2.4828, c = 0.1

this paper adds minor changes in Sine map function and Chebyshev map function to
increase the complexity of chaotic map. The four variables of the proposed 2D-SCCM
affect each other. One of the variables changes a little bit, and all the variables of the
proposed 2D-SCCM will change. This leads to a change in the overall chaotic map.

3. The Encryption and Decryption Process of the Proposed Algorithm.

3.1. Encryption process. The image encryption scheme has two rounds of scrambling-
diffusion operations as a whole. The flow chart of the algorithm encryption process can
be seen in Figure 3.
Step 1: The plain image I to be encrypted is read, and its size is acquired as M ×N .
Step 2: Three random numbers ranging from 0 to 1 are generated. The sum of all

pixel values of plain image I is calculated. Finally, all values of an array X of size 1× 4
are saved. The initial values and parameters of the two chaotic maps are determined
according to the following formula.

{

ek = X(1, k)/2 +X(1, 4)/(M ×N × 255), k = {1, 2, 3}
e4 = X(1, 4)/ (M ×N × 255× 106)

(6)















x(1) = e1
y(1) = e2
a = 2 + e3
µ = 0.99 + e4

(7)

{

u = 1.999999 + e4
x1(1) = 0.000001 + e4

(8)

Step 3: The value of the key is determined according to Formulas (6), (7) and (8). The
compound chaotic map is iterated (1000 +M × N) times to obtain two pseudo-random
sequences y1, y2. Tent map is iterated (1000 + M × N) times to get a pseudo-random
sequence y3.
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Figure 3. The encryption process of the proposed algorithm

Step 4: All numbers in the three pseudo-random sequences are mapped to integers in
the range of 0 to 255. Thus, three one-dimensional matrices R1, R2 and R3 are obtained.

Rn = mod
(

ceil
(

yn × 103
)

, 256
)

, n = {1, 2, 3} (9)

Step 5: In the first round of scrambling, each column of the plaintext digital matrix
is regarded as a one-dimensional matrix. One-dimensional matrix of each column is
performed by circshift operation. In the same way, circshift operation is performed on
each row of the plaintext digital matrix to obtain the scrambled matrix I1.

Step 6: In the first round of diffusion, the scrambled matrix I1 is converted into a
one-dimensional row vector. Here matrix I1 and matrix R2 are equal in size. The values
of the first position of I1 and R2 are taken respectively. Then the result of the summation
is performed by the mod operation. Finally, the XOR operation is performed. And so,
the matrix C after the first round of diffusion can be obtained.

C(i+ 1) = mod(I1(i) +R2(i), 256)⊕ C(i), i = {1, 2, . . . ,M ∗N − 2,M ∗N − 1} (10)

Step 7: The second round of diffusion converts the matrix C, R3 into a matrix of
size M × N . The two matrices are traversed at the same time, and the values of the
same position of the two matrices are taken out respectively. Finally, the bitwise XOR
operation is performed. And so, the matrix CC after the second round of diffusion can
be obtained.

Step 8: In the second round of scrambling, the values of the matrix R1 are sorted
into ascending order. The position change of matrix R1 is stored in the new matrix.
According to this position matrix, the matrix CC is scrambled. Finally, the cipher matrix
T is obtained. Figure 4 shows an example of the second round of scrambling operations.
Among them, the pixel value of the position index of 512 in the one-dimensional plaintext
image is 158. The pixel position is transformed according to the obtained position index
matrix. Such a position corresponding to the index is 1000, pixel value 158 from the
position 512 to 1000 of the transform. By analogy, the entire scrambling process is
completed.
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Figure 4. Example of second round of scrambling

3.2. Decryption process. The decryption process is the reverse operation of the en-
cryption process. The flow chart of the algorithm decryption process can be seen in
Figure 5.

Figure 5. The decryption process of the proposed algorithm

Step 1: The password image T is read to obtain a password number matrix, and its
size is set to M ×N .
Step 2: The one-dimensional array X is imported, and the decryption key is determined

according to Formulas (6), (7) and (8).
Step 3: The key is entered into two chaotic maps to obtain three pseudo-random

sequences y1, y2, and y3. According to Formula (9), R1, R2, and R3 are obtained.
Step 4: The second round of the decryption of scrambling, the matrix R1 is arranged

in ascending order. The position change of the matrix R1 is stored in the information
matrix W . Then the matrix W is arranged in ascending order, and the position change
of the matrix W is stored in the information matrix Z. The matrix CC can be obtained
according to the matrix Z.
Step 5: In the second round of the decryption of diffusion, the matrices CC and R3 are

performed by the bitwise XOR operation. The result matrix C is obtained.
Step 6: The first round of the decryption of diffusion, the matrix C is calculated

according to Formula (11) to obtain the matrix I2.

I2(i) = mod(C(i)⊕ C(i+ 1)−R2(i), 256), i = {1, 2, . . . ,M ∗N − 2,M ∗N − 1} (11)
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Step 7: In the first round of the decryption of scrambling, each row of the matrix I2
is subjected to the reverse of circshift operation. Finally, the one-dimensional matrix of
each column is subjected to the reverse of circshift operation to obtain the matrix I.

4. Experimental Results and Safety Analysis. To check the safety of the proposed
algorithm, all experiments were conducted in MATLABR2017a. The five test images are
Lena, Baboon, Peppers, and the all-black and all-white images, all of which are 512×512
in size. The simulation result can be seen in Figure 6, which shows that the encryption
algorithm is not limited to images of a certain amount of information, and can effectively
hide the information on plain images visually.

(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

Figure 6. Plain image, cipher image, and decrypted image of the test
images: (a) Lena; (b) Baboon; (c) Peppers; (d) All-black; (e) All-white; (f)
Lena encrypted image; (g) Baboon encrypted image; (h) Peppers encrypted
image; (i) All-black encrypted image; (j) All-white encrypted image; (k)
Lena decrypted image; (l) Baboon decrypted image; (m) Peppers decrypted
image; (n) All-black decrypted image; (o) All-white decrypted image

4.1. Key space. A good encryption algorithm needs to have a large enough key space
to resist brute force attack. The key space needs to be at least 2100 [20]. Theoretically,
the larger key space provides stronger algorithm security. The key space of the proposed
algorithm is 10161, which shows that the algorithm has a large enough key space to resist
brute force attack.
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4.2. Key sensitivity. A good encryption algorithm must be highly sensitive to keys.
Chaotic map has the characteristics of initial value sensitivity, which is very suitable for
encryption algorithm. The key of the proposed algorithm consists of a total of seven keys:
c, x(1), y(1), a, µ, µ1, x1(1), where c is set to 0.1. In order to test the key sensitivity of
the algorithm, here several parameters of the control key are selected:
(e1, e2, e3, e4) = (0.6070, 0.6977, 0.4828, 3.7110 ∗ 10−7).
First, the Lena image is encrypted. During the process of decryption, several keys have

been changed a little bit:
k1: c+ 10−17, x(1), y(1), a, µ, µ1, x1(1),
k2: c, x(1) + 10−15, y(1), a, µ, µ1, x1(1),
k3: c, x(1), y(1) + 10−15, a, µ, µ1, x1(1),
k4: c, x(1), y(1), a + 10−15, µ, µ1, x1(1),
k5: c, x(1), y(1), a, µ+ 10−16, µ1, x1(1),
k6: c, x(1), y(1), a, µ, µ1 + 10−15, x1(1),
k7: c, x(1), y(1), a, µ, µ1, x1(1) + 10−21.
The simulation results can be seen in Figure 7. It can be seen that a small change of

the key cannot successfully decrypt the cipher image. It indicates that the algorithm has
a high key sensitivity.

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 7. Decrypted images based on different keys: (a) decrypted by k1
key; (b) decrypted by k2 key; (c) decrypted by k3 key; (d) decrypted by k4
key; (e) decrypted by k5 key; (f) decrypted by k6 key; (g) decrypted by k7
key; (h) decrypted by the correct key

4.3. Histogram analysis. The histogram is a statistical relationship representing the
frequency of occurrence of each grayscale in a digital image [23]. It counts the number
of pixels in each intensity value. A cipher image of a good encryption algorithm has
a flat and uniform histogram to resist statistical attacks. The histogram of the plain
image is unevenly distributed and fluctuates greatly. The encrypted image histogram is
smoother, hiding its histogram statistical characteristics. It can be seen from Figure 8
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(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 8. Histogram of plain and cipher images: (a) Lena histogram;
(b) Baboon histogram; (c) Peppers histogram; (d) All-black cipher image
histogram; (e) Lena cipher image histogram; (f) Baboon cipher image his-
togram; (g) Peppers cipher image histogram; (h) All-white cipher image
histogram

that the encryption algorithm can encrypt images of various amounts of information, and
the plain image histogram information is effectively hidden.

In addition, this paper also uses the variance in the histogram to check the homogeneity
of the histogram. The mathematical logic formula is as follows:

var(Z) =
1

n2

n
∑

i=1

n
∑

j=1

1

2
(zi − zj)

2 (12)

where Z belongs to (z0, z1, . . . , z255), zi, zj represent the number of pixels whose pixel gray
value is equal to i and j, and n is the gray level of the image. The lower the variance value
of the histogram, the more uniform the histogram. Table 1 shows the variance calculation
value of the test image histogram and its encrypted image histogram. It can be seen that
the encryption algorithm can effectively resist statistical attacks.

Table 1. Histogram variances of plain images and cipher images

Image
Variances

Plain image Cipher image
Lena (512× 512) 789708.7137 907.5529

Baboon (512× 512) 752365.2157 1151.8510
Peppers (512× 512) 482548.1412 909.6078
All-black (512× 512) 268435456 1117.6627
All-white (512× 512) 268435456 936.6510

4.4. Differential attack analysis. An efficient encryption algorithm is sensitive to a
change of little bit in an input image. When little bit is changed from the input image,
it reflects total change in the cipher image. This property can resist differential attacks
effectively [7]. UACI and NPCR can be used to test the ability of encryption algorithms
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to resist differential attacks. Number of pixels change rate (NPCR) and unified average
change intensity (UACI) are usually used for differential attack analysis. Their mathe-
matical logic formulas are as follows:

NPCR(C1, C2) =
1

M ×N

M
∑

i=1

N
∑

j=1

D(i, j)× 100% (13)

UACI (C1, C2) =
1

M ×N

M
∑

i=1

N
∑

j=1

|C1(i, j)− C2(i, j)|

255
× 100% (14)

D(i, j) =

{

0, if C1(i, j) = C2(i, j)

1, if C1(i, j) 6= C2(i, j)
(15)

where C1 is an image encrypted with plaintext, and C2 is an encrypted image with slight
changes to plaintext. Table 2 shows the NPCR and UACI values of the test images. The
expected values of NPCR and UACI are 99.6094% and 33.4635% respectively [24]. The
NPCR and UACI of the test image are close to the expected value. Table 3 compares
the proposed algorithm with other algorithms for the test image Lena (256 × 256) on
NPCR and UACI. Obviously, the result of the proposed algorithm is closer to the ideal
value than other algorithms. This shows that the proposed algorithm can effectively resist
differential attacks.

Table 2. NPCR and UACI of test images

Images NPCR UACI
Lena (512× 512) 99.6094 33.4052

Baboon (512× 512) 99.5792 33.4489
Peppers (512× 512) 99.6033 33.5123
All-black (512× 512) 99.6319 33.4447
All-white (512× 512) 99.6307 33.4310

Table 3. NPCRs and UACIs of the Lena image (256× 256) for different methods

Index Ideal value Ref. [9] Ref. [16] Ref. [25] Ref. [26] Ours
NPCR (%) 99.6094 99.6149 99.5895 99.6120 99.5811 99.5926
UACI (%) 33.4635 33.4174 33.4026 33.5272 33.5640 33.4705

4.5. Correlation analysis. The correlation between adjacent pixels reflects the degree
of correlation between the pixel values of adjacent positions of the image. A good image
encryption algorithm should reduce the correlation between adjacent pixels and try to
achieve zero correlation. This paper randomly selects 10,000 pairs of neighboring pixels
for correlation analysis, and calculates the correlation coefficients of their neighboring
pixels in the horizontal, vertical, and diagonal directions. The formula for calculating the
correlation coefficients is as follows:

rxy =
cov(x, y)

√

D(x)D(y)
(16)

cov(x, y) =
1

N

N
∑

i=0

(xi −E(x))(yi − E(y)) (17)
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D(x) =
1

N

N
∑

i=0

(xi −E(x))2, E(x) =
1

N

N
∑

i=0

xi (18)

where x and y are the gray values of two adjacent pixels, E(x) is the mean, D(x) is
the variance, and cov(x, y) is the covariance. The correlation between adjacent pixels of
Lena’s plain image and cipher image is shown in Figure 9. It can be seen that the adjacent
pixel pairs in the three directions of the plain image are densely distributed. And the
adjacent pixel pairs in the three directions of the cipher image are evenly distributed in
this area. This shows that the encryption algorithm effectively reduces the correlation
between adjacent pixels of the image. The correlation coefficients in the three directions
of the plain image and the cipher image are shown in Table 4. It can be seen that the
correlation coefficients of adjacent pixels in the three directions of the plain image are

(a) (b) (c)

(d) (e) (f)

Figure 9. Correlation of adjacent pixels before and after Lena image en-
cryption: (a) horizontal direction in plain image; (b) vertical direction in
plain image; (c) diagonal direction in plain image; (d) horizontal direction
in cipher image; (e) vertical direction in cipher image; (f) diagonal direction
in cipher image

Table 4. Correlation coefficients of two adjacent pixels in the plain and
cipher images

Images
Plain image Cipher image

Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Lena 0.9768 0.9878 0.9655 0.0009 0.0017 −0.0011

Baboon 0.8627 0.7647 0.7322 0.0016 0.0006 −0.0044
Peppers 0.9772 0.9791 0.9631 −0.0005 0.0018 0.0080
All-black 0.0088 0.0012 0.0072
All-white −0.0072 0.0075 −0.0073
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close to 1. It reflects the high correlation of adjacent pixels in the plain image, while the
correlation coefficients of the adjacent pixels in the three directions of the cipher image
are close to zero. Table 6 shows the comparison between the encryption algorithm and
other encryption algorithms on the correlation coefficient of adjacent pixels. The results
show that the encryption algorithm can effectively diffuse the plain image, and it is a
good encryption algorithm.

4.6. Clipping attack analysis. Clipping attacks is common to encrypted image attacks.
Encrypted images may be maliciously damaged at any time, causing certain permanent
damage to certain images. The image encryption algorithm should have the ability to
resist cropping attacks. In this section, Lena is selected as the test image. 1/16, 1/8,
1/4, 1/2 of Lena’s cipher images were permanently damaged, respectively. The damaged
cipher images are decrypted separately. The simulation results can be seen in Figure
10. Even if the cipher image is destroyed by a half, the decrypted image can still be
roughly observed by the naked eye. The results show that the proposed algorithm can
resist cropping attacks well.

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 10. Simulation results of the tailoring attack: (a) cipher image
(1/16 occlusion); (b) cipher image (1/8 occlusion); (c) cipher image (1/4
occlusion); (d) cipher image (1/2 occlusion); (e) recovered image (1/16
occlusion); (f) recovered image (1/8 occlusion); (g) recovered image (1/4
occlusion); (h) recovered image (1/2 occlusion)

4.7. Information entropy analysis. The pixels of a cipher-image are expected to ran-
domly distribute to resist various security attacks. Shannon’s information theory puts
forward the concept of information entropy. The mathematical definition of specific in-
formation entropy is as follows:

H(s) = −
2n−1
∑

i=0

P (si) log2[P (si)] (19)
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where P (si) is the probability of si appearing, and 2n is the gray level of the image. In
theory, a 256-level grayscale image has 28 possibilities of grayscale value. Therefore, the
theoretical value of the information entropy can be calculated according to theory. The
ideal value of entropy is equal to 8. Table 5 shows the information entropy of the plain
image and cipher image of the test image. It can be seen that the information entropy
of the cipher images of all test images is close to 8. It can be seen from Table 6 that
the proposed algorithm’s information entropy is closer to the theoretical value than other
algorithms. It indicates that the proposed algorithm can effectively resist the information
entropy analysis.

Table 5. Information entropy

Images Plain image Cipher image
Lena (512× 512) 7.3722 7.9994

Baboon (512× 512) 7.3583 7.9992
Peppers (512× 512) 7.5937 7.9994
All-black (512× 512) 0 7.9992
All-white (512× 512) 0 7.9994

Table 6. Performance of the proposed scheme and other methods for Lena
in size 512× 512

Algorithms
Correlation coefficient

Entropy
Horizontal Vertical Diagonal

Ours 0.0009 0.0016 −0.0010 7.9994
Ref. [7] −0.0028 −0.0096 −0.0030 7.9960
Ref. [27] 0.0054 0.0035 −0.0016 7.9971
Ref. [28] −0.0043 −0.0034 0.0041 7.9970
Ref. [29] −0.0021 −0.0042 −0.0022 7.9968
Ref. [30] 0.0019 −0.0030 0.0018 7.9964

5. Conclusions. This paper proposes a novel digital image encryption algorithm based
on 2D Sine-Chebyshev compound map. In order to improve the proposed algorithm’s
ability to resist plaintext attacks, the algorithm establishes a connection between the plain
image pixel gray value and the key. Any small changes in the plain image information
will change the correct key. In this paper, the proposed 2D-SCCM composed of Sine
map and Chebyshev map increases the complexity of the chaotic map, thus ensuring the
good randomness of the compound chaotic map. The encryption process of the algorithm
consists of two rounds of scrambling-diffusion operations. Simulation experiments and
security analysis show that the proposed algorithm has enough key space to resist brute
force attack and highly sensitive keys. It can also resist many other attacks. It shows
that the proposed algorithm has good security performance.

However, there are still shortcomings in this work. The proposed algorithm is designed
for grayscale images. Color images need to be converted into grayscale images before
they can be encrypted by this algorithm. In addition, there are still loopholes in the
method of calculating the sum of image pixels. If the two pixel values are increased or
decreased by the same value, the sum of image pixels remains unchanged. In view of the
above shortcomings, we can study and design a color image encryption algorithm based
on SHA-2 technology in the future.
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