International Journal of Innovative
Computing, Information and Control ICIC International (©)2021 ISSN 1349-4198
Volume 17, Number 5, October 2021 pp. 1617-1627

COST-EFFECTIVE ROUTER/SWITCH CONTROL SYSTEM
BASED ON SOFTWARE-DEFINED NETWORKING
OVER WORLD WIDE WEB

AkIHIRO IMAE!, OsaNORI Kovama!l, KEico MiNo!, IPPEI ToM0?
MINORU YAMAGUCHI', KENTO OYAMA!, KANAMI IKEDA! AND MAKOTO YAMADA!

!Graduate School of Engineering
2College of Engineering
Osaka Prefecture University
1-1 Gakuen-cho, Naka-ku, Sakai, Osaka 599-8531, Japan
{sab01019; koyama; szb01158; dd104005; md104012; kanami; myamada }@eis.osakafu-u.ac.jp
szb01103@edu.osakafu-u.ac.jp

Received April 2021; revised July 2021

ABSTRACT. Software-defined networking (SDN), which enables networks to be controlled
centrally and can change parameters flexibly such as their topology, settings for packet-
exchanging, and quality of service is one of the network virtualization technologies that
have attracted significant attention recently. Besides, it has been widely used because
it reduces network administrator’s workloads of network management. However, SDN-
enabled network devices are generally expensive, and the network construction cost is a
significant factor when SDN is deployed in a network of enterprises and data centers. In
this paper, from the viewpoint of the cost and network management workload, we propose
a router/switch control system for Internet protocol over an optical network with data-
base function over World Wide Web using cost-effective Internet of Things devices. We
designed and constructed the proposed system. Besides, we conducted experiments using
the remote control function in the proposed system, which can change the port status of
network devices. The experiment results proved that the proposed system works correctly.
Therefore, by using the proposed system, SDN-enabled network construction cost can be
significantly reduced compared to replacing legacy network devices with SDN-enabled net-
work devices. To be more precise, the cost of a single SDN-enabled network device can
be reduced to the cost of a single Raspberry Pi as IoT device, and the total cost can be
reduced in proportion to the scale of the network. Furthermore, we discuss future studies
to be considered for further cost reduction.

Keywords: Software-defined networking, Remote control, IoT device, OpenFlow, Rasp-
berry Pi, Ryu

1. Introduction. With the development of the Internet and the increase in cloud ser-
vices, communication networks in enterprises and data centers have become multivendor
environments consisting of many network devices from various vendors. This situation is
one of the causes of an increase in management workload on network administrators. To
reduce the management workload on network administrators, an autonomous distributed
network has been investigated [1-5]. Recently, network virtualization technology called
software-defined networking (SDN) has emerged because the demand for programmable
network construction has been increasing to reduce the management workload on network
administrators [6-11]. In SDN, a software called SDN controller can centrally manage net-
work devices such as SDN-enabled Ethernet switches and routers. The SDN technology
virtually unifies all vendor-specific management methods in a multivendor environment.
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It reduces the network management workload because network administrators can execute
all configuration changes for SDN-enabled Ethernet switches and routers via a common
SDN controller. Besides, there is the additional merit of significantly reducing the manage-
ment cost of networks in enterprises [12,13]. In addition to the reduction of management
workload, research on networks that incorporate SDN architecture, which allows flexible
network construction, into the Internet of Things (IoT) network architecture has been
presented [14]. Besides, some studies use SDN and apply the advantages of SDN to other
fields [15-17].

It is desirable to replace all the legacy network devices in the network with SDN-
enabled devices to maximize the benefits of SDN, but replacing all the legacy network
devices extremely increases the cost [18]. Thus, the gradual replacement of legacy Eth-
ernet switches and routers with SDN-enabled ones in the network is being considered
[19,20], and hybrid-SDN, where legacy network devices and SDN-enabled ones are mixed,
has been investigated [16-18]. Even in the case of hybrid-SDN;, the total cost remains the
same since all legacy network devices finally replace with SDN-enabled network devices,
and this does not solve the cause of the problem. Therefore, a study that uses inexpensive
IoT devices as SDN-enabled Ethernet switches has been presented [21,22]. Tt was low cost,
but it was used in the low-speed network due to the low processing performance of the
hardware. Thus, it is unsuitable for usage in high-speed networks such as a gigabit-class
network. Besides, some studies have been presented on how to update legacy Ethernet
switches and routers to be SDN-enabled ones without replacing them with SDN-enabled
ones. For example, an inexpensive device called a field-programmable gate array (FPGA)
can be used to update devices to support SDN [23]. Although the device cost is low, the
development cost to make them SDN-enabled is high and the process is time-consuming.
Besides, it implements packet-exchanging functions in the FPGA, thus making it diffi-
cult to apply to high-speed networks. Some studies also have been conducted on how to
update SDN-enabled network devices by combining general-purpose servers with legacy
network devices [24]. However, general-purpose servers require high processing perfor-
mance because the packet-exchanging function is conducted by software switches in the
general-purpose servers. Thus, the construction cost of the system is relatively high in
introducing SDN. In short, hybrid-SDN does not solve the cost problem of SDN deploy-
ment. The cases of using loT devices as SDN-enabled Ethernet switches and using FPGA
as the device to update legacy network devices with SDN-enabled network devices are
low cost, but they are limited to the low-speed network since the processing performance
of packet-exchanging function is low. Besides, even in the case of using a general-purpose
server to update legacy network devices with SDN-enabled network devices, the process-
ing performance of packet-exchanging function depends on the performance of the server.
Therefore, this case in high-speed network requires the use of a high processing perfor-
mance server and it is difficult to achieve at low cost. From the background, to achieve
cost-effective SDN deployment in high-speed networks, we have investigated how to up-
date the legacy network devices to SDN-enabled ones by adding inexpensive [oT devices
between SDN controller and legacy network devices and combining loT devices with lega-
cy network devices [25-27]. To reduce management workload, we investigated web-based
remote control of optical switches using IoT devices in an inexpensive way in our research
[25], and investigated the way to update legacy optical switch and Ethernet switch with
SDN-enabled optical switch and Ethernet switch at low cost [26,27]. The advantage of
our solution is that it can be adopted in high-speed network with low-cost, because it can
use both a powerful packet-exchanging performance of hardware in the legacy network
devices and many SDN functions installed in the inexpensive [oT devices.



COST-EFFECTIVE ROUTER/SWITCH CONTROL SYSTEM 1619

To achieve cost-effective SDN deployment and reduce network management workload,
we propose a router and switch control system using cost-effective IoT devices. We de-
veloped and designed functional components in the proposed system and demonstrated
the system with legacy network devices. Besides, we implemented a function to translate
SDN-based control commands into vendor-specific control commands in IoT devices. A
control server was introduced in the system. A web server, SDN controller, and database
were implemented in the control server. From the cost viewpoint for the system con-
struction, the use of [oT devices, which are even more inexpensive than general-purpose
servers, has significantly reduced the cost for SDN deployment. Then, it is possible to
update legacy network devices to SDN-enabled network devices cost-effectively. From the
reducing management workload viewpoint, web-based data processing system [28] was
introduced, making it possible to manage and control the system via WWW. It provided
the advantage of easy integration with other systems and functions, making it flexible
management. Besides, it is independent of where the SDN controller is installed. The
database-oriented management system has also been investigated based on reducing the
network management workload on network administrators [29]. In the proposed system,
a database has been implemented to accumulate information on the network status. It
made it highly functional so that network administrators can refer to the current network
status via WWW.

The remainder of the paper is organized as follows: In Section 2, we propose a router
and switch control system using IoT devices, which have translation function from SDN-
based control commands to vendor-specific control commands. In Section 3, we describe
and review the demonstration of the proposed system on an experimental network. In
Section 4, we describe the issues that must be addressed in the future. Finally, Section 5
presents the conclusion.

2. Router/Switch Control System.

2.1. System overview. Figure 1 shows the architecture overview of the proposed sys-
tem. The proposed system is divided into three layers: user, control, data planes. The
user plane consists of the user interface (UI) implemented on the manager personal com-
puter (PC) for the network administrator. Using the UI, the network administrator can
issue control commands to legacy network devices and refer to the current network status.
In the control plane, the web server, database, and SDN controller, are located and coop-
erate with each other. The SDN controller can also cooperate with various applications
(App) using server-side function libraries. Besides, the SDN controller maintains SDN
connections between each IoT device and between SDN-enabled network devices to send
and receive control commands. The data plane is a mix of SDN-enabled network devices
and legacy Ethernet switches and routers. In data plane, not only general packets but also
packets of control commands flow in the network. In this paper, the IoT device means a
device that can provide an interface between each thing and IP network for communicat-
ing each other. In Figure 1, the IoT device provides a communication interface between
each legacy network device and the SDN controller over IP network.

2.2. System configuration. Figure 2 shows the configuration of the proposed system.
Node-1 in Figure 2 is assumed to be the network administration node, where the manager
PC and the control server are located for network management. All nodes are equipped
with many IoT devices to update to the SDN-enabled network devices. Each [oT device
is connected to a legacy Ethernet switch or a legacy router on a one-to-one basis. It
can translate SDN-based control commands into vendor-specific control commands. As
shown in Figure 1, in Node-1, the web server, database, and SDN controller, are installed
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FiGure 2. Configuration of the proposed system

in the control server. The web server constantly accepts the requests from the network
administrator, and appropriately processes the accepted requests. The SDN controller
establishes connections with each OpenFlow (OF) switch which is installed in each IoT
device and each SDN-enabled network device. In Figure 2, Node-2 has legacy Ethernet
switch or router and an SDN-enabled switch or router and IoT device. Besides, SDN
controller establishes connection with each IoT device and SDN-enabled switch or router
as in Node-1. From Node-3 to Node-N, the configuration is the same as Node-2. In Node-
1, a web browser is installed in the manager PC as a web client, and as for the manager
PC, it can exist in any node, not just Node-1. The network administrator can control

and manage the network by the browser.
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2.3. System advantages. The advantages of the proposed system are presented. From
Figures 1 and 2, the function installed in the IoT devices is used to translate the SDN-
based control commands, which have been sent from the SDN controller into vendor-
specific control commands. The function makes it possible to centrally control and manage
legacy Ethernet switches and routers using SDN technology in a multivendor environment
without replacing them with expensive SDN-enabled network devices. The use of inex-
pensive [oT devices can significantly reduce the cost of deploying the SDN management
environment. The translation function of the control commands installed in IoT devices
has security advantages. For example, legacy Ethernet switches and routers may only
support older protocols, such as Telnet, which does not encrypt packets, as the protocol
for sending and receiving control commands. As shown in Figure 2, if the translation
function of the control commands is located in the control server, unencrypted Telnet
packets may flow over the public IP network, which is a high-security risk. When the
control commands are translated at the IoT devices, the control commands can be sent
based on a secure protocol through SDN connections up to the node where the target
legacy Ethernet switches and routers are located. Eventually, some unencrypted control
commands may flow within the node. However, they will not flow over the public IP
network, so the risk is low. In Figure 2, the manager PC is located in Node-1. Besides,
it can be located in any other node on the network. It means that from any node, the
network administrator can operate the manager PC and then control and manage the
Ethernet switches and routers through the control server. This function updates the
network management system that depends on the location of the SDN controller to the
flexible network management system that is independent of the location. The web server
and database have cooperated. Thus, it is possible for the network administrator to refer
to the information on the current network status stored in the database from the web
client. These functions can significantly reduce the network administrator management
workload. Besides, even if the connection between the IoT device and the SDN controller
is broken and remote control is no longer possible, the settings of legacy network devices
can be changed by using the vendor-specific control commands.

2.4. Functional components and processing flow. Figure 3 mainly shows the con-
figuration of the functional components and the processing flow in the proposed system.
First, network administrator operates the web browser in the manager PC and selects the
configuration item for the legacy network devices to be controlled. The selected items are
the functions that legacy Ethernet switches and routers originally have from layer-1 (phys-
ical), layer-2 (data-link), layer-3 (network). For example, a function included in layer-3
is rewriting the routing table of the legacy network device. Other functions in layer-2 are
forwarding database rewriting and port trunking. Layer-1 functions are packet filtering
and enable/disable switch for each port. Next, the SDN-based control commands are
sent to the control server according to the selected configuration items. The web server
in the control server receives it. Then, the database is rewritten according to the SDN-
based control commands. The SDN-based control commands are passed to the OpenFlow
controller. The OpenFlow controller sends the received SDN-based control commands to
the IoT device according to the SDN protocol. In this study, we adopted the OpenFlow
as the protocol for SDN [8,30-32]. The OpenFlow switch in the IoT device receives the
OpenFlow control commands that are SDN-based control commands and translate them
into vendor-specific control commands through the adapter. Finally, the desired configu-
ration is completed by sending vendor-specific control commands from the IoT device to
the legacy network device to be controlled through Telnet-interface (IF). Next, as shown
in Figure 3, the database reference function is presented. First, network administrator



1622 A. IMAE, O. KOYAMA, K. MINO ET AL.

| IP over Optical Fiber Network |
L

¥
| TCP/IP-IF |
A A
Legacy | Layer-1 |Layer-2 | Layer-3 |
Router ¥ ¥ ¥
Switch | Telnet-IF |
A y
TCP/IP-IF | ||| Tcpap-IF | ||| Telnet-IF| [ TCP/IP-IF|
Configuration l T
Command OpenFlow-IF
Layer-1/» g dqer
Layer-2 v T
Web —»OpenFlow OpenFlow
Layer-3 Database Server fe— Controller Adapter Ewitch
Reference
1 7 * Fl?omllna_nd Command
| WebBrowser | [ App | | Database | ranslation | | Receiver
Manager PC Control Server IoT Device

FiGurE 3. Configuration and processing flow of functional components

operates the web browser in the manager PC and selects database reference function.
This database reference function is a function which displays the setting information of
the managed legacy Ethernet switch or router on the manager PC. Next, a control com-
mand is sent to the control server to refer to the database based on the selected database
reference function and then, the control command is received by the web server and the
desired setting information of the legacy Ethernet switch or router is extracted from the
database based on the control command and sent back to the manager PC. Finally, the
desired setting information of the legacy Ethernet switch or router is displayed on the
manager PC. Besides, the App in the control server shown in Figure 3 is intended to be
a web application like a database reference function, and network administrator can use
the same way as the database reference function.

3. Experimental Demonstration. We developed and implemented the functions of
the proposed system and demonstrated whether the system works properly using two ex-
periments. In this section, we describe the experimental setup used for the demonstration
and procedure of each experiment and show the experiment results.

3.1. Experimental setup. Figure 4 shows the experimental setup. Two legacy SDN-
non-supported layer-3 switches (L3SW) were prepared. A management PC, a control
server, and an IoT device implementing the functional configuration (Figure 3) were
connected to the left layer-3 switch in Figure 4. A general-purpose PC was used as the
management PC. A general-purpose server was also used as the control server. As an
IoT device, we adopted Raspberry Pi 3 [33] and Wireshark [34] for the local area network
(LAN) analyzer installed on the general-purpose PC.

3.2. Experimental procedure.

(I) System Verification with IP-Throughputs Changes. As shown in Figure 4,
the left and right layer-3 switches indicate IP traffic sending and receiving, respectively.
We monitored the sending and receiving IP throughputs. Besides, we confirmed that the
proposed system performs properly from the IP-throughput changes. First, a 1 Gbps
communication link was established between the sending and receiving layer-3 switches.
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Then, constant IP traffic was kept flowing from the sending side to the receiving side
using a router tester (Tx and Rx in Figure 4). We issued control commands to make the
port enable/disable based on the processing flow shown in Figure 3 and monitored the
IP throughput change. The control commands were issued in about 20 and 50 s after the
traffic started flowing.

(II) System Verification with Packet Analysis. We used the LAN analyzer shown
in Figure 4 to capture IP packets and verified that the proposed system performs prop-
erly. First, we executed the Ping command PC-1 and continuously sent Internet control
message protocol (ICMP) echo request packets to PC-2. We issued control commands to
make the port enable/disable as shown in Experiment I. All IP packets were collected and
analyzed before and after the control commands were issued using Wireshark, which is one
of the packet capture tools. The collected IP packets were four types: ICMP echo request
and reply packets between PC-1 and PC-2, Web-based packets between the manager PC
and the control server related to the processing flow shown in Figure 3, OpenFlow-based
packets between the control PC and IoT device, and Telnet-based packets between the
[oT device and left layer-3 switch.

3.3. Results of experimental demonstration. Figures 5(a) and 5(b) show the results
of Experiments (I) and (II), respectively. Figure 5(a) shows the change in sending and
receiving [P throughputs. First, both throughputs were about 987 Mbps. The control
commands were issued to change the port in the left layer-3 switch in Figure 4 from the
enable to disable, causing the receiving IP throughput to change from 987 Mbps to 0 bps
after about 23 s. Since there is no change in the sending throughput, it indicates that the
trouble is not in the sending function of the router tester. The results showed that the
communication link between layer-3 is turned off and the packet forwarding function is
disabled. Finally, the receiving throughput returned to about 987 Gbps after about 53 s
by issuing a control command to turn the communication link again. This result indicates
that the communication link has been turned on and the packet forwarding function has
been enabled. Figure 5(b) shows the ICMP echo packets captured by the LAN analyzer
between PC-1 and PC-2 and packets based on the processing flow shown in Figure 3 in
chronological order. Types of packets (g) and (h) show the sending and receiving ICMP
echo packets between PC-1 and PC-2. No ICMP echo reply packet was observed after
changing the configuration of the layer-3 switch. Types of packets (a) and (b) show the
communication packets between the manager PC and control server. Types of packets
(c) and (d) show the communication packets between the control server and IoT devices.
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Types of packets (e) and (f) show the communication packets between the IoT device and
layer-3 switch. The result of the packet analysis confirmed that the control commands
were properly delivered to the [oT device and sent to the layer-3 switch using Telnet. The
configuration was properly changed. The results of these two experiments showed that the
proposed system performs properly. And then, the result also shows that our proposed
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system can reduce the work load and construct an SDN-enabled environment with low-
cost, because it can provide the centralized remote router/switch control functions based
on SDN by using inexpensive IoT devices and a web server.

The cost of the hardware and operating system (OS) used in this research are shown
in Table 1 in order to compare with another research in view point of cost. The cost of
an SDN-enabled white-box switch is about $2,900 to $3,900, depending on the number
of ports and switch performance [24]. Besides, the cost of the Raspberry Pi 3 model
B+ is about $48 [35], and its OS, Raspbian, is open free. We also used HP Elite Desk
705 G3 SFF which was purchased for about $590 as a general-purpose server and used
CentOS 7.9 as OS which is open free. The OpenFlow controller in the general-purpose
server was developed using Ryu [36], which is open free source and the adapter function
in the Raspberry Pi was developed using Python, which is also open free. Table 1 shows
that it is much cost-effective in SDN deployment to combine newly added Raspberry Pi
with legacy network devices already presented in the network instead of adding new SDN-
enabled network devices. For the reasons, the proposed system can achieve the reducing
management workload of network administrator and SDN deployment of low cost.

TABLE 1. Comparison about cost and hardware/operating system

[24] The proposed system
SDN-enabled Raspberry Pi 3 General-purpose server
white-box switch model B+ (HP Elite Desk 705 G3 SFF)
Hardware/OS .
24 ports/ | 40 ports/ | Raspbian 10 ContOS 7.9
10 Gbps | 10 Gbps (buster) o '
Cost $2,900 $3,900 $48 $590

4. Discussion. We consider that the proposed system can be improved in cost. Figure 6
shows an overview of the advanced proposed system in cost reduction. The difference from
Figure 1 is the number of 0T devices. In Figure 1, there is a one-to-one correspondence
between [oT devices and legacy Ethernet switches and routers. However, in Figure 6,
there is a one-to-many correspondence. It means that multiple legacy Ethernet switches
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FIGURE 6. Overview of an advanced network management system
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and routers can be supported by a single [oT device. This advanced proposed system
will achieve SDN-based network management systems in multivendor environments that
are more cost-effective. To achieve a more cost-effective system, we must determine how
many legacy Ethernet switches and routers can be supported by a single IoT device in
the future.

5. Conclusions. We proposed a cost-effective IP over the optical network management
system over WWW with database function using inexpensive [oT devices to solve the
increasing cost problem in SDN deployment and the dependency of SDN controller on
network management. The proposed system has been developed and implemented. We
conducted an experimental demonstration to verify the proposed system using IP through-
put monitoring and packet analysis. The experimental results showed that the proposed
system performs properly. The improvement of the proposed system is discussed from
the point of cost. The outline of the improved system and the direction of future research
are described.
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