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ABSTRACT. Bachelor’s diplomas are the most frequently forged documents, followed by
high-school diplomas. The document is vital for admission, hiring, and citizenship, and
the digital version allows easy access and uses, although it suffers from forgery and falsi-
fication. The establishment of blockchain technology enables the creation of diplomas as
digital assets and the distribution of them confidentially and securely through a peer-to-
peer network. This study aims to develop an application that utilizes a private blockchain
for creating digital assets based on diplomas and storing, distributing, and managing
them. Blockchain Lisk is chosen in this study with the Delegated Proof of Stake consen-
sus protocol for implementing the application as a proof-of-concept. Actual diplomas from
Universitas Multimedia Nusantara (UMN) are used in this study to design, implement,
test, and evaluate the application. Evaluation of the security aspect of the application is
measured using computer security base metrics: the common configuration scoring sys-
tem (CCSS). This study shows that private blockchain technology stores distribute and
manage diplomas securely and at no cost by eliminating fees and incentives. The actual
security level of the application at UMN scored using CCSS obtained a BaseScore of 3.3,
categorized as low vulnerability severity.
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1. Introduction. Bachelor’s diplomas are the most frequently forged documents, fol-
lowed by high-school diplomas. The illicit activities related to this forgery range from
candidates who have never taken education, dropped out, have not graduated, grade point
average (GPA) forgery, transcript forgery, and degree forgery [1]. The physical version of
diplomas can be faked for the benefit of malicious parties [2]. The harms caused by these
illicit activities are costly to interested parties in the diploma [3]. Physical diplomas can
also be lost or destroyed because of human negligence, theft, and even natural disasters.
The process and cost of verifying the authenticity of diplomas are lengthy and costly [4].
Thus, works on digital diplomas with additional security measures, i.e., blockchain, are
ways to tackle the problem [4-9].

Digital diplomas are exposed to threats similar to any other digital documents. The
blockchain distributed ledger technology is suitable for storing and distributing diplomas
transparently and securely [10-12]. Blockchain technology, i.e., non-fungible tokens (NFT),
creates a digital version of the diploma uniquely and securely. In addition to that, an
additional consensus protocol ensures that only certified original diplomas exist on the
blockchain. This whole concept makes diplomas forgery very difficult to afford. Another
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obvious advantage of using blockchain is its immutable ledger, thus ensuring the integrity
of the diplomas in the blockchain network for all parties [13].

Universities worldwide worked on this problem by utilizing blockchain for digital diplo-
mas as studied in [4], which most are still conceptual or pilot projects. Most blockchain
technologies used for digital diplomas are Bitcoin and Ethereum. These underlying tech-
nologies are limited to certain aspects, Bitcoin is Blockchain 1.0 with its sole purpose of
being a cryptocurrency (electronic payment), and Ethereum 1.0 suffers from high transac-
tion fees [14]. Public blockchain also relies on validators to run the application in demand
for incentives. Private blockchain with the support of smart contracts and affordable
transaction fees is needed for the problem. One related work used Hyperledger Sawtooth
to develop a decentralized application for storing digital certificates (diplomas) [8]. The
results indicate that Hyperledger Sawtooth is a transparent, secure, decentralized appli-
cation able to store digital diplomas, and the application relies on validators.

There are two contributions of this study. The first is the implementation of the pri-
vate blockchain Lisk as a digital diploma repository to create digital assets (the digital
diplomas) and store, distribute, and manage them. Lisk allows developers to build ap-
plications on the sidechain, giving flexibility and privacy to the blockchain environment
and eliminating the cost of validators’ incentives. The second contribution is the security
analysis of the application, which is measured using the common configuration scoring
system (CCSS) based on the common vulnerability scoring system (CVSS) [15]. The idea
of incorporating new technology, i.e., private blockchain for the digital diploma applica-
tion, has to fit into today’s security standards. This study also provides users with the
interface to use the application using Web 3.0 and the application is developed and tested
by using actual diplomas from Universitas Multimedia Nusantara.

The rest of this paper is organized as follows. Section 2 briefly describes the prelimi-
naries related to the study. Section 3 describes the research methods. Section 4 explains
the results and discussion. Finally, Section 5 concludes this paper with some suggestions
for future work.

2. Preliminaries.

2.1. CCSS metrics. The common configuration scoring system (CCSS) is a set of mea-
sures of the severity of software security configuration issues published by the Comput-
er Security Division of Information Technology Laboratory at the National Institute of
Standards and Technology (NIST). The security metric of CCSS used in this study is the
BaseScore, formulated based on Base Impact (I) and Base Exploitability (E).

Definition 2.1. The base equation does not include two base metrics: Exploitability
Method and Privilege Level. The f(Impact) = 0 if Impact (I) = 0, 1.176 otherwise. The
calculation of BaseScore is done by calculating the Exploitability (E), Impact (1), and

f(Impact) [15].
BaseScore = round_to_1_decimal(((0.6 x I) + (0.4 * E') — 1.5) = f(I)) (1)

Impacts are divided into confidentiality (Conflmpact), integrity (Integlmpact), and
availability (Availlmpact) impacts. Conflmpact (CI) measures the potential impact of
confidentiality if the exploit is successful. The score on the CI is divided into none, partial,
and complete. A score of none means there is no impact on system confidentiality, and a
partial score means some information is out or has access that it should not have. The
complete score means that information is open and visible to individuals or groups who
do not have rights. Integrity Impact (II) measures the potential impact on the system’s
integrity if the exploitation is successful. Integlmpact (II) score is divided into none,
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partial, and complete. A score of none means no integrity impact on the system, and
a partial score means the modification of configuration or information can occur. The
complete score means the system’s integrity is compromised, and an attacker can make
complete changes to the system. Availlmpact (Al) measures the potential availability
impact if the exploitation is successful. The Al score is divided into none, partial and
complete. A score of none means there is no impact on system availability. A partial
score means reduced system performance, but the system can still run. A complete score
means the system is not available [15].

Definition 2.2. The following is the formula to calculate Impact (I). CI means Conflm-
pact. II means IntegImpact. AI means Availlmpact [15].

I =1041%(1— (1= CI)* (1 —II)* (1 — AI)) (2)

Exploitability has AccessVector (AV), Authentication (Au), and AccessComplexity
(AC) properties. The AV metric measures the level of access required to be able to per-
form configuration exploits. The parameters are local, adjacent network, and network.
Local means exploitation can be done by physically gaining system access. Adjacent net-
work means exploitation can be carried out by gaining access to the local network via
Bluetooth, wireless network, or local Ethernet. Network means that exploitation can be
done with access outside the local network. The Au measures how much authentication
is required to be able to perform an exploit. These metric measurements are multiple,
single, and none. Multiple means a security loophole requires two or more authentica-
tions. Single means the vulnerability requires one authentication. None means that the
vulnerability does not require authentication. The AC measures the difficulty of access
required to perform an exploit, and this metric is divided into high, medium, and low.
High means that access to exploits is quite tricky, i.e., gaining privileges, and medium
means that access is not too easy but still requires searching for more information. Low
means quickly obtaining access [15].

Definition 2.3. The following is the formula to calculate Exploitability (E). AV means
AccessVector. Au means Authentication. AC means AccessComplexity [15].

E =20% AV x Aux AC (3)

Calculations of BaseScore, Impact, and Exploitability are completed using scores de-
scribed in Table 1. The scoring is defined in the CCSS document published by NIST [15].
The valuation of the BaseScore interprets the severity of exploitation on the application,
and the details are given in Table 2 [16].

2.2. Lisk blockchain. Lisk is a blockchain application platform that can be used to
develop blockchain applications using the software development kit (SDK) that is already
available. The SDK on the Lisk framework is written using the JavaScript programming
language. Lisk has its token used in its ecosystem called Lisk (LSK). Lisk does not use
ledgers [17].

The consensus algorithm used is Delegated Proof of Stake (DPoS). DPoS is a consensus
algorithm used to maintain valid agreements across the network, validate transactions, and
act as a form of digital democracy. As a form of democracy, there are elections in DPoS.
Elections are made to determine the delegate. Delegates (representatives) are account
types registered using a delegate registration transaction. This selection distinguishes
DPoS from ordinary PoS (proof of state). The more coins a stakeholder has, the more
that stakeholder is likely to create new blocks in the blockchain [18], while in DPoS,
delegates function to create the next block, validate the block, and insert the block into
the blockchain. Block entry into the chain is done by default every 10 seconds. This
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TABLE 1. Base equation of CCSS scoring

Metric Parameter Score
none 0
Conflmpact (CI) partial 0.275
complete 0.66
none 0
Impacts Integlmpact (II) partial 0.275
complete 0.66
none 0
Availlmpact (AI) partial 0.275
complete 0.66
requires local access 0.395
AccessVector (AV) adjacent network accessible | 0.646
network accessible 1
requires multiple instances 0.45
of authentication '
Exploitability | Authentication (Au) requires single instance 0.56
of authentication '
requires no authentication | 0.704
high 0.35
AccessComplexity (AC) medium 0.61
low 0.71

TABLE 2. The national vulnerabilities database (NVD) severity ratings

Severity | Base score range
none 0.0
low 0.1-3.9
medium 4.0-6.9
high 7.0-8.9
critical 9.0-10.0

activity continued until the last delegate. When the last delegate has finished creating a
block, a loop is successfully executed, and the next round is executed from the original
delegate. Delegates who successfully create blocks will receive incentives [17].

Each token holder (stakeholder) can choose a representative. Stakeholders can vote
using a vote transaction. Representatives have the role of generating blocks and validating
transactions. As long as the blockchain network is still running, voting can be done by
stakeholders. The change of a stakeholder into delegates depends on the number of votes
it receives in the network. Lisk requires 101 active delegates to secure the consensus, not
to include delegates who are actively processing transactions. Lisk has basic (default)
transactions that each has their purpose. Lisk uses a configuration file to define and
manage the blockchain, and Lisk provides a sample configuration file. The configuration
manages three parts: apps, components, and modules [17].

3. Methods.

3.1. Requirement analysis. Based on the analysis carried out, the following are the
main requirements of the application.
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1) Storage must be secure and transparent.

2) Diplomas can be accessed by the public as long as they have the ID of the diploma.

3) Blockchain technology is used to store UMN diplomas.

4) Application development requires an interface so that users can interact with the
blockchain.

5) The data contained in the diploma is the name, unique student number, place and
date of birth, study program, faculty, degree obtained, UMN internal diploma num-
ber, National Diploma Numbering (PIN), date of diploma, date, and place where
the diploma was given, and student photo.

6) Diplomas are made after students fulfill the SKKM (Student Activity Credit Unit)
points and complete compulsory courses, internships, theses, and student adminis-
trations.

3.2. System architecture. The system architecture is made to be semi-decentralized.
The nature and requirement of the application do not require a fully decentralized ar-
chitecture for creating, storing, distributing, and managing digital diplomas. The semi-
decentralized architecture allows certain aspects of the process to be controlled and run by
the university, which ensures integrity and saves costs by eliminating the need for giving
out incentives to validators. Meanwhile, the ledger is distributed across the blockchain
network and accessible via the Web 3.0 interface. The configuration is designed to restrict
connections of blockchain nodes only from designated parties: the Bureau of Academic
Information (BIA) at UMN, which can be adjusted to certain parties in the institution or
organization. The API access can only be done through the web applications to ensure
limited access and tighten security policy.

This study uses the default genesis block provided by Lisk regarding the genesis block.
Lisk runs with the Javascript programming language. Thus, interface applications can be
made into a website directly. This web page will connect the user with the Lisk server.
The connection between the two is made using the API that Lisk has provided, and the
server will return data to the user, which will eventually be processed to display the data.
Figure 1 displays the complete architectural design of the digital diplomas application.

3.3. Database design. The database only stores login information (email and pass-
word), user roles, diploma ID, and diploma status. This information is used by the web
application to accelerate processes, i.e., displaying digital diplomas and verifying digital
diplomas. The diploma details are committed to the blockchain. The database design is
created with an entity-relationship diagram, as shown in Figure 2.

3.4. Application flow. There are three types of users: public, university, and alumni.
Public users are restricted from viewing diplomas unless they provide the application with
the diploma identification number. This number is given by the university and stored in
the blockchain and the database. Public users could input the identification number in
the web application to search for the diploma. The application searches the identifica-
tion number in the database and continues retrieving the data from the blockchain if
there is one that matches the identification number. Public users could view the retrieved
information with the digital diploma on the web application. This guarantees the authen-
ticity and originality of the digital diploma for the public (companies, institutions, and
governments).

The university acts as the administrator of the application and the blockchain network.
Lisk blockchain mandates 101 delegates for the consensus protocol to take place, and the
delegates could be wholly run by the university as proposed in this study to eliminate
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FIGURE 2. Entity relationship diagram (ERD)

incentives. In another scheme, this could be expanded to allow external parties to con-
tribute to the consensus by becoming the 101 delegates. The role of the administrator in
the digital diplomas process is to create digital diplomas and store them in the blockchain.

The alumni are users who had pre-registered accounts on the web application to use
this application. These users can access their diploma directly without inputting the
diploma identification number. Instead, they get the information of their diploma and
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identification number from the application. Both the university and alumni are required
to log in to the application. Meanwhile, the public users do not have to log in or register
to the application to verify the digital diplomas they intended to.

3.5. Implementation. The process begins with installing the PostgreSQL inside the
Docker. This is the database that is used and linked to the Lisk blockchain. Next, a file
to accommodate transactions for the digital diplomas is created. In this file, there are
settings to set the transaction type and the transaction cost. TYPE is used to set the
transaction type, and FEE is used to set the transaction cost. The number 20 in TYPE
is a custom-made type for diploma transactions, and the fee for making transactions for
diplomas is 0.

The Lisk API is made inaccessible to outsiders by setting the IP address used to access
the API to be the same as the computer’s local IP. This forbids external access that
is not coming from the university network. This policy adds trust and security to the
application due to alumni accessing the Lisk API from the university’s local area network.
This process requires their students’ identification and password, which are given by the
university, ensuring the process’s integrity.

Adding delegates to Lisk cannot be done arbitrarily and only by the department that
handles diplomas at the university. In this study, the university is Universitas Multimedia
Nusantara (UMN), and the related department is the Bureau of Academic Information
(BIA). This setting is set by default in the Lisk’s configuration file by not setting a public
static IP but with a local IP. This setting is done in the server configuration file of Lisk.

The configuration block is also set in the same configuration file. The block config-
urations that can be set manually are BLOCK_TIME, MAX TRANSACTIONS_PER
_BLOCK, and REWARDS (MILESTONES, OFFSET, and DISTANCE). The block con-
figuration uses the default configuration and is described in Figure 3.

1,
"OFFSET":

"DISTANCE"

FiGure 3. Block configuration

BLOCK_TIME is the time it takes to create a block. MAX_TRANSACTIONS_PER
_BLOCK is the maximum number of transactions in a block. MILESTONES are rewards
that are received by the delegate who created the block. OFFSET determines when a del-
egate receives a reward. OFFSET is calculated from the height of the chain. DISTANCE
is the distance between milestones. DISTANCE is also calculated from the height of the
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chain. The creation of the genesis block uses the example from the Lisk SDK and does
not make any changes.

3.6. Application testing. Testing is carried out by experimenting with the generated
diplomas. The number of inputs is carried out in units (1 diploma) and large quantities
simultaneously (10 and 100). The implementation test is declared successful if the diploma
is successfully added to the blockchain and the alumni account is created. The first test
is to input diploma data on the Diploma Input page. Figure 4 shows the implementation
result of the web application for the input page to add new diplomas.

Input Diploma

hristi :
Student Name James Christian Wira

Place and DoB Tangerang 22/05/1998 (]
Email james.wira@student.umn.ac.id

Photo Choose File |00000014026.jpg

Place and Date of . 25062000 A
Issuance angerang e

Passphrase: = |ccssssssssssusnsusssssavisnsasusssosssnivesnsisansnsasinann

IEHHHHHII

Diploma record has been registered successfully with id 2532449177319750060

FIGURE 4. Input page for adding new diploma

The Submit button is used to send the diploma. Diplomas are sent in the form of Lisk
transactions. If the diploma is successfully entered, there will be a sentence stating that
the diploma has been successfully entered into the blockchain and the alumni account has
been created in the MySQL database. Figure 5 shows the log on the blockchain when the
diploma transaction is sent.

21:04:20.107Z lisk-framework: (module=chain, 1d=14642748965353603912, height=87
745, round=869, slot=12780026, reward=500000000)
21:04:26.061Z 1isk-framework:
(module=chain)
:04:30.205Z 1isk-framework:
(module=chain)
:04:30.2052Z 1isk-framework:

(module=chain)
:04:30.206Z lisk-framework: (module=chain, 1d=17560928466991605485

, height=87746, numberOfTransactions=1)

F1GURE 5. Log when transaction is sent

In Figure 5, it can be seen that the last block is created at the 20th second. Diploma
transactions are accepted and entered into the transaction pool on the 26th second. At
the 30th second, a new block is created with a number of transactions of 1. The block is
then added to the chain. That is, the diploma transaction is successfully entered into the
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POST /create-account 10.120 ms - 128

F1GURE 6. Backend logs when transactions are submitted

id role fullname email password id_ijazah status
1 admin Admin BIA admin.bia@umn.ac.id 5d2¢85dab165392d0650861c40a0712d 0
22 student James Christian Wira james.wira@student.umn.ac.id 4027416c087a667a514513d7ef35df3a 2532449177319750060 1

FIGURE 7. Records in the database after the transaction is sent

blockchain. Then check the backend to find out if the alumni account has been created.
Figure 6 shows the result of the log on the backend when the transaction is submitted.

The backend returns a response code of 200, meaning an alumni account is already
created in the database. Figure 7 shows the content of the database after new accounts
are generated.

The second and third tests enter 10 and 100 diplomas, respectively. The data used is
random data whose contents follow the data on the diploma. The creation and entry of
diplomas into the blockchain and database are assisted with a button. Not all generated
digital diplomas (transactions) are immediately inserted into a block, and each block
holds only 25 transactions following the blockchain configuration. Thus, the remaining
transactions in the transaction pool are added to the next block after 10 seconds. The
tests are carried out successfully, proving the functionalities of the application.

3.7. Security analysis. The CCSS scoring of the application aimed to measure the
security level of the designed and implemented digital diplomas application based on
private blockchain Lisk. In this study, the security evaluation is carried out under the
actual condition of the application implementation for Universitas Multimedia Nusantara.

4. Results and Discussion. The interface used is ReactJs as a framework for the web
application. Using ReactJs requires only NodeJs, and NodeJs itself is installed along with
Lisk’s installation. Based on the design, 8 web pages are developed: Initial Display as
shown in Figure 8, After Login (2 views), Input Diplomas, All Diplomas, Search Diplomas,
and Diplomas.

@ ELECTRONIC DIPLOMA PORTAL

MN

Search Diploma  Login

Welcome to UMN Electronic Diploma Portal

F1GURE 8. Initial view of the web application
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When the web application is opened, the application displays the initial screen and
checks the email contained in the browser cookie. If there is no email, the page displays
the Search Diploma and Login menu, whereas if there is an email, the page displays a
menu according to the role of the email. The roles in question are admin and student
(alumni). The next screen is the search page. This page is used to search for diplomas
contained on the blockchain.

The search page only accepts input in the form of ID from the diploma. The ID is used
to search for diplomas on the blockchain. The search for diplomas is carried out after
searching for a diploma before submitting it. The previously entered ID will search for
diplomas using the API shown in Figure 9.

A successful search process displays the diploma and related data, as presented in
Figure 10. At the bottom, there is also a button to download the diploma in PDF form.
Diplomas in PDF are created using HTML, with the data overwritten using placeholders.

.state.idIjazah })

.count === 0){

.setState({val

.setState({values: response.

FicURE 9. Coding the API to search for diplomas

ﬂ ELECTRONIC DIPLOMA PORTAL

Search Diploma Login

Search Diploma

Input Diploma ID : * 11071575473338022951

Student Name . James Christian Wira

Place and DoB : Tangerang, 22 May 1998

Student ID : 00000014026

Academic Level : Undergraduate

Faculty . Faculty of Engineering and Informatics
Study Program : Informatics

UMN Diploma Number : 14026/UMN/S1/1F/2020

National Diploma Number : 2500/SK/BAN-PT/Akred/IX/2018

Date of Issuance : 30 June 2020

Place of Issuance : Tangerang

Download PDF

F1GURE 10. The diploma page
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Universitas Multimedia Nusantara

Memberi jjazah kepada  : James Christian Wira

Issued this certificate o

Tempat dan Tanggal Lahir :Tange[ang 22 Mei 1998

Place and Daie of Birth Tangarang, May 22, 1908
Nomor Induk Mahasiswa : 00000014026 U M N

Student Number

UN
Jenjang Pendidikan 'Sarjana Strata 1/ Sarjana Komputer (S.Kom.) MULTIMEDIA
Level of Education Undergrasuste NUSANTARA
Fakultas : Teknik & Informatika
Faculty Engineerng and Informatcs
Program Studi 3 In(ormatlka
Study Program Informatics
oleh Bada Akreditasi Nasional Pert guruan Tinggi Kementrian Pendidikan & Kebudayaan Republik Indonesia
Ar,:m ted by the National Accreditaion Board of Higher Education, Minsstry of Educaion anc Culture, Republic of Indonesia
Nomor - NMRIJAZAHNASIONAL1 Tanggal 23 April 2019

Number April 23, 2019

Uazan ini diserahkan setelah yang bersangku!an memenuhi semua persyaratan yang ditentukan,
s cartifcate is conterred I the person namad above afier having fufiled a8 of the requirements prescribed

dan dili segala 1g dan hak yang berhubungan dengan ijazah yang dimilikinya.
2nd herefore he/she has all the rights and privieges thereunto appertaining
Diberikan di : Tangerang paua tanggal : 25 Juni 2020
Gwen in June 25,2020
Dekan Rektor
Desn Rector

Nama Dekan UMN Nama Rektor UMN

NMRIJAZAHUMN1

FiGure 11. Sample of the downloaded diploma file

The creation of this PDF file type is assisted by “react-pdf”. Figure 11 displays a sample
of a downloaded file that presents the actual diploma of alumni from UMN.

The university user role has a different role from alumni, so the menu owned by univer-
sity users is different. The All Diplomas menu displays the All Diplomas page, which aims
to display all diplomas that the university (UMN) has awarded. Diploma data retrieval
begins by retrieving all diploma identification numbers (IDs) from the database using the
“getCert.js” router. All IDs received are then searched to the blockchain with an API
(same as looking for diplomas). When displaying diplomas, not all data is displayed. Only
data related to alumni and UMN is displayed, i.e., name, NIM, study program, faculty,
UMN diploma number, national diploma number, status, and actions.

There are additional features, namely filters. The filters provided are filters based on
faculty and based on study programs. There are 2 buttons in the action section: Acti-
vate/Deactivate and View. The Activate/Deactivate button changes the diploma status
from Active to Inactive and vice versa. The status change process is carried out using the
“certificateAction.js” router. The View button is used to view diploma details.

The Diploma Input menu displays the Diploma Input page, aiming to enter diploma
data into the blockchain. The data needed to be entered into the blockchain are name,
NIM, place, date of birth, education level, faculty, study program, degree, UMN diploma
number, national diploma number, date of national diploma, student email, student pho-
tos, place and the date the diploma was awarded, and the passphrase. The passphrase is
used to sign a block. A transaction object is created after BIA has completed filling in
the data. This transaction object is included in a block. Then, the block is spread across
the network.

CCSS scoring. The security analysis is evaluated under the actual existing condition
of the application implementation at Universitas Multimedia Nusantara (UMN). The
data stored in the database is limited to user account details and diploma identification
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numbers. The details of the diplomas are stored in the blockchain. The data stored in
the database are amendable, requiring administrator privilege, while the data stored in
the blockchain are immutable. The availability of the web application is subject to an
attack on the web server, i.e., a denial-of-service attack (DoS). At the same time, the
blockchain network consists of hundreds of delegates run by the university. Access to the
application is divided into two paths: external and internal. External access is for public
users, allowing access from the Internet. Internal access requires users, i.e., university
administrators and alumni, to join the university’s local area network (LAN) to access
the application. Authentications are required to access sensitive information stored within
the application, i.e., the database and blockchain. This is achieved by implementing
indirect multilevel authentication: physical access to the LAN, university official email
account, application login credentials, and administrator privilege. These combinations
intensify the complexity of exploiting the application. Based on the evaluation of the
actual condition, Table 3 summarizes the CCSS scoring.

TABLE 3. Evaluation results of Exploitability and Impact

Metrics Evaluation | Score
Conflmpact partial | 0.275
Integlmpact none 0
Availlmpact partial 0.275
AccessVector local 0.395

Authentication multiple | 0.45
AccessComplexity high 0.35

The ConfidentialityImpact (Conflmpact) metric is “partial” due to the nature of the
partially confidential diploma to a certain degree. Upon successful exploitation, the digital
diplomas are accessible by the attacker, eliminating confidentiality. However, the infor-
mation presented in the diplomas is general and could not be used solely to commit other
illicit activities. Even the information written in the diplomas does not carry personal
properties. On the configuration side, no root-level access is given to any of the users.

The Integritylmpact (Integlmpact) metric is “none” due to the immutable permanent
ledger of the blockchain technology. Even when the configuration file is exposed and
exploited, the data on the blockchain cannot be altered. Adding false diplomas to the
blockchain also requires administrator privilege and has to break through the consensus
protocol. Given the actual circumstances, it is almost impossible to impersonate a valid
user with an administrator level.

The AvailabilityImpact (Availlmpact) metric is “partial” due to the nature of the web
server that could suffer from denial-of-service (DoS) and other attacks to disrupt the
availability nature of the application. However, the blockchain network runs on multiple
nodes (decentralized), making it highly challenging to shut down all nodes simultaneous-
ly. Configuration settings can be exploited, but the outcome is not necessarily disrupting
availability as the blockchain network nodes are wholly controlled and coordinated by the
university. Thus, making a fork of the corrupted blockchain and recovering the configu-
ration file along with closing the vulnerability are immediately done by the administrator
without compromising availability.

The AccessVector (AV) metric is “local” due to the fact that the degree of access
needed to exploit the application requires direct access that is only available through
the web application. Direct access to the blockchain network through the application
programming interface (API) requires a connection to the local network on which the
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blockchain network is running. It is impossible to exploit the application outside the local
area network (LAN). The Authentication (Au) metric is “multiple” due to four instances,
as described earlier, mandating the authentication process directly or indirectly to exploit
the application. The AccessComplexity (AC) is “high” due to the facts of the application’s
multilevel authentications, architectural design, and blockchain technology.

The BaseScore valuation of the application is 3.29733495 ~ 3.3 “low severity”, with
the Base Impact score being 6.34359375, the Base Exploitability score being 1.24425, and
the f(Impact) is 1.176. This BaseScore means that if the application is attacked and
successfully exploited, the security risk and loss is 33%. This scoring is subject to the
actual condition of the application implementation at Universitas Multimedia Nusantara
with the established policy and supporting system settings. Security devices, i.e., fire-
walls and intrusion prevention systems (IPS), exist on the university network. The flow’s
design and nature of the application low mandate the users’ physical presence that could
be exploited to carry out destructive attacks. Public users’ access is limited to the func-
tionalities provided by the web application interface. In addition, the policy of creating
and inserting a digital diploma into the application requires multilevel authentication, i.e.,
physical presence and access to the BIA administrator’s computer at the university. The
government issues this digital diploma identification number upon official request from
the university, which carries specific characteristics, in addition to the wet signatures from
the dean and rector.

5. Conclusions. This study demonstrates the implementation of a private blockchain
for digital diplomas with actual data at Universitas Multimedia Nusantara (UMN). This
study’s main contribution is exploring using a private blockchain to create, store, distrib-
ute, and manage digital diplomas and the security analysis of the design and implementa-
tion carried out. The blockchain network is protected from direct access via a centralized
web and database server that acts as the gateway. This adds the security perimeter nec-
essary to mitigate the blockchain network’s exploitation risks. The application’s security
is studied and measured following industrial standard CCSS from NIST. The security
metrics analysis focuses on the vulnerabilities of the application configuration related to
confidentiality, integrity, and availability.

The test shows that the design and implementation of the digital diplomas application
are successful under actual data and environment at UMN. The security analysis shows
that the CCSS BaseScore of the application is 3.3, which means low vulnerability severity.
This study also shows the different approaches to merging centralized servers with dis-
tributed ledger technology (blockchain) to eliminate fees and incentives. The developed
application is functionally working and could process digital diplomas at UMN, and the
content of the diplomas is also standardized in Indonesia. Thus, other universities could
use this application with minor changes to the PDF template of the diploma. Suggestions
for future works based on this study’s findings are as follows.

1) Evaluate the application performance based on parameters, i.e., number of transac-
tions in a block, block creation time, and the number of transactions in the pool.
Performance is an essential factor for computer applications. Adding heavy security
measures could lead to a low-performance system.

2) Security analysis on other metrics in the CCSS, i.e., temporal and environmental,
provides a complete view of the system security score. An external auditor and
contributor to this process could provide general scoring for the application.
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