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Abstract. Commercial face recognition engines are vulnerable to spoofing attacks: pho-
to attacks and video attacks. Liveness detection addresses spoofing attacks by measuring
the liveness (activity) of the face in real time. This study contributes to the liveness de-
tection with randomized challenge-response authentication for existing face recognition
systems. It asks the user to respond to one of the challenges, i.e., opening the mouth,
eye blinking, and turning the head at random. The aim is to provide the existing fa-
cial recognition system with an anti-spoofing feature to mitigate photo and video attacks.
The proposed approach yields an accuracy of 99% and an F-score of 98.99%. This study
demonstrates the effectiveness of the randomized challenge-response authentication for
face recognition anti-spoofing against photo and video attacks.
Keywords: Anti-spoofing, Authentication, Biometric, Face recognition, Liveness detec-
tion, Photo attack, Randomized challenge-response, Video attack

1. Introduction. Commercial facial recognition systems are vulnerable to spoofing at-
tacks [1]. About 70% of the spoofing databases could bypass the commercial off-the-shelf
facial recognition (COTS) systems [2,3]. Photo and video attacks are the most commonly
used types due to the high level of facial exposition, i.e., photos and videos spread on
social media and CCTV footage, and the low cost of tools to perpetuate the attack [4].
Spoofing attacks pose imminent security threats to facial recognition systems and raise
concerns about the study of countermeasures [1,5,6].

Several methods could address face spoofing attacks: motion analysis, contextual-based
analysis, texture analysis, image quality analysis [7], and life sign [8], in addition to recent
studies on deep learning methods for liveness detection and control [5,9,10]. Life sign is
an indicator used in liveness detection to measure specific movements of the face [11],
such as a blink of an eye [12], or request a response from the user in real time such as a
smile [13]. The life sign approach can be achieved by asking the users to perform a task
to verify the liveness of the face image: challenge-response [14].

The motivation of this study is to expand the work of the anti-spoofing system in
[7,15]. The aim is to provide or improve the security of existing face recognition systems
against face spoofing attacks: photos and videos since photo and video attacks are the
most commonly used types of face spoofing attacks. Enhanced deep learning methods are
proven to be successful in face recognition anti-spoofing. However, deep learning methods
depend heavily on the quality and quantity of data. Existing face recognition systems such
as [16-18] could not always afford the resources required for deep learning methods. Thus,
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a straightforward and lightweight approach that could be applied directly to existing face
recognition systems is favorable.
This study contributes to the randomized challenge-response face anti-spoofing system.

The randomization of challenges increases the difficulty for attackers to predict and pre-
pare an attack against the challenge-response authentication. The proposed approach is
implemented and tested on a prototype face recognition system with Dlib and OpenCV.
Security evaluation tests the proposed system with photo and video attacks under various
testing scenarios.
The rest of this paper is organized as follows. Section 2 describes the preliminaries

related to the study. Section 3 describes the research methods. Section 4 explains the
results and discussion. Finally, Section 5 concludes this paper with some suggestions for
future work.

2. Preliminaries.

2.1. Facial features. Facial features are found by finding a landmark representing a
different point in most images under consideration, for example, the location of the pupil
of the left eye. A set of landmarks creates a shape, representing the shape as a vector
containing all pairs of variables x and y from all points in the shape [20]. These land-
mark points are also known as facial annotations [21,22]. Figure 1 illustrates the facial
annotation using the iBUG 300-W dataset.

Figure 1. Facial annotation on the iBUG 300-W dataset [23]

2.2. Liveness detection. Liveness detection determines whether a person’s face is gen-
uine or synthesized by measuring the liveness (activity) of the face [11]. Several methods
that can be used in liveness detection are by analyzing the texture, analyzing the fre-
quency [24], and measuring the movement of facial features (coordinates of the face) in
the given image/frame [11]. Asking the user to smile is measurable by a mathematical
formula using facial annotations [13]. Figure 2 shows 68 facial annotation points from the
iBUG-300 dataset using the Dlib library. The Dlib yields an accuracy of 99.38% (Labeled
Faces in the Wild benchmark) and could also extract face annotations required for liveness
detection [19].
The coordinate of facial landmark points obtained from using Dlib, as shown in Figure

2, helps the establishment of the formulation of the eye aspect ratio (EAR) and mouth
aspect ratio (MAR), introduced in [26]. Distances between the facial landmark points are
required to calculate the eye and mouth shape during the challenge-response process. In
addition, the angle of the camera viewpoint is also calculated to measure the angle of the
face. The angle measurement of the camera viewpoint is illustrated in Figure 3.
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Figure 2. The 68 facial landmark points obtained with Dlib [25]

Figure 3. The angle of the camera viewpoint reflects the facial motion’s
relative depth among different key points [15].

Definition 2.1. The EAR formula calculates eye openness by measuring the eye coordi-

nates in a frame. The points are chosen between p36 and p41 for the right eye and p42 and

p47 for the left eye from the 68 facial landmark points.

EARright =
(p40 + p41)− (p37 + p38)

2 ∗ (p39 − p36)
(1)

EARleft =
(p46 + p47)− (p43 + p44)

2 ∗ (p45 − p42)
(2)

Definition 2.2. The MAR formula calculates mouth openness by measuring the mouth

coordinates, in this case, all the coordinates of the centremost part of the mouth, excluding

the lips.

MAR =
(p65 + p67)− (p61 + p63)

2 ∗ (p64 − p60)
(3)

In the living scene (a), the angle α between the nose and right ear gets smaller with the
face moving right (α > β2), while the angle β2 between the left ear and nose gets larger
(β1 < γ). However, in the spoofing scene (b), α′ < β ′

2
, and β ′

1
> γ′. Angle β1 is the angle

between the left ear and nose, and angle β2 is the angle between the right ear and nose.
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After a person changes their face position or turns their head, the new result of β1 is γ,
and the new result of β2 is α. In the case of a human face, if the face moves to the left or
rotates the head to the left, then α is greater than β2 (α > β2), and vice versa if the face
moves to the right or rotates the head to the right, then γ is greater than β1 (γ > β1). In
the case of a printing attack, this is reversed: (α < β2) and (γ < β1) [15].

2.3. Spoofing attack. There are two types of attacks in the biometric system: direct
and indirect. In a direct attack, an impersonator can change their biometric characteris-
tics to avoid identification (obfuscation) or claim an authorized user’s identity by posing
alone (zero-effort attack) or presenting the faked biometric properties of the user (spoof-
ing or presentation attack). Spoofing attacks can be the most dangerous because they do
not require expert programming skills such as indirect attacks. Unlike zero-effort attacks,
spoofing attacks pose a significant threat to security, especially considering the false ac-
ceptance rate of biometric systems [27].
The common spoofing attacks in facial recognition are photo attacks, video attacks, and

3D mask attacks. Photo and video attacks are the most commonly used types because
of the high level of facial exposition, such as photos and videos spread on social media
and CCTV footage, and the low cost of high-resolution cameras, printers, and screens. A
photo attack is carried out by displaying a photo of the person concerned to the facial
recognition sensor. Photo attacks can be carried out by printing other people’s faces
onto paper to be displayed (printed attack) or displayed on an electronic screen. Real
most recent user photos can be obtained immediately with the help of social media, and
printing the photo to carry out the attack is effortless and low-cost. A video attack is
an attack that records another person’s face as a video and displays it on an electronic
screen, which is more advanced than a photo attack. Unlike photo attacks, which only
show faces and textures, video attacks also show dynamic movements (eye blinks, mouth
movements, etc.), making them more difficult to detect [4].

3. Methods.

3.1. Design. The liveness detection challenges designed in this study are blinking, smil-
ing, and turning the head. These challenges are given to the user at random. Users are
pre-registered to the system, and users’ faces are captured and stored in the face database.
The system flow is shown in Figure 4.
The system checks for only one face capture at a time to proceed with the authentica-

tion process. The process continues to the liveness detection part: randomized challenge-
response. One of the three predefined challenges is asked to the user to respond appro-
priately. The system still checks for more than one face in the video frame to avoid
penetration of photo and video attacks during the challenge-response authentication step.
The given user’s response is processed by the “verifying user feedback” module described
in Figure 5. The module uses the formulas and extended rules to decide the challenge-
response authentication.
The system finally returns with authentication success upon receiving the appropriate

response from the user. This proves that the user uses the face recognition system directly
in person. An authentication failure message is set out when the user fails to respond cor-
rectly to the given challenge. This direct approach allows straightforward implementation
on most existing face recognition systems with moderate computational resources. The
liveness detection design in this study aimed to demonstrate the concept by using Dlib
and OpenCV for the face recognition processing tools. Both libraries are open-source and
available online.
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Figure 4. Main flowchart
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Figure 5. Flowchart of verifying user feedback

3.2. Implementation. The prototype face recognition system is built using C++ lan-
guage using OpenCV as a library to capture video frames and Dlib to recognize a person’s
face and get facial coordinates. Dirent is a library that is used to retrieve files from fold-
ers systematically. The library is compiled using the CUDA 10.2 framework, a framework
provided by NVIDIA to perform computing on the Graphical Processor Unit (GPU) man-
ufactured by NVIDIA. The camera hardware used is Logitech C270. Data variables used
by liveness detection are taken from the Dlib library function results from the received
webcam frame.
The interface is designed for full computer screens with Full HD/2K (1920×1080) res-

olution. Even though it is designed for Full HD, the position and size of the object are
proportional to the screen size, except for the feedback screen continuously measuring
640×480 with the standard OpenCV size. The login button turns on face detection ag-
ainst video frames from the camera. The feedback screen displays the video frame, plus
a red face detection box when the login button has been pressed until it is cleared within
ten milliseconds. Part “Realtime Date/Clock” displays the hour and time up to seconds.
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Figure 6. The prototype system graphical user interface

Table 1. Dlib threshold configuration test

No.
Number
of faces

Face
recognition
threshold

Challenge-response
threshold

Expected outcome

1 1 60% 60%
Able to recognize the face and accept
the login

2 1 50% 50%
Able to recognize the face and accept
the login

3 1 40% 40%
Able to recognize the face and accept
the login

4 1 40% 50%
Able to recognize the face and accept
the login

5 1 40% 60%
Able to recognize the face and accept
the login

6 2 40% 60% Detect two faces and reject login

Feedback Message Box displays the system’s feedback and challenges to the user. The user
is expected to respond to the challenge within 10 seconds. The graphical user interface
implementation is shown in Figure 6.

The face recognition process on Dlib uses a threshold, and the default from Dlib is
60%. The threshold is adjustable, and testing is conducted to find the best threshold for
this study. The details are described in Table 1. On the challenge-response authentication
part, the time duration is given to the user to respond to the challenge. The duration for
this purpose is best set to 10 seconds from the experiments conducted.

3.3. Testing. There are ten users involved in the testing and evaluation of this study.
The photo attack dataset is created by capturing the face photos of each user five times
with different poses. The video attack dataset is created by recording each user performing
various tasks at random (blinking, smiling, turning head).
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3.4. Evaluation. The evaluation of the system is to measure the performance of the
proposed approach in terms of accuracy and F-score. Four scenarios are created along
with the data to measure the performance, and Table 2 describes the four scenarios used
for evaluation.

Table 2. Performance evaluation scenarios

Scenario Details Expected outcome

A
• 10 persons
• Each person does the response-
challenge 5 times

Able to recognize the face and
accept the login (true posi-
tive)

B
• 10 persons
• Each person does not do the re-
sponse-challenge 5 times

Able to recognize the face but
reject the login (true negative)

C
(Photo attack)

• Photo of 10 users
• Each photo is applied 5 times
• Photo is faced directly to the
camera

Able to recognize the face but
reject the login (true negative)

D
(Video attack)

• Video of 10 users
• Video playback against the sys-
tem
• 720p video resolution

Able to recognize the face but
reject the login (true negative)

4. Results and Discussion. The Dlib configuration test results show that the param-
eters configured for case number five are the best among the rest. Since face recognition
is not the focus of this study, the face recognition threshold is set to 40%. The challenge-
response threshold is set to 60% because 40% and 50% make the system unable to rec-
ognize the face during the challenge-response authentication step. The evaluation results
are presented in Table 3.

Table 3. Performance evaluation results

Scenario Expected outcome
True

positive
True

negative
False

positive
False

negative

A
Able to recognize the face
and accept the login (true
positive)

48 0 0 2

B
Able to recognize the face
but reject the login (true
negative)

0 50 0 0

C
(Photo attack)

Able to recognize the face
but reject the login (true
negative)

0 50 0 0

D
(Video attack)

Able to recognize the face
but reject the login (true
negative)

0 50 0 0

The performance evaluation results show that the approach proposed in this study is
direct yet effective. The liveness detection feature can withstand spoofing attacks from
the four scenarios. Figures 7 and 8 display the five attempts of Christian (Scenario A)
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Figure 7. Scenario A: Christian

Figure 8. Scenario B: Eli

and Eli (Scenario B). Figures 9 and 10 display the five attempts of photo attack (Scenario
C) and video attack (Scenario D) for user Stephen Jonathan.

In Scenario C, a photo attack uses the same user’s face photo, and the photo is printed
on A4 paper and shown directly facing the camera. In Scenario D, a video attack is carried
out using a video recording of the same user created using the same camera (Logitech
C270). The video duration matches the challenge-response authentication window period
(ten seconds). The video is played on a smartphone and shown facing the camera. The
system successfully rejects the login and avoids the exploitation of both photo and video
attacks for all users.

The system checks the user’s face during the challenge-response authentication process.
Any changes on the face during this process cause the system to reject the login. There is a
probability that the attack matches the challenge coincidentally. However, the probability
gets smaller by adding more challenge-response, including combining multiple challenge-
response tasks for the authentication.

In Figure 10, the user’s face is detected and recognized. However, the video becomes
blurry on the camera when given a challenge. Hence, the system is unable to detect
anything. Due to the random factor of the challenge-response authentication, the recorded
user video does not match the task. Thus, the system rejects the malicious login attempt.
The attack dataset and scenario are developed assuming that the attackers are outsiders.
In both Scenarios C and D, the system successfully withstands all attacks.

5. Conclusions. This study demonstrates the effectiveness of the randomized challenge-
response authentication for face recognition anti-spoofing. The approach proposed in this
study is directed at existing face recognition systems to have an additional anti-spoofing
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Figure 9. Scenario C (photo attack): Stephen

Figure 10. Scenario D (video attack): Stephen

security feature. Thus, this paper does not discuss issues related to the face recognition
part used in this study. Based on the testing and evaluation, the approach successfully
withstands photo and video attacks. The randomized challenge-response authentication
thwarts all 200 malicious attempts, including 100 photo and video attacks in the testing.
The probability of getting the same challenge and attack could be diminished by adding

more challenge-response and combining multiple challenge-response tasks for the authen-
tication process. The randomization of challenges already reduces the predictability factor
of the standard challenge-response authentication, increasing the difficulties for attackers
to penetrate the system with insufficient resources. More challenge-response tasks would
improve the system’s authentication security and avoid coincidental matches.
The system’s accuracy is 99%, and the F-score is 98.99%. These results are obtained

from the test involving ten users with five login attempts each in 4 different scenarios. The
limitation of this approach is that it requires user cooperation in responding to the given
challenge(s) correctly within the specified time window. Factors such as time processing
delay and face recognition threshold affect the system’s liveness detection performance.
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