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Abstract. The sophistication of the Internet provides fast and easy information trans-
fer. When passing through an open channel, keeping information confidential becomes
important to be well received. Therefore, a robust information confidentiality mechanism
is needed. Combining cryptography and steganography provides a robust confidentiality
mechanism. Parallel Encryption with Digit Arithmetic of Covertext (PDAC) is a mul-
tilevel information security model that combines cryptography and steganography. The
PDAC’s covertext is a part that affects the strength of confidential information. This
study aims to improve the resilience of the PDAC encryption model using a fuzzy logic
approach in the covertext generation section. Entropy, and time consumption are used
as performance metrics. The experiment’s result shows an increasing entropy up to 6.31
with an achievement value of 78.85%, and an average consumption time of 15.674 sec-
onds.
Keywords: PDAC, Encryption, Covertext, Fuzzy logic, Information security

1. Introduction. The level of confidentiality of information determines the information
protection needed to prevent non-recipients from obtaining the contents of the informa-
tion [1]. The security aspect of cryptographic information that focuses on the issue of
security assurance is known as the confidentiality aspect [2]. The cryptographic process
is a widely used method to ensure the confidentiality of information [3]. Cryptography is
an information security science that concentrates on hiding information based on aspects
of confidentiality, integrity, and authentication [4]. The main purpose of cryptography is
to protect communication channels and networks from internal or external attacks and
hide information by scrambling confidential data but leaving encrypted data visible [5,6].
The cryptographic process consists of two subprocesses: encryption, and decryption. The
encryption process aims to convert data into a form so that it cannot be understood,
meaning that the original data is completely changed so that it cannot be read, while the
decryption process aims to get the original data from the encrypted text, which means
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complete recovery of the original data [7]. The encryption method is also called for con-
verting the original message (plaintext) into random and unreadable called ciphertext,
and decryption is used to convert the encrypted data back into the original message form
as plaintext [8].
Several studies use cryptography and steganography together to increase the confi-

dentiality of information [9-11]. Generally, cryptography is used to encrypt information
before it is embedded into the cover using steganography techniques [12]. One encryp-
tion model that combines cryptography and steganography is Parallel Encryption with
Digit Arithmetic of Covertext (PDAC). PDAC works in steganography with XOR-based
cryptographic techniques [13]. PDAC operation requires covertext and encryption key for
securing the information. Covertext is a character or symbol that functions as a hiding
object in the context of steganography [14]. The encryption key is the value that acts as
the key in the encryption phase [15]. The factor that affects the confidentiality of PDAC
information lies in how to choose covertext [15].
The encryption key selection process is considered a difficult process, so this process

requires a special mechanism [16]. The PDAC’s covertext selection also needs to be consid-
ered, because the PDAC covertext is used as input for selecting the encryption key. The
random function on key selection can be applied, but it is not completely random because
the random function has an initial value, so it can be predicted [17]. Choosing keys based
on human intuition is also not recommended because they tend to choose keys that are
easy to remember and close to their personalities, also humans will use keys repeatedly
[17]. Several articles propose fuzzy logic to improve the confidentiality of information.
Key selection using fuzzy logic approach strengthens the El Gamal algorithm [18]. The
selection of a session key using fuzzy logic approach makes XOR encryption resistance
increase in brute force attacks [19]. Fuzzy logic also helps improve the performance of the
AES lightweight algorithm [20].
Based on the advantages of fuzzy logic in several previous studies which can improve

the performance of cryptographic algorithms, this study aims to improve the resilience of
the PDAC encryption model using a fuzzy logic approach. Thus, the PDAC’s ciphertext
will become more robust against hacker attacks. Entropy, and runtime consumption were
used as performance metrics. The results obtained are an increase in PDAC resistance
with an entropy value of 6.31 with achievement of 78.85%, and an average consumption
time of 15.674 seconds. The achievement of this new value statistically shows a significant
improvement.
The discussion in this article is presented in several sections, Section 1 discusses the

background, Section 2 contains a literature review, Section 3 contains the proposed
method, experiments and results are shown in Section 4, and conclusions are given at
the end of the article.

2. Literature Review. Several studies have modified PDAC in capacity, integrity, and
authenticity aspects. PDAC begins from the Encryption with Covertext and Reordering
(ECR) model [14]. PDAC is presented by compacting some of the ECR processes. PDAC
changes the covertext generation process and the integration process on the ECR, thus
reducing the size of the PDAC, and making it faster than ECR [13]. The process in PD-
AC is divided into several parts called: covertext generation, encryption key generation,
encryption, and integration. Figure 1 shows the PDAC encryption process.
The next PDAC evolution is called the New PDAC [21]. The New PDAC focuses

on the problem of increasing covertext capacity. This additional capacity results in a
smaller ciphertext size, thus speeding up the delivery process and saving storage space.
Parallel Encryption with Covertext (PECT) modifies PDAC by focusing on information
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Figure 1. The PDAC encryption model, adopted from [13]

authentication aspects [22]. The PECT covertext is selected based on the sequence of
vowel and consonant characters grouped in every 4 characters. The vowel and consonant
characters are substituted with the numbers 0 and 1, and the resulting binary value is
converted to decimal. This sequence of values is used for the authentication process.

The exploration of confidentiality aspects of PDAC was conducted by Ardhianto et
al. [15]. This exploration aims to find aspects that affect the level of information security.
This experiment compares the PDAC model with PECT. The results show that there
are differences in covertext generation techniques between PDAC and PECT. PDAC
uses a random function to generate covertext, while PECT generates covertext based on
consonants and vowels of the plaintext. This study concluded that the one that affects the
level of information security in the PDAC encryption model is the process of covertext
generation. This study suggests an improvement in covertext generation techniques to
increase the resilience of information security in PDAC.

3. Proposed Method. The proposed method to increase the security of information
secured using PDAC is shown in Figure 2. This proposed method provides covertext

Figure 2. The proposed model
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generation using a fuzzy logic approach. This method divides each plaintext group into
4 characters. The covertext generation section will produce covertext through a fuzzy
logic approach. The fuzzy logic’s output is expressed in numerical numbers and converted
into characters as covertext. Each plaintext group will correspond with one covertext.
The encryption key generation section generates 2 encryption keys from the addition and
subtraction of ASCII covertext digits based on covertext obtained. The encryption process
is performed using XOR logic between the encryption key and plaintext characters. The
output of the encryption process is referred to as encrypted text. In the integration section,
the encrypted text is combined with the covertext and becomes ciphertext.
Each character in the group is represented as V 1, V 2, V 3, and V 4 expressed in ASCII

code form. The ASCII code value is used as input in the fuzzification phase. The input
Membership Function (MF) is termed: High (µIH ) and Low (µIL). The representation
to describe the input set is used sigmoid. Sigmoid presents good scalability in both reg-
ular and irregular [23]. Figure 3, Equation (1), and Equation (2) represent the input
membership representation.

µIH [x;V 1, V 2, V 3, V 4] =


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2
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µIL[x;V 1, V 2, V 3, V 4] =
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Figure 3. Representation of input membership function

In the fuzzy inference engine, the MF generated from each plaintext character is pro-
cessed according to the design rules. Thus, the MF output is given with linguistic terms:
High (µOH ) and Low (µOL). The MF output expression is represented in Figure 4,
Equations (3) and (4). The fuzzy rules are given in Table 1 created using the multiple
conjunctive antecedent method [24]. Multiple conjunctive antecedents are expressed by
function (5) [25,26]. Because there are 4 input variables, the 16 fuzzy rules are created in
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Figure 4. Representation of output membership function

Table 1 which accommodate all possible combinations of input and output.

µOH [x] =


0, x ≤ 0
1, x ≥ 255
x

255
, 0 < x < 255

(3)

µOL[x] =


0, x ≥ 255
1, x ≤ 0
255− x

255
, 0 < x < 255

(4)

IF (condition1) AND IF (condition2). . .AND IF (condition4) THEN (consequent) (5)

Table 1. Table of rules

Rule Antecedents Consequent
1 IF V 1 is µIH AND IF V 2 is µIH AND IF V 3 is µIH AND IF V 4 is µIH µOH
2 IF V 1 is µIH AND IF V 2 is µIH AND IF V 3 is µIH AND IF V 4 is µIL µOH
3 IF V 1 is µIH AND IF V 2 is µIH AND IF V 3 is µIL AND IF V 4 is µIH µOH
4 IF V 1 is µIH AND IF V 2 is µIH AND IF V 3 is µIL AND IF V 4 is µIL µOH
5 IF V 1 is µIH AND IF V 2 is µIL AND IF V 3 is µIH AND IF V 4 is µIH µOH
6 IF V 1 is µIH AND IF V 2 is µIL AND IF V 3 is µIH AND IF V 4 is µIL µOH
7 IF V 1 is µIH AND IF V 2 is µIL AND IF V 3 is µIL AND IF V 4 is µIH µOH
8 IF V 1 is µIH AND IF V 2 is µIL AND IF V 3 is µIL AND IF V 4 is µIL µOH
9 IF V 1 is µIL AND IF V 2 is µIH AND IF V 3 is µIH AND IF V 4 is µIH µOH
10 IF V 1 is µIL AND IF V 2 is µIH AND IF V 3 is µIH AND IF V 4 is µIL µOH
11 IF V 1 is µIL AND IF V 2 is µIH AND IF V 3 is µIL AND IF V 4 is µIH µOH
12 IF V 1 is µIL AND IF V 2 is µIH AND IF V 3 is µIL AND IF V 4 is µIL µOH
13 IF V 1 is µIL AND IF V 2 is µIL AND IF V 3 is µIH AND IF V 4 is µIH µOH
14 IF V 1 is µIL AND IF V 2 is µIL AND IF V 3 is µIH AND IF V 4 is µIL µOH
15 IF V 1 is µIL AND IF V 2 is µIL AND IF V 3 is µIL AND IF V 4 is µIH µOH
16 IF V 1 is µIL AND IF V 2 is µIL AND IF V 3 is µIL AND IF V 4 is µIL µOL

The defuzzification section uses the weighted average method. This method is most
often used because it has efficient computing and faster defuzzification time consumption
[24]. Equation (6) shows the weighted average method expression according to the use
of Table 1. The predicate value is denoted as w, zi is the centroid of each MF, and the
defuzzification value is denoted as z∗. The defuzzification value is converted into a symbol
as covertext.
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z∗ =

∑16
i=1wizi∑16
x=1wx

(6)

4. Experiments and Results. In this section, the experiments and the results obtained
will be presented. The plaintext sample uses short messages of astronomical observations
from the Astronomer Telegram Dataset. This experiment uses 14 samples of different sizes.
The number of experiments was carried out 25 times for each sample, and all of them
were 700 experiments. Experiments were applied to the PDAC, PECT, and proposed
models. This experiment measures entropy, and runtime consumption as performance
metrics.
Measurement algorithms are an important component of good engineering. Measure-

ment metrics play an important role in achieving good software engineering. Measure-
ments are used to assess the situation, track progress, and evaluate [27]. In cryptography,
information entropy is a measure of the randomness of the amount of information in a
message. Entropy is expressed in units to express the level of randomness of information
[28]. The ideal entropy value is expected to reach 8 as the sum of the optimal entropy
value. The main idea behind entropy is the summation of all possible occurrences of a
good probability character distribution [29]. If the entropy value is close to 8, it indicates
that the encryption system designed is secure, and the information is safe from intruders
[17,29,30]. The entropy valueH(m) of the encrypted information is calculated by Equation
(7) [31-33]. The symbol n represents the overall value of the data, and P (mi) represents
the probability value of the symbol (character) mi.

H(m) =
2n−1∑
i=0

P (mi) log2
1

P (mi)
(7)

The experimental results of the proposed model and the previous model were compared
using a nonparametric Mann-Whitney U-test to see if there was a significant difference.
The Mann-Whitney U-test method was used for analytical purposes to compare the differ-
ences between the two groups [34,35]. This metric is the popular one of the non-parametric
tests of significance difference [34,36]. This metric becomes easier because it is used to
evaluate the dependence of two groups without the need to prove the normal distribution
[34]. The Mann-Whitney test is carried out using Equations (8), (9) and (10) [37].
The statistical value of the Mann-Whitney U test is denoted as U-value. The number

of data groups is denoted as n1 and n2. R2 is the number of data rankings from data
group in n2. U-value is obtained from the minimum value between U1 and U2. The U-
critical value is obtained from the Mann-Whitney U table based on n1 and n2. The
significance value is expressed as α. Finally, the U-value is compared with the U-critical
value. If U-value < U-critical value, it means that there is a significant difference between
the compared algorithms results. If instead U-value > U-critical value, the result is not
significant.

U1 = n1n2 +
n1(n1+1)

2
−

∑
R2 (8)

U2 = n1n2 − U1 (9)

Uvalue = min(U1, U2) (10)

From the experiment, the entropy value of each experiment was obtained. Table 2
presents the average entropy values of the experiments at each sample size. The average
entropies of ciphertext processed with PDAC and PECT are 5.88, and 5.90. The achieve-
ment value is calculated by comparing the average entropy value to the optimum entropy
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Table 2. The average entropy of the experimental results

Sample size
Model

PDAC PECT Proposed

Average entropy

1KB 5.92 5.89 6.33
2KB 5.84 5.86 6.26
3KB 5.70 5.78 6.14
4KB 5.78 5.85 6.24
5KB 5.77 5.85 6.24
6KB 5.88 5.93 6.31
7KB 5.82 5.90 6.27
8KB 5.97 5.92 6.38
9KB 5.93 5.92 6.34
10KB 5.93 5.94 6.35
16KB 5.99 5.93 6.39
32KB 5.92 5.92 6.35
64KB 5.91 5.92 6.34
128KB 5.95 5.93 6.37

Average 5.88 5.90 6.31
Achievement (%) 73.50 73.71 78.85

value. Achievement value is expressed in percent (%). The entropy achievements of PDAC
and PECT are 73.50%, and 73.71%. The difference in the average entropy value is caused
by differences in the covertext generation process between PDAC and PECT. These results
indicate that the PECT entropy value is higher than PDAC. If it is calculated statistically
using the Mann-Whitney method, both results are not significant with a significance value
(α) of 0.05. The statistical calculations show that the U-value is 88, and the U-critical
value is 55. Therefore, the result is not significant, because U-value is 88 greater than
U-critical value of 55.

The average entropy value of our proposed model is 6.31, with an achievement of
78.85%. If statistically calculated using the Mann-Whitney method, the results show a
significant difference with a significance value (α) of 0.05. The calculations show the U-
value is 0, and the U-critical value is 55. The result is significant. Thus, it means that
covertext generation design using the fuzzy logic approach produces a safer ciphertext that
has higher randomness than the previous method. Furthermore, this method provides
better information uncertainty. Therefore, confidential information will be more difficult
to guess by intruders.

Speed testing aims to measure the processing speed of the proposed model and de-
termine whether it is included as an acceptable processing time criterion [38]. Based on
the measurement of time consumption, Figure 5 shows the average consumption time of
the PDAC, PECT, and proposed method models. The consumption time is calculated by
adding up the encryption process time and the decryption process time. The average time
required to encrypt and decrypt information in the PDAC, PECT, and proposed method
models is 15.157 seconds, 15.366 seconds, and 15.674 seconds. The difference of the av-
erage time of the PDAC process and the average time of the proposed method is 0.517
seconds. Statistical testing using the calculation of the Mann-Whitney method shows that
the time difference is not significant at a significance value (α) of 0.05. The Mann-Whitney
method shows the U-value is 89.5, and the U-critical value is 55. Therefore, the result is
not significant.
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Figure 5. The average consumption time

Based on the results of performance measurement, our proposed method quantitatively
has a better entropy value, and statistically has a significant value. Thus, our proposed
method has a significant impact in improving the confidentiality of information. With
higher entropy, the confidentiality of information will be guaranteed. Therefore, keeping
confidential information secret using the method we propose will be safer. On the per-
formance of time consumption, our proposed method requires a longer processing time.
This longer time is due to the longer number of lines of code, and the calculation process
with fractional values. However, the longer consumption time is considered insignificant.

5. Conclusions. This section presents the conclusions of the experiment. The fuzzy logic
approach adopted in the covertext creation process can increase the robustness of the
PDAC encryption model. The average entropy value in our proposed model is 6.31, with
the achievement value of 78.85% which is statistically increased significantly from the
previous average entropy value of the PDAC model, and the PECT model of 5.88, and
5.90, with achievements of 73.50% and 73.71%, respectively. Thus, our proposed method
provides a more even symbol randomness so that the encoded information is more difficult
for intruders to decipher. The processing time consumption of the proposed method is
15.674 seconds; this time is longer than the previous method although it is not significant.
Thus, the adoption of fuzzy logic can make the PDAC model provide better performance
than the previous version.
As a suggestion for further work, further exploration is needed to use different member-

ship function designs with various existing representation models to increase the resilience
of PDAC to be stronger.
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