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ABSTRACT. Battery management system (BMS) is a significant element of battery ener-
gy storage system, which serves the data collection, state estimation and fault diagnosis
functions. The real-time diagnosis of sensor fault is the key to ensuring the safe and reli-
able operation of the battery system. This paper presents a model-based sensor fault diag-
nosis scheme. The mathematical model of the battery is established based on the Thevenin
equivalent circuit. A sliding mode observer (SMO) is used to estimate the terminal volt-
age and state of charge (SOC) of the battery pack. The oulput voltage estimation is used
to make comparisons with the measured value and generate residual. The residual error
is evaluated by a statistical reasoning method, cumulative sum (CUSUM), to determine
whether the fault exists. The effectiveness of the proposed sensor fault diagnosis scheme
is verified by simulation under the dynamic stress test (DST).

Keywords: Lithium-ion battery pack, SOC estimation, Sensor fault diagnosis, Sliding
mode observer, Cumulative sum

1. Introduction. With the rapid development of new energy industry, energy storage
system, as an integral part of new energy electric vehicle and energy storage grid, plays an
important role of energy storage and peak shaving. Lithium-ion batteries are widely used
in energy storage system for high energy density and less pollution [1,2]. The lithium-
ion battery system mainly includes battery cells, battery management system (BMS)
and connecting components [3-5]. In the actual operation process, all of the battery cells,
BMS and connecting components will experience various types of failures [6]. The BMS is
essential to ensure the safety and reliability of the battery pack. Ordinarily, a BMS should
be capable of collecting data, estimating state, managing charge or discharge states and
detecting faults in the battery system. The implement of these functions relies heavily on
the acquisition of current, voltage and temperature data [7]. A battery system is equipped
with massive sensors to monitor the current, voltage and temperature of a single cell.
Sensor fault will directly result in BMS dysfunction, which will bring about great security
hidden trouble [8]. If a voltage sensor fails, the actual battery voltage may exceed the
range of nominal charging cut-off voltage and discharging cut-off voltage, which may lead
to overcharge and over-discharge. Overcharging and over-discharging have adverse effects
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on the battery capacity; the worst case may lead to internal short circuit fault and thermal
runaway [9,10]. If the current sensor fails, it will lead to incorrect estimation of state of
charge (SOC) by BMS, thus misleading the power output management of the battery
system [11]. Therefore, fault diagnosis of sensor is critical to ensure the safe operation of
the battery system.

Data-driven and model-based fault diagnosis technology has been widely used in in-
dustrial applications. Data-driven methods aim to use historical data, combine machine
learning, information fusion, statistics and other algorithms to achieve fault detection. In
[12], with polarization resistance, polarization capacitance and ohmic internal resistance
as characteristics, the Grubbs criterion is used to calculate the local abnormal factor to
detect the faulty battery. In [13], multi-fault diagnosis is realized based on the improved
sample entropy, with a coefficient introduced to the model, the type and the occurrence
time of the fault can be assessed, and the sliding window is used to maintain the de-
tection sensitivity and reduce the amount of calculation. However, the difficult point of
data-driven methods is to determine the effective fault characteristics. The data-driven
method needs the statistical distribution of the historical fault characteristic data of bat-
tery operation to realize fault diagnosis. Compared with the data-driven method, the
model-based fault diagnosis method can not only analyze the state of the system from
the output signal, but also analyze the system fault state from the key state parameters
inside the system through state observation. Model-based fault diagnosis methods realize
fault diagnosis by comparing residual and threshold values on the basis of defining the
mathematical model of the system and system identification [14]. In [15], the adaptive
extended Kalman filter (AEKF) is utilized to make estimations of the battery state, and
residuals are generated by making comparisons of the estimated value and the measured
value. In [16], the estimated SOC is obtained by using recursive least square method and
unscented Kalman filter, and compared with the real SOC to detect and isolate the faulty
current or voltage sensor. In [17], a thermal diagnosis method for cylindrical lithium-ion
battery based on Lyapunov observer is proposed. In [18], the particle filter is used to es-
timate the temperature and voltage of the battery pack, and the residual error is studied
based on the sliding window to detect and isolate the fault of voltage, current, temper-
ature sensor and battery. In [19], a distributed fault estimation observer is designed to
make estimations of sensor fault.

Sliding mode observer (SMO) has been previously used for fault detection. When the
system works normally, SMO works on the sliding surface with sliding residuals main-
taining zero mean value; when a fault occurs, the sliding mode is destroyed. The fault
can be detected by comparing its residuals and thresholds. SMO can also reconstruct
the fault [20-24]. In [25], a model-based diagnostic scheme is presented that uses SMOs
designed based on the electrical and thermal dynamics of the battery. In [26], the sparse
data observer is used to diagnose and predict short circuit and open circuit faults.

Motivated by the aforementioned discussions, to enhance robustness and reduce the
impact of parameter uncertainty, this paper takes the equivalent circuit based on the least
squares identification as the model, the SMO is designed to observe the battery system to
enhance robustness. When a fault occurs, the estimated value of the observer produces a
residual with the normal value, and the design threshold is compared with the residual.
Because of low sensitivity to noise of the sliding mode observer the probability of false
alarm of the fault is reduced, and higher accuracy of fault diagnosis can be guaranteed.
The main contributions can be summarized as follows.

1) This paper develops a model-based fault diagnosis strategy using SMO. The require-
ment for accuracy of the battery model is not high, only voltage data and current data
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need to be collected, diagnosis results are hardly affected by the measurement noise.
The strategy effectively reduces the rate of misdiagnosis of the battery pack.

2) Compared with previous strategies, the proposed strategy can use residuals instead of
measurement signals for fault analysis and easily select the threshold value, reduce the
impact of unknown interference.

The remainder of this research is organized as follows. Battery modeling is introduced
in Section 2. The diagnosis scheme based on SMO and cumulative sum (CUSUM) is
presented in Section 3. The battery experimental design, sensor fault diagnosis results
and analysis are given in Section 4. The conclusions are shown in Section 5.

2. Mathematical Model for Battery. In order to realize model-based fault diagnosis,
a clear mathematical model of the battery system is required to capture the electro-
chemical characteristics. Scholars have proposed many different types of battery models,
among which electrochemical models and equivalent circuit models (ECMs) are the most
popular methods. However, it is a complicated process to describe electrochemical model
behavior owing to its multitudinous partial differential equations. ECMs are widely used
in control-oriented applications, for instance, parameter identification, state estimation
and fault diagnosis. In order to reduce the amount of calculation and maintain the mod-
eling accuracy, this paper uses Thevenin equivalent circuit to describe each cell in the
battery pack. The Thevenin model, as is shown in Figure 1, consists of a voltage source
Voe, an ohmic resistor [7;, a polarization capacitance C, and a polarization resistance R,,.
According to Kirchhoff’s law, the electrical dynamics of the battery cell can be written as

Vi =Voe + IR+ 1V, (1)
: 1 I

= — V, 4+ — 2
Y R,C, p+Op 2)

where [ is the input current, V, is the polarization voltage of polarization capacitor C,,
V; is the terminal voltage, and V. is the open circuit voltage (OCV).
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FiGURE 1. Thevenin model
The derivative of SOC can be expressed by usual definition as
. 1 1
J=—= Vi = Voe = V4 3
Cn thn ( t p) ( )
The battery OCV can be defined as a nonlinear function of SOC:
‘/oc = I{1Z + Ko (4)

where x; and ko are obtained by battery test data and are considered to be constant in
some range of SOC.
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The derivative of terminal voltage can be expressed on the assumption that the deriv-

ative of input current is 0 as

‘./:c:‘./oc—i_vp
I T 1 1 1
— Vb = Vb Vi [
G RGP TC T TRG T RG, +(Cn+cp+

= -V + a1 Voo + 011

The equation of SOC and polarization voltage can be rewritten as

. 1

Z = R.C. (V}—Voc—Vb) :a2V£—6l2Voc—a2Vp
. 1 I

VID = —m%—ng = —Clep—i-bg[

_ 1 1, 1,1 R _ 1
where a; = RoCyp’ Ao = RiCy bl = . + Co —+ RoCyp’ b2 = o

Terminal voltage is selected as output of the system:

y=[100][V 2 %]

Ry
1
R, Chy )

(8)

Figure 2 shows a battery pack in which multiple single cells are connected in series.
This paper selects the Thevenin model to model the ith cell. The terminal voltage of each
cell in the series battery pack is measured by a voltage sensor, the input current of the
pack is measured by a current sensor and transmitted to the BMS. Combining the state

Cell 1 Cell 2 T Celln

@ Current sensor I:I Battery cell

@ Voltage sensor

(a) Schematic diagram of battery pack used in this study
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(b) ECM of a serial battery

FIGURE 2. Schematic diagram and model of a serial battery



INT. J. INNOV. COMPUT. INF. CONTROL, VOL.19, NO.5, 2023 1459

space equation (5)-(8), mathematical representation of the battery pack can be arranged

as

v = Ciz;
—ai; a1 0 b
where z; = [Vm' Zi Vi ]T> vi = Vi, Ai = ag; —az —ay |, By = 0 1,
0 0 —ay; bgi
1
Ci=10
0

There are some errors between the ECM model and the real battery data. Consequently,
the disturbance terms are put in the model to make up for the modeling errors. The battery
model can be expressed as

{ ;= (A + AA)z; + (B; + AB;)u;
y; = (C; + AC;)z;
where AA;, AB; and AC; denote the parameters of uncertainties with appropriate di-
mensions. Considering the uncertainties, the model can be represented as
w; = ANA;x; + AB;u; (11)
v; = AC;x; (12)
Then, the dynamic battery model can be expressed as
T, = Ay + Biu; + w;
{ yi = Cizi + v;

(10)

Assumption 2.1. Matriz (A;, C;) is observable.

Assumption 2.2. There exists matriz L € R™"™ such that Ag; = A; — LC; is a stable
matrix.

Assumption 2.3. There exists Lyapunov equation AJ,P + PAgy = —Q, where P, Q are
symmetric positive definite matrices.

Assumption 2.4. There exists matriz G such that PB; = CITGT.

Assumption 2.5. w; is norm bounded, ||w;|| < 6, fault f; is bounded, | fs|| < ¢, where ¢
is positive constant and 0 < .

3. Model-Based Fault Diagnosis Scheme. In order to realize model-based sensor
fault diagnosis, this section first introduces the model reconstruction of the battery and
the SMO for fault diagnosis, and then uses the output of the SMO and the output of the
system to construct the residual error that can be used to detect the fault.

The scheme of fault diagnosis based on SMO is shown in Figure 3. The signal from
the mathematical model is compared with the measured signal, and the filtered difference
forms a residual signal. In the case of no obstacle, the residual is zero, and in case of
failure, the residual is not zero. The residual signal has a certain threshold to avoid false
alarm due to uncertainty. When the residual signal exceeds the threshold, the fault will
be determined. The SMO works in synchronization with the battery system, makes the
state estimation of the battery according to the measured value of current and voltage,
and further predicts the battery output voltage and SOC. Then, by comparing the output
voltage and SOC estimated and measured by the SMO, the residual error with the fault
information is generated and evaluated. In this paper, it is assumed that only one failure
exists in a cell at a time.
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FIGURE 3. Schematic of the proposed fault diagnosis

3.1. System under sensor faults. Since voltage sensors are mainly Hall effect sensors,
the most common types of sensor fault in battery systems are bias fault and gain fault,
which can be considered as additive faults [27]. When a sensor fault occurs, the voltage
output signal can be represented by using fs to indicate sensor failure as

y=xz+ [, (14)
where y is the measured value of sensor, x is the system input, and f, is the fault value.
3.2. Design of the sliding mode observer. When the battery system generates volt-
age sensor fault, the model can be rewritten as

{ t; = Ay + Biu; + Diw;
yi = Ciry + Fif
where f,; is sensor fault signal, D; is disturbance distribution matrix, and F; is the fault

distribution matrix.

Theorem 3.1. An additive fault can be detected if and only if Ci(sI — A;) ' Bi+ Fpm # 0,
where Fyp, is the mth column vector of matriz Fy.

(15)

Based on the condition that the fault can be detected, the SMO for battery system is
designed as '
{ Ty = Ay — L(9i — i) + Biui + Dip
N . (16)
yi = Ciy
where L is observer gain matrix, u; is the function of sliding mode control law, which is
used to suppress the influence of disturbance, its expression is as follows:
o, Gt
N Gl + o
where switching gain of SMO satisfies p > ¢, G; is the ith row vector of matrix G,
eyi = C; — y;, 0 is a positive constant with a very small scalar, which is to ensure the
continuity of nonlinear terms.
Suppose the fault occurs in group [, define state deviation ¢; = &; — x;, then output
deviation e, = 9 — y; = Cie; — Fifsy. The state deviation equation can be expressed as

él = Ao[@[ + Dl(ﬂl - wl) + LF}fsl (18)
The residual is expressed by the output deviation:
Ty = €y = Cer — Fifa (19)

(17)
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When there is no fault, fy; = 0, residual r, = Cj¢;, state deviation equation can be

expressed as
él = AOlel + Dl(ul — wl) (20)

The state deviation will be stable in the zero domain, so it is known from the residual
expression that r; will also be stable in the zero domain.

When there is a sensor fault, fy # 0, residual r;, = Cje; — F) fq, state deviation equation
can be expressed as Equation (18).

The residual error of this fault condition will be very sensitive, that is, the residual
error will immediately deviate from the zero domain. The residual deviation from the
zero domain will not be stable.

3.3. Stability analysis. Select Lyapunov function as
V = e} Pe; (21)
where V' is positive definite. Taking the derivative of Lyapunov function, one has
V= ¢l Pe; + e} Pé
e; (PAy + AyP) e + 2¢] PDy(p; — wy)
—ef Qe; +2(GiCie) " (p; — w;)
QI lel® =20 Gieyi | + 2 || Gieyi || - | wi |
=2 | Gieyi || (o= | wi [I)
0 (22)

Therefore, according to Lyapunov stability principle, e; will be stable near the zero
domain.

NN N

3.4. Residual evaluation. By reason of existing modeling error and measurement noise,
the residual error is ever present even in case of no system failure. In order to reduce false
alarms, the residual between the estimated value and the actual value is compared with
the threshold value to determine whether there is a fault. CUSUM is a frequently used
statistical technique that can effectively detect sudden changes [29,30]. The statistical

signal is defined as
Sk = (—Mf 2“") X (f S B ) ") (23)
oz 2

where fis, i, are mean values under fault condition and normal condition, o2 is standard
deviation value under normal condition, and 7 is the considered measure for the kth
observation.

The cumulative sum is defined as

Sk =S sk (24)

where N means number of samples.
The decision law and fault flag are identified as

Ds, = S() — S(K)uin (25)
I, Ds, >J, f,#0
F — k
lag { 0, Ds, <J, f,=0
where J is the designed threshold.
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4. Faults Effects Analysis.

4.1. Parameter setting. The proposed scheme is designed and its stability is proved
in Section 3. The purpose of this section is to verify the effectiveness and robustness of
the proposed scheme via simulation. Experiments have been conducted by Arbin BT2000
battery charging and discharging test system and ESPEC PRA-3AP temperature and
humidity chamber. Numerical simulation will be given based on INR 18650-20R LIB cell.
Its performance parameters are shown in Table 1 [28].

TABLE 1. Performance parameters of INR 18650-20R LIB cell

Nominal capacity 2000 mAh
Nominal voltage 3.6V
Upper cut-off voltage 4.20£0.06 V
Lower cut-off voltage 2.50+0.05 V
Standard charging CCCV, 1 A, 100 mA cut-off
Standard discharging CCCV, 4 A, 100 mA cut-off
Charging time 180 min/100 mA cut-off
Maximum discharge current 22 A (at 25°C)
Charging temperature 0 ~ 50°C
Discharging temperature —20 ~ 75°C

The research object of this paper is a series power battery composed of three INR 18650-
20R LIB cells in series. The dynamic stress test (DST) is performed for 80% battery level
at 25°C, the sampling time for each time point is 1 s. Figure 4(a) plots the input current.
Figure 4(b) plots the input current during discharge period. Figure 4(c) plots the battery
test loading profiles under DST test. Figure 4(d) plots the experimental output voltage
of a single cell. Figure 4(e) plots the experimental monomer voltage of three batteries.
Figure 4(f) plots the series battery voltage. This paper chooses the current profile in the
discharge period under DST test as the input. The simulation time is set to 10000 s.

Battery ECM parameter identification results are obtained by recursive least squares
with forgetting factor (FFRLS) method and curve fitting toolbox, the forgetting factor is
usually selected between 0.95-1. In this paper, 0.97 is selected as the appropriate forgetting
factor owing to the good convergence results. The identification results are shown in Figure
5; fitted parameter identification results of equivalent circuit model are summarized in
Table 2.

4.2. Simulation analysis. Voltage sensor faults with different time and size are simu-
lated and verified. A voltage sensor fault of 0.1 V deviation is injected into the voltage
sensor of cell 1# at 5000 s and another voltage sensor fault of 0.15 V deviation is injected
into the voltage sensor of cell 2# at 5000 s.

It can be seen from Figure 6 that the estimated values of SOC1 and SOC2 deviate from
the true value after 5000 s by degrees respectively. It can be inferred from the simulation
results that voltage sensor faults will have negative effects on the battery SOC estimations
and may cause problems with BMS. When the voltage sensor has additional faults, the
SOC estimated by the sliding mode observer is about 15.6% and 21.5% at 10000 s. In
order to protect the battery and prevent overcharge and over-discharge, BMS will issue
a command to stop discharging when the SOC of the battery is lower than a certain
value. However, in the case of voltage sensor failure, the estimation of SOC will deviate.
BMS will give instructions for the battery to continue to discharge when the SOC is lower
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FiGURE 4. Current and voltage under DST test

than the cut-off SOC, the battery will remain in the low SOC state, which will lead to
over-discharge of the battery, accelerate the aging of the battery and result in shortening
the span of battery life.

Figure 7 shows the comparison of SOC estimation errors in different health states. The
RMSEs of SOC estimation are 0.081, 0.118 and 0.026, respectively. The numerical indexes
of cell 1# and cell 2# are higher than that of the normal cell. In addition, the larger size
of the deviation signal, the greater SOC estimation error.

It can be seen from Figure 8 that the residuals of cell 1# and cell 2# grow evidently
after the occurrence of sensor fault. It can be seen from Figure 9 that the residual of cell
3# remains in a small range all the time while the residuals of cell 1# and cell 2# exceed
the safe range after 5000 s. The residual of cell 1# continues to grow and exceeds the
set threshold at 5029 s while the residual of cell 2# exceeds the set threshold at 5017 s.
The validation results show the effectiveness of the SMO diagnosis scheme. Furthermore,
residual error is proved to make no difference on fault diagnosis result.

Consider injecting aforementioned faults of the same size into the sensor of cells at
different times. A fault of 0.1 V deviation is injected into the voltage sensor of cell 1#
at 5500 s and another fault of 0.15 V deviation is injected into the voltage sensor of cell
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TABLE 2. Parameters of INR 18650-20R LIB cell

Ry 0.0701 €
R, 0.0269 Q
C, 808 F

C, 2000 mAh

Voe(Z) 0.839Z +3.273

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time(s)

F1GURE 6. Comparison of SOC estimation results in different health states
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2# at 5500 s. Figure 10 shows voltage residuals with injection time at 5500 s. It can be
seen from Figure 11 that it takes 36 s to detect the fault of the voltage sensor of cell 1#
while it takes 22 s to detect the fault of the voltage sensor of cell 2#. It can be inferred
from detection time that the larger and earlier the deviation is injected into the voltage
sensor, the shorter it will take to realize fault diagnosis.

Figure 12 and Figure 13 show the results of battery fault diagnosis based on Kalman
filter method. As can be seen from the figures, compared with SMO method, the residuals
are larger, the time required to detect the occurrence of the fault is longer, the response
speed is slower, and the detection accuracy is lower.

The experimental results show that the established system model can well describe
the electrical dynamic behavior characteristics of the battery pack, and the proposed FD
scheme can detect sensor faults accurately, reliably and quickly.

5. Conclusions. A model-based sensor fault diagnosis method is proposed in this paper.
Based on Thevenin equivalent circuit model, a sliding mode observer is designed for the
system, and the output deviation of the observer is taken as the residual signal. It is
theoretically analyzed that the residual is only sensitive to the fault, but not to the
disturbance. Then, in order to detect the system fault more accurately and reduce the
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misdiagnosis rate, the residual error is compared with the threshold value to determine
whether the system has a fault. Finally, the proposed fault detection method is verified
to be effective and robust by the simulation of the battery system.

However, some limitations of this work still remain. For example, the case of multiple
failures of the battery system is not considered, and only the case of simultaneous sensor
failures is considered. In the future research, the impact of multi-type sensor failures on
the battery system must be considered.
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