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ABSTRACT. In the load frequency control (LFC) strategy, regions compromised by attack-
ers pose a potential threat to the power system. In this paper, distributed sliding mode
control based on the robust asymptotic estimation observer (RAEO) and attack compen-
sation under false data injection (FDI) attacks is designed. The system state and FDI
attacks can be estimated effectively via the robust observer. Based on the estimation of
the FDI attacks, attack compensation is devised to mitigate the influence of FDI attacks
on the system frequency. Then, a distributed sliding mode control is formulated to main-
tain the stable operation of the system when FDI attacks occur. Finally, the effectiveness
of the control scheme is validated through an experimental platform. According to the
experimental results, it is proved that the control strategy can improve the performance
of the power system under FDI attacks.

Keywords: Multi-area interconnected power system, FDI attacks, Robust asymptotic
estimation observer, Distributed integral sliding mode control

1. Introduction. In order to maintain the frequency stability of the power system, it
is necessary to ensure the balance of active power in the system. With the rapid devel-
opment of communication and control technologies, modern power systems are gradually
evolving into multi-area power systems with multiple areas connected to each other [1].
Any imbalance in power can result in the grid frequency deviating from its designated
nominal value, potentially jeopardizing the stability and security of the entire power sys-
tem [2, 3]. The design and operation of power systems are significantly improved by load
frequency control (LFC) strategy. A well-designed infrastructure and effectively managed
power system must be capable of withstanding load disturbances while ensuring accept-
able and economical power quality [4, 5]. Moreover, load change will induce corresponding
deviations in the system frequency, leading to corresponding adjustments in the generat-
ed power [6, 7, 8]. Many methods have been used in the power system, e.g., classical PI
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control, robust control, predictive control, and sliding mode control [9, 10, 11, 12]. All
methods are used to keep the system frequency at a stable value.

However, the LFC system, as a cyber-physical system, relies on communication tech-
nologies for data collection and control output and is therefore subject to cyber attacks
[13, 14, 15]. As an example, the extensive power disruption resulting from malevolent
cyber-physical attacks resulted in substantial losses in Ukraine in 2015 [16]. The safe and
stable operation of the power system is directly related to the development of the coun-
try, once the power industry suffers cyber attacks, it may not only lead to information
leakage, but also trigger the paralysis of social production, transportation and other as-
pects of the country, which is a serious threat to the security and stability of the country.
Numerous incidents of cyber attacks have been reported in power systems, such as false
data injection (FDI) attacks [17, 18] and denial-of-service (DoS) attacks [19, 20]. Hence,
it is crucial to explore methods for improving the performance of the power system when
cyber attacks occur.

There have been several detection techniques for FDI attacks on LFC systems. For
instance, in [21], the detection of FDI attacks is accomplished by employing a Kalman
filter in conjunction with an evolutionary game model for attack detection. In [3], a
method for detecting FDI attacks using residual signals from unknown input observers is
proposed. A sliding mode observer with online parameter estimation is devised to identify
the system state and detect unknown attacks in [22]. However, these methods only serve
the purpose of attack detection. A three-step recursive filter is utilized for estimating the
FDI attacks in [23]. In [24], a robust adaptive observer is designed to estimate the FDI
attacks simultaneously. In [25], a method based on intermediate observer is introduced
to calculate the FDI attacks. And the intermediate variables can be used to calculate
the load deviations. Unfortunately, these methods solely focus on the estimation of FDI
attacks, neglecting considerations for compensation.

In addition, studies on cyber attacks targeting systems have primarily concentrated on
the detection and compensation of attacks [26, 27, 28]. In [29], a control strategy based on
observer-derived output feedback is introduced to estimate and compensate FDI attack
signals. In [30], the security model free adaptive controller is proposed to keep the system
stability under FDI attacks. To guarantee the secure operation of the system, a secure
distributed load frequency control scheme is investigated in [31]. Improving the perfor-
mance of power systems under FDI attacks poses a significant significance, considering
the adverse effects that cyberattacks can have on power systems.

Motivated by these discussions, this paper focuses on FDI attack detection and com-
pensation. Robust asymptotic estimation observer-based attack compensation and dis-
tributed integral sliding mode control are proposed for the multi-area load frequency con-
trol system, which can stabilize the system frequency. Experimental results in dASPACE
MicroLabBox 1202 demonstrate the proposed method has good steady and dynamic per-
formance. The main contributions and innovations are listed as follows.

1) Based on Ly — L., performance and the pole configuration conditions, robust as-
ymptotic estimation observers are designed in each control region separately, which can
estimate the system state and FDI attacks rapidly.

2) As a combination of attack estimates and actual measured output, the compensation
outputs are designed to counteract the FDI attacks acting on the sensor channel and
provide the basis for the subsequent design of the slide mode surface.

3) Distributed adaptive integral sliding mode control is devised to reduce the impact
of load disturbance and improve the performance of the system when FDI attacks occur.

The remainder of this paper is organized as follows. In Section 2, the structure of a multi-
area power system under FDI attacks is formulated, and several lemmas and assumptions
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are proposed. In Section 3, the robust asymptotic estimation observer and distributed
integral sliding mode control are designed. In Section 4, the experimental results show that
the proposed robust asymptotic estimation observer can track FDI attacks more quickly
than another observer in [25]. Meanwhile, the power system can operate stably under
the distributed integral sliding mode control with attack compensation. Conclusions are
provided in Section 5.

2. Problem Description. A multi-area interconnected power system consists of mul-
tiple control areas, and each area exchanges energy through tie-lines. In this paper, the
schematic of the three-area interconnected power system is established in Figure 1.
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FIGURE 1. Schematic of the three-area interconnected power system

2.1. Model of LFC system. The interconnected power system is characterized as a so-
phisticated nonlinear dynamic system due to its susceptibility to minor load disturbances
during routine operational states. The LFC within each area is designed to maintain a
consistent local frequency and power interchange with other interconnected areas. By en-
suring this constancy, the dynamic characteristics of the power system can be accurately
depicted through the utilization of a linearized model that approximates its operational
point. In this paper, an equivalent generator is simplified to streamline the representation
of generators within each area. The schematic depiction of the model for the ith control
area of the power system is shown in Figure 2.

The notations and their actual physical meanings are as follows. Af;, AP, APy, AP,
and AP, ; are the deviation of frequency, generator output power, governor valve position,
unit power command and tie-line power, respectively. APy; is the load disturbances. T},
T,; and T;; are the turbine time constant, governor time constant and interconnection gain
between areas ¢ and 7, respectively. H; and D; are the inertia and damping coefficient of
generator. [3;, R; and K; are the frequency bias factor, speed control gain and integral
coefficient, respectively.

In each area, the dynamic equation of the syatem can be expressed as

AJ() = ~ A0 + 2 APA(1) — 2 APacilt) — 2 AP(?) 1)

AB(t) = —%APti(t) + %APgi(t) @)
. 1 1 1

AP(0) =~ AR — = AP0 — ) ®)
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FIGURE 2. The ith control area of the power system

Synthesizing (1)-(6), the system model is written as

=1,

yi(t) = Cixi(t)
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Moreover, z;(t) € R" and y;(t) € R™ are the system state and the output measurement
value, respectively. h; is the system disturbance.

2.2. FDI attacks against LFC system. Data transmitted by sensors over the network
is susceptible to malicious tampering through FDI attacks, which will affect the security
control performance. When the transmission in area i is attacked, a;(t) € RP is defined
as the FDI attacks, and the system dynamic model can be expressed as

=1

(8)
where Fj; is the constant matrix of the appropriate dimension.
Construct the following matrices:

=[] =[5 8] a[4 2] a-[4]

A= 0] Rl ] a=la B

where [, is an n-dimensional identity matrix, and (8) can be written as
N

Li(t) = Auzi(t) + Baus(t) + Y AyZ;(t) + hi(t)
J=1.j#i

2.3. Some lemmas and assumptions. For the convenience of proof, the correlation
lemmas and assumptions are given.

(9)

Lemma 2.1. [32] The eigenvalues of the matrix A € R™™ are contained within the
circular region D (g, 7) with a center at € + j0 and a radius of T if and only if there exists
a symmetric positive-definite matrix P € R™™ that satisfies

—P PA—¢P 0
* —72P <

(10)

Assumption 2.1. The states of the system are all measurable.

Assumption 2.2. The aggregated uncertainties h;(t) are bounded, which satisfy ||h;(t)| <
d;, where d; 1s a positive number.

Assumption 2.3. The constraints on the derivatives of FDI attacks are bounded.
lla:(t)]| < 0;

where 6; > 0 1s a positive number.

3. Main Results. In this section, an LFC strategy using robust asymptotic estimation
observer-based distributed sliding mode control is presented. Robust asymptotic estima-
tion observer is established to estimate the state of the system and FDI attacks. Then the
attack estimations are used for attack compensation. Finally, distributed sliding mode
controller is designed to maintain system stability.

3.1. State/FDI attack observer design. The robust asymptotic estimation observer
is designed as follows.
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4 N

ni(t) = AuZi(t) + Buug(t) + Y Aydi(t) = Li (9:(1) — yi(t))
=15
N (3.0 — 1))
L 9i(t) = Ciln(t
where Z;(t) € R and

L; € Rtp)xm gnd N; = [

(11)

)
(t) € R™ are the estimated values of Z;(t) and y;(t), respectively.

]]3; } € RO P*m with R; € R™™ and N; € RP*™ are the

observer gain matrices.

Remark 3.1. Due to the fact that the augmented matriz I,, lacks full rank, the inclusion
of terms N; (g]z(t) — yl(t)) is employed to address the singularity of Equation (9). This
approach proves to be convenient for the computation of observer gain matrices.

Then, the estimation error is expressed as

&(t) = ;(t) — Ti(t) (12)
Taking account of Equations (9) and (11), the estimation error is written as
N
J=Ly#

(I_n + Niéi) e(t) = (Aii — Eic_'i) &(t) — hi + Z Age;(t) (14)

Because of the introduction of matrices I,, and C;, the matrices I,, + N;C; are nonsin-
gular, that is

]n+NZ-OZ-:[I" 0}+{Ri}m B ]

0 0 N;
I, + RC; RE;
- [ NG NE } (15)
Remark 3.2. We can choose R; = 0 and N; = E;", where E;" is the pseudo inverse of
E; for convenience, so that I,, + N;C; = l E']FnC’- ? ], which are nonsingular obviously.
Defining
Qi = I, + N;C; (16)
then, the error dynamic equation of the system is written as
N
Gi(t) = Q7' (A — LiC) &(t) + Q7! Aijj(t) — Qi hi
J=1.37#i (17)

em»(t) = jréz@)
where I, = [ 0 I, }

Theorem 3.1. Gwen an Lo — Lo performance level vy, if there have matrices Y; €
RM+P>X™ and symmetric positive definite matrices P; € RTPX(4P) that satisfy the con-
ditions (18) and (19),
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[ \Ijll \1112 \Ile
* Wy Uon
Tl <o (18)
* * .
| X * * \I/NN
-QIPQ; IF
1
. o 0 (19)
where
— - — - — — T — -
\Ijii — Q?R (Am - LzCz) + (An - LZCZ) -PzQz _Q;FR ’
* —I
o [QFPAL+ ALRQ; 0
17 0 0 )

then the error dynamics Equation (17) satisfies the Ly — Lo performance |leqi(t)|,, <
v[[Ra®)]],

Proof: A Lyapunov function candidate is defined as

N
V(t)y=> e (t) (Qf PQ:) &lt) (20)
=1
It can be further obtained that
N
V() = 30 [P (A - L) + (A — L) PQ) &(t) - 2T (00QF P,
=1
N
+2e] ()QT P Y Aye(t) (21)
=1,

< [ |- vZﬁ?<s>ﬁi<s>] ds 22)
Combining (21) and (22), we can obtain
V0~ Y REWR()

i=1
N
— bl (Ohi(t) + 28] (QT P D Aijey(t) (23)
J=1.5#i

Subsequently, defining &(t) = [ &(t) hi(t) ]T, it can be further obtained that
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T

N &i(t) Uy Uy - Uy &i(t)
. _ - &a(1) * Wy o0 Wyy &(1)
V()= YR Oh = | s : (24)
— : . : :
En(t) * x % Uy En(t)
Therefore, the condition (18) is proved. Then, construct the following performance Js:
Jo = e (t)ea(t) =V (1) (25)
It can be further obtained that
N N
er (tea(t) =7V (1) = > el(tea(t) =7 D&l (1) (QF BQs) ei(t)
i=1 i=1

= Y&l () (1 —QI PQ) ) (26)

So if ITT, — yQT P,Q; < 0, according to Schur complement [33], it is written as
Qrra. T
{ . ey <0 (27)
The condition (19) is proved.

Remark 3.3. To enhance the estimation performance of the RAFEQ, the pole configuration
conditions are established. According to Lemma 2.1, when the conditions

—P; PA; - YiC; — & PQ;
* _Tz‘ZQiTPin’
hold, then the eigenvalues of (/_1”- — EiC_'Z-) within the given disk D (g;,7;).

<0 (28)

3.2. FDI attack compensation. Since the RAEO has been designed to estimate FDI
attacks, the FDI attack estimation can be written as

ai(t) = L) (29)
Due to the FDI attacks act on sensor channel, traditional controllers are unable to

proactively address the impact that the attack signals have on the system. Hence, the
output after the compensation y.;(t) is written as

Yei(t) = yi(t) — Eia;(t)
= Cix;(t) + Fa;(t) — E;a;(t)
= Cix;(t) + E; (a;(t) — a;(t))
= Cx;(t) + Eieqi(t) (30)
3.3. Distributed sliding mode controller design. To improve the performance of the

power system when FDI attacks occur, a novel LFC is devised, utilizing the distributed
sliding mode control. The switching surfaces are defined as

t
5:(t) = Gayeilt) — / Gi (A + BiK:) ya (7) dr (31)
0
where GG; and K; are constant matrices. It can be further obtained that
Sl(t) = Gz (ZCZ(t) + Elem(t)) — Gl (A” + BlKZ) (ZCZ(t) + Elem(t))
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B N
=G; <Amxz(t) + Bju; + Z Agjai(t) + hi(t)> + Eiéai(t)]
L j=1,j#1
— GZ (A” + Ble) (l’z(t) -+ Eieai(t))

B N
= Gz Bzuz -+ Z Azsz(t) + hl(t) -+ E,@az(t) — BIKZZEZ(t)

I j=1,j#

— (A“ + Bsz) Eiem-(t)] (32)

Theorem 3.2. Using the load frequency controller (33) along with the adaptive law (34)
for FDI attack reconstruction ensures the stability of the LFC system.

N
ui(t) = Kiyes(t) — (GiB;) ™" | Gy Z Aiiyei(t) + (65 + ki) sign(s;(t)) (33)
=1
where k; > 0,
N
0; = 1Gilld; + |G Bill lai ()] + 1 GiAy Eillllea )l +IGH D [ AiEilllea; ()]
=Ly

s a positive number. We define the adaptive law of 6; as follows:
i = mgl|si(t)]] (34)
where m; > 0.

Proof: Constructing the Lyapunov function as follows:

Vi(t) = =s; (t)s;(t) + ; (35)

where o; = 0, — 7;.
According to the derivative equation of the sliding mode surface (31), it is achieved
that

Vi(t) = sT(0)3(1) - 616,

N
= SZT(t)Gl Bzul —+ Z Al].%l(t) + hjl(t) -+ Elem(t) — Bsz$z(t)

J=1,j#i

— (Aii + BiK;) Eieai(t) | — Gil[si()| (36)

Substituting the control input (33) into (36), it can be obtained that

N
V;(t) = S?(t) Glhz(t) + G’ZElem(t) — GZ Z AijEjeaj(t)

j=1.j#i

— GiAiiEieqi(t) — (05 + k;) sign(s;(t)) | — i ||s:(t)]]

< [IIGiH 1P| + [GiEill [|eas ()| + [ GiAs Eill lleas (0]
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=Gl Y A5 Eill leas I | s = (0 + ki) [ls:(0)]
J#i
= —ki [l + Gl [T = d] |s: D)
<0 (37)

It can be noticed that the proposed controller ensures the reachability of the sliding
motion on the power system. Consequently, in the event of FDI attacks on the power
system, the attack estimation and compensation are used so that the system can still
maintain a stable frequency.

4. Experimental Results. To verify the effectiveness of the robust asymptotic estima-
tion observer and the distributed sliding mode control strategy proposed when a single
area and multi-area are simultaneously attacked by injecting false data, simulation ex-
periments were conducted in two scenarios. A three-area interconnected power system is
constructed on the MATLAB/Simulink platform. Then, the LFC control platform based
on dSPACE MicroLabBox 1202 is established to carry out experiments on the control
algorithm in Figure 3. The details of the parameters are presented in Table 1. The ex-
periment time and step size are set to 100 s and 0.0001 s, respectively.

e )
| & MATLAB

| Host -

|

|
|
© t )
SRt ?2 dSPACE |
N ===/ ControlDesk J

Serial
Communication

l N
[ Power System Model ] |

| dSPACE |

| MicroLabBox [ Robust Asymptotic Estimation Observer ] |

| 1202

| [ Distributed Sliding Mode Controller ] |

e )

® router et N State Control
‘ keyboard: .. = \ Signal Signal

(a) Experimental platform (b) Topology of experimental platform

FiGURE 3. Experimental system

TABLE 1. System parameters

Areal Area2 Area3

H; (p.u.s) 0.3708 0.2708 0.2508
D; (p./Hz)  0.025 0.025 0.022
Tii (s) 0.19 0.23 0.26
Tyi (s) 0.05 0.05 0.04
R; (Hz/p.u.) 2.15 2.45 2.25
k; 0.6 0.6 0.6

Bi (Hz/p.u.) 0.49 0.43 0.47

T’ij (pU/HZ) T12 =0.15 T13 =0.12 T23 =0.10
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4.1. Scenario 1. In this scenario, the hybrid FDI attack occurs on the first power area
as follows:

(0.02 10s<t<20s
—0.002t +0.06 20s<t<40s
—0.02 40 s <t <50 s

ay(t) = —0.01 50 s <t <60s (38)

0.001t — 0.07 60s<t<70s
0.015sin(t —80) 80s <t <100 s
L 0 else

Meanwhile, by setting the regional pole placement condition as D (—30,30), the min-
imum Lo — L., performance level is v = 0.727 according to Theorem 3.1. In order to
highlight the superiority of the observer designed in this paper, the distributed interme-
diate observer (DIO) is designed in [25] as a comparison. The experimental result of the
FDI attack estimation and its error are shown in Figure 4. From Figure 4, we can see that
the power system attacked at 8.16 s in advance. This is due to the fact that during the
experiment, the actual sampling time of ASPACE MicroLabBox 1202 does not match the
sampling time set by the simulation. The distributed intermediate observer has a large
estimation error, while the RAEO proposed in this paper has a small estimation error and
a fast response time. Therefore, it can be considered the proposed detection technique
can more accurately estimate FDI attacks.

— Actual attack a;|
----a; with RAEO

002 [ & with DIO 0T
00152 -\ Al
0.01 | 00147 f\ [\ -0.005
’:_? 00t [ N\ -0.0095 00142 [\ [\ ’;
3 ' s| = 81 82 /o [ S
s 0 {001 b \[00105 { / \ \‘_3;_ -0.01
- Y0115 \ \ =
< N\ 48 485 49 \ \ o
-0.01 \ N3 \ -0.015
“\ | AV ‘\
-0.02 ‘ -0.02 —ea1 with RAEO
00 eq1 with DIO
-0.03 -0.025
0 20 40 60 80 100 0 20 40 60 80 100
Time(s) Time(s)

(a) (b)

FIGURE 4. Scenario 1: (a) Actual FDI attack a; and its estimation;
(b) the estimation error of a;

4.2. Scenario 2. In this scenario, we consider different types of FDI attacks to be applied
on the each area as follows:

( 0.02 20s<t<30s
0.002t —0.04 30s<t<40s
0.04 40 s <t < 50s
a;r(t) = ¢ —0.004t4+0.06 50s<t<60s ,
—0.02 70s<t<80s
0.002t — 0.036 80s<t<90s
L 0 else
([ —0.001t+0.02 20s<t<40s
—0.02 40s <t <5H0s
ajp(t) = ¢ 0.001t —0.07 50s<t<70s (39)
0.01 80s<t<90s
0 else

\
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asn (1) = { 0
asa(l) = { 0
asi (1) = { 0

0
as(t) = { —0.03randn()

—0.03randn()

—0.1sin(0.25(t — 20)) cos(0.5(t — 20)) 20s < ¢ < 100 s

0s<t<20s
208 <t <100s ’

0s<t<20s
20 <t <100s

Z. SHEN, D. XU, T. PAN, W. YANG AND D. JIANG

0s<t<20s

—0.1sin(0.5(t — 20)) cos(0.25(t — 20)) 20s<¢<100s °

<
0s<t<20s (40)

(41)

Then, setting the regional pole placement condition as D(—50, 50), the minimum Lg —
Lo, performance level is v = 0.5969 according to Theorem 3.1. By using the RAEO,
the estimation results of FDI attacks are shown in Figure 5. The attack estimation is
extremely close to its actual value. Figure 6 and Figure 7 show the responses of A f; and
AP, ;, respectively, when FDI attacks occur.
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40 60 80 100
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A..vdi(t) 0.1
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Time(s) Time(s)
(c) (d)
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----az(t) —10)
ooy 0,
=2 2
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@; 0 Lﬂﬁ 0
-0.02 -0.02
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(e)

Time(s)

(f)

FI1GURE 5. Actual FDI attacks and its estimation in Scenario 2
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2 ——A f; under FDI attack
----Af; with attack compensation
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--- A fy with attack compensation
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3 ——A f3 under FDI attack
----Af; with attack compensation
2 ! {
N
5 1
=0
<
1
-2
0 10 20 30 40 50 60 70 80 90 100
Time(s)

()

FIGURE 6. The responses of Af; in each area

It can be observed from the experiment that, under the same FDI attacks conditions,
a controller without considering attack compensation finds it challenging to mitigate the
interference caused by FDI attacks. This results in significant deviations in system fre-
quency and tie-line power, posing challenges in upholding grid stability. Meanwhile, a
controller based on attack compensation effectively minimizes the effect on the system
when FDI attacks occur. This allows the system frequency and tie-line power to remain
within a narrow range, thereby maintaining grid stability.

5. Conclusion. This paper introduces a robust asymptotic estimation observer-based
secure distributed sliding mode controller for a multi-area LFC system when FDI attacks
occur. Firstly, the system model under FDI attacks is built. Secondly, FDI attacks are
observed by the robust asymptotic estimation observer and compensated as feedforward
signals, which can mitigate the influence of FDI attacks on the LFC system. Then, the
secure distributed sliding mode controller is proposed on the power system. Finally, exper-
imental results indicate the conclusion that the secure distributed sliding mode control
scheme can maintain the power system stability. Since the delayed communication is
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not considered in the power system, our future work will study in depth the time-delay
problem on the power system.
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