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Abstract. Deep learning model training on huge data is capable of achieving robust fea-
ture representation capacity. However, there are small registered samples for vein recog-
nition task, which reduce the performance of deep learning model due to overfitting. To
address this problem, this paper proposes a palm vein feature segmentation algorithm,
named by AdveinSeg for vein recognition. Firstly, a convolutional neural network-based
model is established as generator to produce vein images and gold standard (Ground
Truth). Then, we build a U-Net network-based model for vein texture segmentation. Fi-
nally, the generation model is combined with the segmentation model to obtain a vein
pattern segmentation model, which is trained in adversarial way. To prevent semantic
collapse of vein images, cosine similarity is added to regularize the transformed sam-
ple pairs. Experimental results on three public palm vein datasets, CASIA, VERA and
PolyU, show that the deep adversarial learning-based palm vein feature segmentation al-
gorithm outperforms existing vein segmentation methods with equal error rate (EER) of
0.33%, 0.59% and 0.60%, respectively.
Keywords: Palm vein segmentation, Deep adversarial learning, AdveinSeg algorithm,
Image segmentation

1. Introduction. With the progress of science and technology, information technology
and computer technology, information security has become a hot topic in access control
and user privacy management. The traditional method of identity authentication is vulner-
able to exploitation by unauthorized individuals who may obtain passwords or ID cards.
Furthermore, other authentication methods are not secure. Therefore, biometric-based
identity authentication technology has been widely investigated and applied over recent
years. This is due to the fact that biometric identification technology offers a secure, ac-
curate and convenient identification mechanism. Currently, biometric identification tech-
nology is replacing some traditional identification technologies in an increasing number of
fields. It is also becoming a key research area in the field of biometric identification.
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Biometric modality can currently be categorized into two main types: extrinsic and in-
trinsic. Extrinsic biometric features include facial characteristics, fingerprints, and voice-
prints, whereas intrinsic features refer to attributes such as vein patterns. Extrinsic charac-
teristics are generally more susceptible to environmental interference and potential forgery
compared to internal characteristics. For example, facial recognition accuracy is compro-
mised by variations in lighting, facial expressions, and head posture. Similarly, commonly
used fingerprints are vulnerable to forgery and its recognition accuracy will reduce when it
is contaminated by water or foreign substances. Moreover, fingerprint recognition requires
physical contact, which may be perceived as intrusive. Voiceprint recognition, on the oth-
er hand, can exhibit variability due to physiological, psychological, and environmental
factors. As voiceprint recognition systems face challenges from sophisticated attempts to
mimic voiceprints using high-definition audio, it is increasingly necessary to integrate this
technology with other biometric modalities to enhance accuracy and security. In con-
trast, vein recognition offers distinct advantages due to its reliance on the differential
absorption of near-infrared light by hemoglobin in blood vessels compared to surround-
ing tissues. This process generates high-contrast images of vein patterns based on data
preprocessing, revealing unique vein distribution characteristics. Vein recognition is par-
ticularly competitive among biometric modality for its non-contact nature, capability for
living body detection, and uniqueness. The segmentation of veins as an essential step in
vein recognition involves the precise isolation of blood vessels and extraction of regions
of interest from vein images. This step is crucial for improving the processing efficien-
cy of biometric authentication tasks, which has led to growing research interest in recent
years. Additionally, palm vein patterns, which contain more information than finger veins,
offer greater reliability for identity verification, information protection, and security ap-
plications.

1.1. Related work. Venous blood vessels are hidden under the skin of the human body
and their distribution is well connected, which is difficult to observe under visible light
and requires the help of infrared light of about 850 nm wavelength to capture the venous
images, which leads to the advantages of stability, viability and inability to forge the
venous features. In some medical research works, vein features have been shown to have a
unique structure for each individual and are therefore unique. However, vein recognition
is still challenging because palm vein images are susceptible to ambient lighting, rotation
angle, and individual differences in acquisition equipment during the acquisition process,
resulting in poor contrast, uneven brightness, and unclear vein texture in the acquired
palm vein images, which increases the difficulty of image segmentation. In order to solve
this problem, many methods have been proposed, which are roughly divided into three
main categories according to the segmentation methods.
1) Local Feature-Based Segmentation: This type of method is based on the local fea-

tures of the image, and typical methods are threshold segmentation [1], edge detection [2],
region growth [3], and feature space clustering [4]. Threshold segmentation relies heavily
on selecting the optimal threshold. For example, Wang et al. [5] introduced an improved
algorithm to find the best multi-threshold combination, enabling effective segmentation
into meaningful regions. Edge detection is an image segmentation method using classical
detection operators. In [6], Tchinda et al. combined edge detection filters with neural
networks to enhance segmentation accuracy in blood vessel images, first detecting edges
and then refining them through neural networks. Region growth is based on local image
features and often requires prior knowledge. Raja et al. [7] proposed an enhanced method
that optimizes seed selection and uses Tsallis entropy, achieving accurate segmentation
in contrast-enhanced medical images. Feature space clustering groups similar pixels in
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feature space. In [8], Wisaeng presented a method that combines weighted kernel fuzzy
C-means (WKFCM) clustering with function-based expansion. This approach captures
nonlinear relationships and emphasizes important features, resulting in precise segmenta-
tion of vessels.

2) Theory-Based Segmentation: This kind of segmentation method is based on specific
mathematical theories, such as morphological theory [9], genetic algorithm theory [10],
and fuzzy graph theory [11]. The method based on morphology theory completes the seg-
mentation task by analyzing the topological structure of the image. For example, Tian et
al. [12] presented a segmentation technique that combines an improved Frangi filter with
mathematical morphology. This approach enhances the edge features of retinal vessels
through morphological operations, thereby achieving precise segmentation of vascular
structures within images. Additionally, the method based on genetic algorithm theory,
which is a global optimization technique simulating the process of biological evolution, is
employed to determine the optimal threshold or parameters for image segmentation. In
[13], Bahadure et al. illustrated the application of genetic algorithms to optimize parame-
ter selection during the segmentation process. By harnessing the robust search capabilities
of genetic algorithms, this method effectively determines optimal thresholds and parame-
ters, leading to accurate segmentation and classification of brain tumors in MRI (Magnetic
Resonance Imaging) images. The method based on graph theory converts the segmenta-
tion problem into graph partition, and completes the segmentation process by optimizing
the objective function. [14] introduced a region and boundary aggregation method based
on graph theory, which constructs a graph model of the image and aggregates region
and boundary information. This method successfully integrates structural features of im-
ages through graph-theoretic techniques, resulting in accurate segmentation of biomedical
images.

3) Deep Learning-Based Segmentation: With the development and introduction of deep
learning theory, the field of computer vision has made breakthrough progress. Convolu-
tional neural network (CNN) has become an important tool in image processing. Deep
learning techniques exploit semantic information from images to achieve precise seman-
tic segmentation. Several deep learning-based semantic segmentation methods have been
developed, including fully convolutional network (FCN), pyramid scene parsing network
(PSPNet), DeepLab, Mask R-CNN, SegFormer, and U-Net. For instance, the fully convo-
lutional network (FCN) introduced by Long et al. [15] can be trained end-to-end, utilizing
shared image information between the up-sampling and down-sampling paths to enhance
segmentation. [16] employs a fully convolutional network that avoids fully connected lay-
ers and uses skip connections to merge image features at different scales, allowing for
pixel-wise predictions. However, the results produced by FCN lack refinement and do not
adequately consider the relationships between pixels. SegNet [17] is built on an Encoder-
Decoder structure. It encodes the input image into a low-dimensional representation, and
then reconstructs the image using directional invariance in the decoder to produce the
segmented output. DeepLab [18] integrates deep convolutional neural networks with prob-
abilistic map models for semantic segmentation, allowing for pixel-wise classification. Its
key innovation is the combination of conditional random fields with deep convolutional
networks, utilizing dilated convolutions to control the receptive field size. However, dilat-
ed convolutions struggle with capturing relationships between objects of different sizes,
leading to challenges in accurately segmenting small objects. Mask R-CNN [19] builds on
Faster R-CNN by adding a mask prediction branch, excelling in instance segmentation,
object detection, and pixel-level segmentation. Mask Scoring R-CNN [20] improves the
quality of predicted masks by incorporating Mask-IoU, though this adds complexity to
the network structure. Gated-SCNN [21] introduces a two-stream convolutional neural
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network for semantic segmentation, featuring a separate branch called shape flow to learn
edge information. This enhancement allows the model to accurately predict object edges
and significantly improves segmentation for small and thin objects. SegFormer [22] in-
tegrates a hierarchical structure into the Transformer model, extracting information at
different scales and combining the Transformer with lightweight MLPs. This approach
achieves superior results on datasets like ADE 20k and Cityscapes. U-Net [23], a variant
of FCN, utilizes an Encoder-Decoder structure. The encoder reduces the spatial dimen-
sions of the image, while the decoder gradually restores details. The interconnected layers
allow the decoder to effectively repair and reconstruct object details. This method is
particularly suitable for small datasets, making it effective for image segmentation with
limited palm vein data samples.

1.2. Motivation. In the aforementioned work, local feature-based segmentation meth-
ods are simple and easy to implement, and do not require a large number of training
samples, but the segmentation effect for complex backgrounds is poor, and due to lack
of global information, it is easy to over-segment or under-segment. The threshold seg-
mentation method [24] struggles to find an appropriate global threshold because of the
small gray-level difference between the vein and background, leading to inaccurate results.
Edge detection methods [25] can detect vein edges, but for palm vein images, small vessels
and branches are easily affected by noise, resulting in broken or incomplete edges. The
region growth method [26] relies on seed points, and if they are placed in non-uniform
areas or are affected by noise, it can lead to incorrect growth direction and affect seg-
mentation accuracy. Although feature space clustering methods can differentiate vein and
non-vein regions to some extent, the complexity of vein structures and diverse background
changes in palm vein images may cause misclassification of non-vein structures, resulting
in segmentation errors [27].
Theory-based segmentation methods require a strong mathematical foundation, and

they can handle complex backgrounds and irregular shapes effectively under certain con-
ditions [28]. However, when applied to large datasets, they tend to have high compu-
tational costs, slow convergence, and low efficiency. For example, morphological theory-
based methods [29] enhance vein features and reduce noise through operations like di-
lation and erosion, but the results depend heavily on the shape and size of the cho-
sen structural elements. This is particularly challenging for palm vein images, where
vein shapes and distributions vary significantly, requiring careful parameter adjustment.
Genetic algorithm-based methods [30], which use global optimization to find the best
segmentation parameters, are suitable for complex images but are not ideal for real-
time applications in palm vein segmentation due to high computational complexity and
slow convergence. Graph theory-based methods [31] often involve complex optimization
problems with computationally intensive objective functions, leading to long processing
times and high computational costs for palm vein images. The fine branching and com-
plex topology of veins make graph theory methods prone to mis-segmentation, especially
when vessels overlap or intersect. Additionally, the effectiveness of these methods relies
heavily on appropriate parameter settings, which is complicated by individual differences
and varying imaging conditions in vein images, further increasing the difficulty of the
segmentation process.
Compared to the first two methods, deep learning-based segmentation methods can

extract rich information when trained on large datasets in an end-to-end manner, resulting
in better performance. FCN [32] is used for initial segmentation; PSPNet [33] or DeepLab
[34] is preferred for finer tasks due to their superior detail capture. Mask R-CNN [35] is
ideal for distinguishing multiple target regions because of its instance-level segmentation
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ability. U-Net [36] helps recover image details and boundaries through skip connections
and the symmetric structure between the encoder and decoder. Additionally, U-Net can
train effective models on relatively small datasets [37], which is particularly beneficial
for palm vein segmentation, as these datasets are usually small. U-Net also has good
generalization ability [38], maintaining stable performance across different vein images and
delivering reliable results even with individual variations and changing imaging conditions.
These features make U-Net a highly effective tool for palm vein image segmentation.
However, palm vein images are affected by light, rotation angle, and collection equipment
[39], leading to issues like small datasets, low contrast, and background noise. Additionally,
deep learning models require large amounts of training data, but in practice, privacy
concerns make users hesitant to provide extensive data. This results in fewer registration
samples per person, limiting the model’s performance in vein segmentation and leading
to overfitting. How to segment the palm vein features effectively is an urgent problem to
be solved in the case of limited vein data samples.

Despite their respective advantages, a common shortcoming across all three categories
is the limited ability to accurately segment palm veins under small-sample, noisy, or
low-contrast conditions while preserving structural integrity. Traditional methods fail to
generalize across image variations; theory-driven models are computationally demand-
ing; and deep learning models require abundant training data and often neglect vascular
boundary precision. Therefore, a critical research gap remains: how to design a segmen-
tation framework that simultaneously ensures generalization in small-data regimes and
accurately preserves the detailed morphology of palm veins under challenging imaging
conditions. Addressing this dual challenge is crucial for advancing palm vein recognition
systems towards practical and robust deployment.

1.3. Our work. Inspired by the above research, we propose AdveinSeg, a deep adver-
sarial learning-based algorithm for palm vein feature segmentation, as shown in Figure
1. First, we label the images with probability maps accumulated by four traditional seg-
mentation methods. To realize vein data augmentation, we construct Pix2Pix convolution
model to transform the palm vein images and gold standard images to generate diverse
vein images and gold standard images; Then we construct a U-Net segmentation mod-
el and train the segmentation network to minimize the cross-entropy loss by adversarial
learning with the transformed palm vein dataset. Finally, we establish an adversarial
learning-based segmentation framework by combining the transformation and segmen-
tation models. In order to prevent semantic collapse of vein images, cosine similarity is
added to regularize the transformed sample pairs. We conduct rigorous experiments on
three public palm-vein datasets, and the experimental results show that the proposed
AdveinSeg algorithm can reduce the equal error rate of existing vein segmentation and
outperforms existing vein segmentation algorithms.

The main contributions of this paper are as follows.

• We design a deep adversarial learning-based palm vein segmentation algorithm,
called AdveinSeg. This algorithm transforms palm vein images using a Pix2Pix im-
age transformation network and performs segmentation with a U-Net network. We
introduce an adversarial framework that jointly trains both the image segmentation
and image transformation networks. Through adversarial learning, the segmenta-
tion network’s training loss is refined, allowing the model to achieve optimal feature
representation.

• In order to enhance model generalization, we use adversarial learning to generate
diverse vein images and gold standards. We apply a conditional GAN (cGAN) for
image transformation, where the generator is based on a U-Net network and the
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discriminator uses a convolution-based PatchGAN. This adversarial network setup
transforms palm vein images and gold standards, producing diverse vein images and
augmenting the dataset.

• To prevent overfitting, we design the AdveinSeg loss function and optimization of
AdveinSeg model by using the method of gradient descent and gradient ascent up-
dating alternately. We adopt adversarial learning method, which takes the training
sample set obtained by image transformation network as the opponent of target net-
work, and prevents the learning representation from overfitting the target network
through supervised adversarial learning.

• To evaluate the performance of AdveinSeg, we conducted extensive experiments on
three public palm vein databases and compared our method with traditional image
segmentation approaches. The experimental results demonstrate that the deep ad-
versarial learning-based algorithm outperforms existing vein segmentation methods.
Specifically, AdveinSeg achieves superior smoothness and continuity in vein features,
a lower equal error rate, and overall better segmentation performance.

2. The Proposed Approach. In this section, we detail the proposed AdveinSeg, a palm
vein feature segmentation algorithm based on deep adversarial learning, which consists of
two main parts: an image transformation module and an image segmentation module, as
shown by the architecture of AdveinSeg in Figure 1. First, we establish a convolutional
neural network to transform palm vein images and their gold standards, generating diverse
vein images and corresponding gold standards. Next, we build a vein segmentation mod-
el based on the U-Net network. Finally, we combine the transformation model with the
segmentation model to create a vein segmentation framework based on adversarial learn-
ing. In this framework, the transformation module generates challenging samples using a
convolutional neural network, increasing the difficulty for the segmentation model. The
segmentation module then learns more robust feature representations from these challeng-
ing samples, improving the generalization ability of the entire model. To prevent semantic
collapse of the vein images, cosine similarity is applied to regularizing the transformed
sample pairs.

Figure 1. Palm vein feature segmentation algorithm based on deep ad-
versarial learning

2.1. Image labelling. Pix2Pix is a cGAN-based adversarial learning network that, given
a real vein image and corresponding semantic labels, is able to generate a real image
under supervised learning of the labels. In order to generate a variety of vein images
and gold standard, and improve the generalization ability of segmentation model, we use
automatic labeling method to make vein labels, as shown in Figure 2. In this paper, we
use four traditional segmentation algorithms, namely mean curvature [40], region growth
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Figure 2. Image labelling: (a) Original image; (b) four vein extraction
methods; (c) probability map; (d) labelled image

[41], repetitive linear tracking [42] and wide line detector [43], to segment the vein and
background in the palm vein image, respectively. The resulting binary images from each
method are combined into a probability map, which is then binarized by Equation (1) to
create the final labels, with black background pixels set to 0 and white vein pixels set to
1.

L(i, j) =


255

K∑
k=1

lk(i, j) ≥
K

2

0
K∑
k=1

lk(i, j) <
K

2

(1)

where K is the number of existing vein segmentation methods, and the value in this paper
is 4, lk(i, j) is the jth segmented image in the ith class obtained by k existing segmentation
methods, and L(i, j) represents the jth label in the ith class.

2.2. Pix2Pix-based augmentation. Direct training on limited palm vein data is prone
to overfitting. To alleviate this, we adopt classical image augmentation techniques, such
as random horizontal/vertical flipping and brightness adjustment, which help the neural
network to learn more diverse feature distributions. To further improve generalization and
generate challenging samples, we employ a conditional Generative Adversarial Network
(cGAN) following the Pix2Pix framework [44] in the image transformation module. In
this framework, the generator adopts a U-Net structure, and the discriminator is a convo-
lutional PatchGAN. The generator is responsible for learning a mapping from grayscale
palm vein images to their corresponding binary segmentation maps. This mapping pre-
serves spatial structure and vein continuity by leveraging skip connections inherent in
the U-Net design. The image transformation network ensures consistency between in-
put and output image structures, facilitating realistic image generation that mimics the
distribution of real palm vein data.

Note that structural details of the U-Net are discussed in Section 2.3, as the same
architecture is employed in the segmentation network. Here, its role is to support data-
level augmentation via image synthesis.
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Figure 3. Encoder-decoder structure and U-Net

2.3. U-Net based segmentation. As discussed in Section 2.2, the image transforma-
tion network uses a U-Net generator to synthesize new grayscale/binary vein image pairs
for data augmentation. However, such augmentation alone is insufficient to fully cover
the diversity of palm vein distributions. Therefore, we further propose a deep adversar-
ial learning-based segmentation framework – AdveinSeg – which integrates both image
transformation and segmentation in a unified U-Net-based structure. The detailed struc-
ture and function of the U-Net employed in segmentation are presented below. The image
transformation network generates palm vein images based on varying inputs, but it can-
not fully cover all positions within the data distribution space. Despite the use of data
augmentation during image transformation, training the segmentation network remains
challenging due to the inherent limitations in the diversity and quality of the training data.
To address this, we propose a novel deep adversarial learning-based palm vein feature seg-
mentation algorithm, termed AdveinSeg, which jointly optimizes both the segmentation
network and the image transformation network.
Deep adversarial learning is a machine learning framework in which two neural networks

– the generator and the discriminator – are trained in opposition. The generator’s role is to
produce feature maps or images that closely resemble real data, while the discriminator’s
task is to distinguish between the generated images and real images. This adversarial
process fosters mutual improvement of both networks: the generator learns to produce
more realistic outputs, and the discriminator becomes better at distinguishing between
real and generated data. In the context of our method, deep adversarial learning refines
the segmentation output by ensuring that the generated feature maps more closely align
with the ground truth palm vein features. This adversarial training process enables the
segmentation network to learn more robust, discriminative features, thereby improving
overall segmentation accuracy.
The segmentation and image transformation networks in our approach are based on

the U-Net architecture, which is specifically designed for pixel-level segmentation tasks.
The U-Net structure consists of three primary stages: feature extraction, concatenation,
and up-sampling.
During the feature extraction, spatial information is progressively reduced while en-

hancing the relevant palm vein features. This is accomplished through two consecutive
3 × 3 convolutional operations (without padding), followed by a ReLU activation func-
tion and 2× 2 max-pooling for down-sampling with a stride of 2. At each down-sampling
stage, the number of feature channels is doubled to capture increasingly complex and
abstract features from the input data. This design allows the network to learn multi-scale
features that are crucial for accurate segmentation. The image transformation network
plays a pivotal role in improving feature representation by generating new images based
on varying inputs. This ensures a more comprehensive coverage of the data distribution
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space, thereby augmenting the training set. During training, the adversarial process pre-
vents overfitting to specific data patterns, making the model more adaptable and capable
of generalizing to unseen data. In the up-sampling stage, the feature map is up-sampled
using transposed convolutions (2× 2 “up-convolutions”) to reduce the number of feature
channels. The up-sampled feature map is then concatenated with the corresponding fea-
ture map from the down-sampling path, followed by two additional 3 × 3 convolutions,
each followed by a ReLU activation. This concatenation ensures that both low-level and
high-level features are preserved and combined, which enhances the model’s ability to
make accurate pixel-wise decisions.

One common challenge during convolution operations is the loss of border pixels, which
occurs due to the nature of convolutional kernels. This issue is addressed by implementing
a clipping mechanism, which ensures that the border pixels are properly handled. Finally,
the output layer consists of a 1× 1 convolution that classifies each 64-dimensional feature
vector, effectively distinguishing between palm veins and the background.

By combining the powerful segmentation capabilities of U-Net with the robustness of
deep adversarial learning, AdveinSeg is able to produce highly accurate and consistent
palm vein feature segmentation results. The adversarial training approach ensures that
the method is resilient to variations in image quality, and can handle diverse palm vein
patterns, making it an effective solution for challenging biometric applications.

2.4. Adversarial segmentation. In segmentation module, shown as in Figure 1, X =
{xck|c = 1, . . . , C; k = 1, . . . , K} is the palm vein grey scale image dataset, where xck

denotes the Kth palm vein grey scale image of class ith. Y = {yck|c = 1, . . . , C; k =
1, . . . , K} is the palm vein labelled image dataset, where yck denotes the Kth palm vein
binary image of class ith. The converted palm vein image dataset D can be obtained based
on the image transformation network. Based on the transformed palm vein dataset D, the
segmentation network is trained to minimize cross-entropy loss. The image transformation
network generates the palm vein dataset D using a gray image and its corresponding
binary image as inputs. This process aims to reach an equilibrium where the feature
representation ability of the model is optimized by addressing the training loss of the
segmentation network through adversarial learning.

1) Adversarial Loss: The loss function is defined as Lce(·), the image transforma-
tion network as F (·) and the segmentation network as S(·). The loss function for jointly
training the segmentation network S(·) and the image transformation network F (·) for
adversarial learning by converting the palm vein grey scale image and the binary image
into the sample data space is defined as Equation (2).

S∗, F ∗ = argmin
S

max
F

[
Exck,yck(Lce(ϕF (xck, yck))) + Ex′

ck,y
′
ck
(Lce (ϕS (x

′
ck, y

′
ck)))

]
(2)

where xck represents the Kth palm vein image of class ith, and yck is the corresponding
binary image. x′

ck is the transformed version of the Kth palm vein image of class ith, ob-
tained through the image transformation network F (·), while y′ck is the transformed binary
image. The predicted labels for each query in the current mini-batch are determined by
the segmentation network S(·), and S(·) is optimized based on these predictions. The loss
function Lce (ϕS (x

′
ck, y

′
ck)) is calculated using the transformed palm vein image x′

ck and
its corresponding binary image y′ck. To optimize the parameter S, ϕF (·) introduces noise
in the output images, challenging the network. However, this can result in images with
missing semantic details. To address this, cosine similarity is added as a regularization
term to control the output of the image transformation network, and the loss function is
modified as Equation (3) accordingly.
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S∗, F ∗=argmin
S

max
F

[
Exck,yck(Lce(ϕF (xck, yck)))− λ1Lce (cosine (xck, x

′
ck))

−λ2Lce (cosine (yck, y
′
ck)) + Ex′

ck,y
′
ck
(Lce (ϕS (x

′
ck, y

′
ck)))

]
(3)

where cosine is the cosine similarity function, and λ1 and λ2 are scaling factors, in the
experiment λ1 = λ2 = 0.5, x′

ck = ϕF (xck), y
′
ck = ϕF (yck).

2) Model Optimization: As shown in current adversarial learning methods, finding
saddle point solutions (S∗, F ∗) in the above equation is challenging. Typically, gradient
descent and gradient ascent are used to alternately update S and F . For instance, the
optimization of S can be reformulated as a minimization problem in Equation (4).

S∗=argmin
S

[
Exck,yck(Lce(ϕF (xck, yck)))− λ1Lce (cosine (xck, x

′
ck))

−λ2Lce (cosine (yck, y
′
ck)) + Ex′

ck,y
′
ck
(Lce (ϕF (x′

ck, y
′
ck)))

]
(4)

where λ1 = λ2 = 0.5. The problem in the above equation is usually solved by vanilla
SGD with learning rate α and batch size N , the training process for each batch can be
expressed as Equation (5).

S(t+ 1)=S(t)− α
1

N

[
N∑

n=1

∇S

[
Lce(ϕF (xck, yck))− λ1Lce (cosine (xck, x

′
ck))

−λ2Lce (cosine (yck, y
′
ck)) + Ex′

ck,y
′
ck
Lce (ϕS (x

′
ck, y

′
ck))

]]
(5)

Since the cosine similarity is independent of S, Equation (5) is replaced by

S(t+ 1) = S(t)− α
1

N

[
N∑

n=1

∇S

[
Lce(ϕF (xck, yck)) + Ex′

ck,y
′
ck
(Lce (ϕS (x

′
ck, y

′
ck)))

]]
(6)

The training process uses gradient calculations averaged over more than N instances
to reduce gradient variance, leading to faster convergence of the target network. However,
this approach is prone to overfitting due to limited training data. To address this, the
training set generated by the adversarial learning-based image transformation network
is used as an adversary to the target network, resulting in a minimax problem for the
self-trained network. This self-supervised objective is designed to be challenging enough
to prevent the model from overfitting, and can be mathematically formulated as the
maximization problem in Equation (7).

F ∗ =argmax
F

[
Exck,yck(Lce(ϕF (xck, yck)))− λ1Lce (cosine (xck, x

′
ck))

−λ2Lce (cosine (yck, y
′
ck)) + Ex′

ck,y
′
ck
(Lce (ϕS (x

′
ck, y

′
ck)))

]
(7)

To solve the above problem, a gradient ascent method is used for updating with a
learning rate of β. The parameter updating rule is defined as in Equation (8).

F (t+ 1)=F (t) + β
1

N

[
N1∑
n=1

∇F [Lce(ϕF (xck, yck))]− λ1Lce (cosine (xck, x
′
ck))

−λ2Lce (cosine (yck, y
′
ck)) + Ex′

ck,y
′
ck
(Lce (ϕS (x

′
ck, y

′
ck)))

]
(8)

Intuitively, the optimization of Equation (7) can be understood as follows: for the
image transformation F , when Lce(ϕF (xck, yck)) is maximized and Lce (cosine (xck, x

′
ck))+
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Lce (cosine (yck, y
′
ck)) is minimized, the loss of the segmentation network is maximized.

This tends to push the generated samples further away. Samples from the same class
are generated as challenging examples, following the trajectory of segmentation network
updates under cosine similarity constraints, while remaining within recognizable limits
and at a controlled distance from the original image. The palm vein feature segmentation
algorithm based on deep adversarial learning is summarized in Table 1.

Table 1. Description of the AdveinSeg algorithm

Algorithm. Joint training of segmentation network and image transformation net-
work

Input:
The set of palm vein grayscale images X = [x11, x12, . . . , xCL]; The set of palm

vein binary images Y = [y11, y12, . . . , yCL]; The image transformation network ϕF ; The
segmentation network ϕS;

Output: S∗, F ∗

1: For 1 ≤ e ≤ epoch;
2: Input palm vein grayscale images set X and paired binary images set Y to the

trained ϕF to obtain the training samples X ′ and Y ′. Then we obtain the aug-
mentation dataset D = (X ′, Y ′); We randomly select N samples from D to
construct mini-batches.

3: For 1 ≤ t1 ≤ T1;
4: Update S(t+ 1) according to Equaiton (6);
5: end
6: For 1 ≤ t2 ≤ T2;
7: Update F (t+ 1) according to Equation (8);
8: end
9: end

3. Results and Analysis. In this section, we evaluate the performance of the proposed
method through experiments on three public palm vein datasets. To test the capability
of the AdveinSeg algorithm, we compare it quantitatively with traditional image seg-
mentation algorithms, as well as deep learning-based U-Net and UNet 3+ networks. We
calculate the EER and plot ROC curves for comparison. All experiments were conducted
using PyTorch on NVIDIA GeForce GTX 3090 GPUs.

3.1. Datasets. The datasets used in this study are described as follows.
Dataset A: The CASIA dataset [45] includes palm vein images from 100 volunteers,

collected in two stages. Three images were captured from each hand during both stages,
with the left and right palms as one class, resulting in 200 classes (100 subjects × 2 palms
× 3 images × 2 sessions), totaling 1,200 palmar vein images.

Dataset B: The VERA Palm Vein dataset [46], created by the Idiap Group, contains
2,200 images from 110 volunteers across two sessions. Each volunteer’s left and right palms
were photographed, capturing five images per palm per session, leading to 20 images per
volunteer.

Dataset C: The PolyU Multispectral Palmprint Database from Hong Kong Polytechnic
University [47] consists of 6,000 palmprint images (250 subjects × 2 palms × 6 images ×
2 sessions) collected using near-infrared light. Images were taken from 250 volunteers in
two phases, approximately nine days apart, with each volunteer providing 24 images (2
palms × 6 images × 2 sessions), with 6 images per hand per session.
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The CASIA, VERA, and PolyU datasets were selected to evaluate the proposed deep
adversarial learning-based palm vein feature segmentation method under diverse condi-
tions commonly encountered in palm vein recognition. Each dataset offers unique advan-
tages for a comprehensive assessment of the method’s performance. The CASIA dataset
provides a large and diverse set of palm vein images, essential for training deep learning
models and testing their generalization across subjects and imaging conditions. The VERA
dataset, with its variety of images captured under different hand positions and lighting,
is ideal for evaluating the robustness of the method in real-world, variable settings. The
PolyU dataset includes multispectral palm vein images, which introduce challenges related
to image quality and near-infrared imaging, testing the algorithm’s adaptability to differ-
ent imaging modalities. By using these well-established, publicly available datasets, we
ensure a thorough evaluation of our method across a wide range of real-world conditions.

3.2. Experimental setting. To verify the effectiveness of the proposed method, each
palm vein dataset is divided into two subsets. For Dataset A, which includes 200 classes,
the palm vein images from the first 100 classes in the first stage are used for training,
while the images from the last 100 classes in the second stage are used for testing. This
results in a training set A1 with 600 images (100 classes × 6 images) and a test set A2
with 600 images (100 classes × 6 images). Similarly, Dataset B is divided into training
set B1 with 1,200 images (120 classes × 10 images) and test set B2 with 1,000 images
(100 classes × 10 images). For Dataset C, the training set C1 contains 4,800 images (400
classes × 12 images), while the test set C2 has 1,200 images (100 classes × 12 images).
The method alternately updates the weights of the segmentation network and the image

transformation network until convergence. The final model is then used for palmar vein
segmentation. In the experiments, we record the recognition accuracy of various segmen-
tation algorithms on test set A2 from Dataset A, test set B2 from Dataset B, and test
set C2 from Dataset C to evaluate the performance of the proposed method. The equal
error rate (EER) is used as the performance metric.

FAR =
NFT

NF

(9)

FRR =
NTF

NT

(10)

Let NF denote the number of samples that are false, NT denote the number of samples
that are true, NFT denote the number of samples that are false but mistaken for true, and
NTF denote the number of samples that are true but mistaken for false. The equal error
rate (EER) is the point at which the false rejection rate (FRR) and false acceptance rate
(FAR) are equal. A lower EER indicates better authentication accuracy for the model.
The genuine acceptance rate (GAR) can be derived from the rejection rate, and different
FAR and GAR values can be obtained by adjusting the threshold. ROC curves, or receiver
operating characteristic curves, are used to evaluate the accuracy of predictions between
two classes (X and Y). The ROC curve divides the graph into two parts based on its
position. The area under the curve (AUC) represents the model’s predictive accuracy:
a higher AUC value indicates a larger area under the curve and, consequently, better
prediction accuracy. The closer the curve is to the top left corner, the higher the prediction
accuracy.

3.3. Visual assessment. To evaluate the effectiveness of the proposed method, we com-
pare it with several existing segmentation techniques: Difference curvature [48], mean
curvature [40], region growth [41], repeated line tracking [42], wide line detector [43],
U-Net [23], and UNet 3+ [49]. Figures 4, 5, and 6 display the segmentation results for
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each method applied to the CASIA, VERA, and PolyU palm vein datasets, respectively.
It can be seen that the adversarial segmentation method proposed in this paper (Advein-
Seg) can effectively extract palm vein features and remove noise in the background, and
the extracted palm vein features have smooth and continuous characteristics. In contrast,
the palm vein features extracted by differential curvature method have partial matching
in relative position, but the vein details are seriously missing, some background regions
are identified as palm vein features, and the segmentation results are not fine and some
positions are inaccurate. The continuity of palm vein extracted based on mean curvature
method is very poor, the extracted palm vein features are far from each other, lack of
integrity and continuity, only part of the palm vein features are extracted at the edge,
and the main features of palm vein are not extracted. Although the palm vein features

(a) Source image (b) Difference cur-
vature

(c) Mean curvature (d) Region growth (e) Repeated line
tracking

(f) Wide line detector (g) U-Net (h) UNet 3+ (i) AdveinSeg

Figure 4. Segmentation results of different methods on Dataset A

(a) Source image (b) Difference cur-
vature

(c) Mean curvature (d) Region growth (e) Repeated line
tracking

(f) Wide line detector (g) U-Net (h) UNet 3+ (i) AdveinSeg

Figure 5. Segmentation results of different methods on Dataset B
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(a) Source image (b) Difference cur-
vature

(c) Mean curvature (d) Region growth (e) Repeated line
tracking

(f) Wide line detector (g) U-Net (h) UNet 3+ (i) AdveinSeg

Figure 6. Segmentation results of different methods on Dataset C

extracted by region growing method are smooth, the extracted palm vein features are
not fine enough, and a few non-vein parts are identified as palm veins, and the noise
interference is strong. The palm vein features extracted by the repetitive linear tracking
method have the initial shape of palm vein, but there are still many burrs and lack of
smoothness, which will affect the recognition performance of palm vein. The palm vein
feature extracted by the method based on wide line detection has the initial shape of
palm vein, but there are some burrs, but compared with repeated linear tracking, there
are less burrs, and the palm vein feature is not smooth and continuous, and the palm
vein extracted in some parts does not form intersection points. The palm vein features
extracted based on U-Net and UNet 3 + have some continuity, but lack some smoothness.
The overall segmentation results are better than those of previous segmentation methods,
and the main parts of the vein are correctly identified. The overall results are close to
those obtained by this method. Compared with other methods, the AdveinSeg method
proposed in this paper can extract better palm vein features in smoothness and continuity.

3.4. Quantitative assessment. In the previous section, we visually evaluated the pro-
posed method alongside existing segmentation algorithms. In this section, we quantita-
tively compare and analyze the recognition performance of different segmentation algo-
rithms. Table 2 summarizes the eight segmentation methods discussed in this paper.

Table 2. EER for different data sets (%)

Segmentation method Dataset A Dataset B Dataset C
Difference curvature 2.5 6.07 6.55
Mean curvature 22.37 15.62 12.17
Region growth 1.68 5.81 0.91

Repeated line tracking 10.87 10.24 7.88
Wide line detector 0.67 5.84 0.77

U-Net 0.43 5.36 0.70
UNet 3+ 0.41 0.77 0.68
AdveinSeg 0.33 0.59 0.60
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For Dataset A, the test set consists of 600 images from 100 palm categories (100 palms
× 3 images × 2 stages). When matching any two images within the same class, the
matching score is counted as a true score, while matching images from different classes is
counted as a false score. This results in 600 true scores (100 × 6) and 59,400 false scores
(100 × 99).

For Dataset B, the test set includes 1,000 images from 100 palms. Matching scores from
the same class yield 1,000 true scores (100 × 10), while matching images from different
classes results in 99,000 false scores (100 × 990).

For Dataset C, the test set contains 1,200 images from 100 palms, with 1,200 true scores
(100 × 12) and 118,800 false scores (100 × 990). The EER values and ROC curves can
be derived from these true and false scores.

Figure 7 shows the ROC curves for the three datasets. The FRR values of the proposed
method were higher than those of the other methods in the three public datasets. As
shown in Table 2, the equal error rate (EER) of the proposed method is lower than that

(a) (b)

(c)

Figure 7. (color online) ROC curve: (a) Dataset A; (b) Dataset B;
(c) Dataset C
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of the comparative methods. This comparison of EER values and ROC curves across the
three datasets demonstrates the effectiveness of the proposed method. The reasons for
this improvement are as follows.
1) Traditional segmentation methods rely on mathematical models to assume the dis-

tribution of palm veins, leading to ineffective feature extraction, increased noise, and
poor continuity in the segmentation results. In contrast, deep learning methods, while
also assuming a distribution, enable neural networks to learn deep features of palm veins.
Even with a small number of mislabeled samples in the training set, the model can still
effectively learn palm vein features after sufficient training.
2) U-Net and UNet 3+ networks predict the probability of pixels belonging to palm vein

features but often overlook the relationships between pixels, which can result in issues with
continuity and smoothness of the extracted features. Adversarial segmentation does not
rely on assumptions and directly utilizes distribution sampling, allowing for the extraction
of deeper features. The goal of palm vein feature segmentation based on deep adversarial
learning is to ensure that the segmentation model is insensitive to whether the image is
from the source or target domain, allowing the abstract features extracted from the input
image to remain unaffected by inter-domain differences.

4. Conclusions. In this study, we propose a novel palm vein feature segmentation frame-
work, AdveinSeg, based on deep adversarial learning. The method integrates an image
transformation module and a segmentation network, both built upon the U-Net archi-
tecture, and jointly trained in an adversarial manner. Specifically, the transformation
network synthesizes diverse and challenging palm vein image pairs, thereby augmenting
the training data and enhancing the robustness of the segmentation network. To further
preserve semantic consistency between transformed images and their corresponding labels,
a cosine similarity constraint is introduced. This design encourages the segmentation mod-
el to extract more discriminative and generalizable features, especially under conditions
of limited annotated data. Extensive experiments on three publicly available datasets
demonstrate that AdveinSeg achieves superior segmentation performance compared with
a range of state-of-the-art traditional and deep learning-based approaches. The improve-
ments are consistent across multiple evaluation metrics, confirming the effectiveness of the
proposed adversarial training strategy in addressing data scarcity and improving feature
representation quality.
In subsequent research, we plan to explore a unified architecture where the transfor-

mation and segmentation networks share a common encoder, reducing computational
overhead while maintaining mutual benefit. Additionally, we aim to investigate the ap-
plication of the proposed framework to broader biometric segmentation tasks and other
real-world domains such as medical imaging and identity verification systems [50], thereby
demonstrating its scalability and adaptability in diverse practical scenarios.
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