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ABSTRACT. The rapid advancement of Internet of Things (IoT) networks has intensified
cybersecurity challenges in distributed smart environments, where traditional rule-based
intrusion detection systems struggle to identify unknown attacks and manage diverse data
streams. To address class imbalance and feature redundancy in IoT intrusion data, this
study visualizes feature correlations and employs statistical tests to evaluate their rele-
vance. A hybrid sampling technique is then applied to balancing the dataset. We propose
a novel ToT-aware network intrusion detection system (RGNIDS) that integrates convo-
lutional neural networks (CNNs), bidirectional gated recurrent units (BiGRUs), and a
self-attention mechanism to enhance feature extraction. This architecture is tailored to
the unique demands of IoT environments. Evaluations using the CSE-CIC-IDS2018 and
Network Security Laboratory-Knowledge Discovery in Databases (NSL-KDD) datasets
demonstrate that the RGNIDS outperforms traditional machine learning and existing
deep learning methods regarding accuracy, precision, recall, and F1-score. These results
demonstrate the model’s effectiveness in enhancing intrusion detection for IoT security.
Keywords: Network intrusion detection, Internet of Things, Bidirectional gated recur-
rent units, Self-attention mechanism, Hybrid sampling

1. Introduction. In modern society, Internet of Things (IoT)-enabled networks have
permeated every industry and personal life through interconnected smart devices by trig-
gering extensive data transmission and exchange across [oT ecosystems. As IoT-driven
information technology rapidly advances and achieves ubiquitous connectivity, cyberse-
curity issues are becoming increasingly critical, with significant implications for key loT-
dependent sectors such as smart grids and national security. These attacks, which range
from exploitation of vulnerable IoT protocols to complex coordinated intrusions across
industrial IoT systems, pose serious threats to the security of distributed IoT architec-
tures, data integrity, and trust in cyber-physical systems. As cybercriminals evolve attack
vectors specifically targeting [oT environments, effective security measures have become
essential for safeguarding heterogeneous IoT deployments.
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Intrusion detection systems (IDSs) [1] provide essential safeguards for IoT ecosystems
by monitoring and analyzing device-to-cloud network traffic to identify suspicious activ-
ities in IoT communication protocols. These systems are generally classified into IoT-
adaptive network intrusion detection systems (NIDSs) [2] and host-based intrusion de-
tection systems (HIDSs) [3]. HIDSs monitor embedded IoT endpoints, whereas NIDSs
analyze IoT device communications across fog and cloud layers. Modern NIDSs must
address loT-specific attack surfaces by examining encrypted message queuing telemetry
transport (MQTT) or constrained application protocol (CoAP) traffic and comparing pat-
terns with IoT behavioral baselines. These solutions are crucial for detecting IoT-botnet
distributed denial of service (DDoS) attacks [4], malicious firmware updates [5], and edge
device spoofing [6], thereby providing real-time security for smart home and industrial
[oT networks. Unlike conventional firewalls designed for static information technology
(IT) infrastructures, IoT-aware NIDSs dynamically adapt to evolving device topologies
while maintaining energy-efficient operation for low-power IoT nodes [7].

Recently, algorithms based on traditional machine learning, including random forest [§]
and support vector machine (SVM) [9], have been applied in IoT-enabled IDSs. How-
ever, these approaches face limitations in capturing spatiotemporal patterns from IoT
device clusters, such as weak generalization across dynamic IoT network topologies and
difficulty extracting deep semantic features from encrypted IoT communications. For
resource-constrained IoT environments, deep learning-based IDSs have emerged as su-
perior solutions, capable of processing multivariate sensor data streams by leveraging
spatiotemporal feature extraction across distributed IoT nodes. This enhances learning
capacity and generalization for evolving threat landscapes. Current advanced architec-
tures include lightweight convolutional networks [10] for IoT traffic analysis, recurrent
networks [11] modeling device behavior sequences, bidirectional long short-term mem-
ory networks (LSTMs) [12] detecting temporal anomalies in smart sensors, generative
adversarial networks [13], graph networks [14] monitoring IoT device interdependencies,
and sliding-mode observer method [15] applied to sensor fault diagnosis in critical IoT
infrastructures (e.g., battery systems).

In IoT security contexts, this study first visualizes network intrusion data using heat-
maps [16] to reveal feature correlations in IoT protocol payloads and employs the Pear-
son correlation coefficient [17] to identify device-type-specific attack indicators. A hybrid
sampling strategy is applied to addressing the data imbalance prevalent in IoT event
logs, where normal activities dominate. We propose an IoT-optimized intrusion detec-
tion system that integrates a residual-enhanced convolutional neural network (CNN) and
bidirectional gated recurrent units (BiGRU) architecture with self-attention mechanisms.
This architecture combines 1) residual connections for efficient feature propagation in
edge computing scenarios; 2) CNNs for local pattern extraction from IoT packet payloads;
3) BiGRUs for bidirectional sequence modeling to capture IoT device state transitions;
and 4) attention mechanisms for prioritizing critical features in heterogeneous IoT data
streams. Evaluation on public datasets demonstrates that the model achieves superior de-
tection performance than those of traditional methods, thereby showing higher detection
accuracy and improved robustness.

The main contributions of this study are as follows:

1) IoT-aware feature engineering was implemented using heatmaps and Pearson’s corre-
lation coefficient to identify relationships between device-specific telemetry features
and target variables. The ADASYN 4 Tomek Links hybrid sampling method was
employed to address class imbalance in IoT event logs by synthesizing minority attack
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samples (e.g., rare IoT botnet activities), removing noise from heterogeneous sensor
data, and balancing IoT security datasets dominated by normal device behavior.

2) A residual-enhanced CNN-BiGRU-based intrusion detection system (RGNIDSs) with
a self-attention mechanism is proposed. This architecture combines efficient feature
propagation and dynamic weighting across different modules to accurately identify
and classify potential attacks in the network.

3) Experiments were conducted on the CSE-CIC-IDS2018 and NSL-KDD datasets, and
the findings indicate that the proposed approach outperformed most existing meth-
ods regarding performance. Ablation studies confirmed the effectiveness of each sys-
tem module.

2. Related Works. Network intrusion detection (NID) techniques have undergone sev-
eral technological evolution since their inception in the early 1980s. Early methods in
the pre-IoT era primarily relied on rule matching and feature comparison, using static
analysis of homogeneous network traffic to detect known attack patterns. However, these
approaches are inadequate for modern IoT-driven heterogeneous networks, particularly
when facing zero-day attacks [18] targeting vulnerable IoT protocols [19] or device-specific
variants attacks in smart ecosystems. Their effectiveness is further reduced by the dynamic
device behavior of IoT devices and the prevalence of encrypted payloads.

To address loT-induced data imbalance in multiclass scenarios, oversampling [20] and
undersampling [21] methods have been developed to adjust both the distribution of sample
quantities across classes and the representation of minority classes. In the 1990s, tradi-
tional sampling methods were extensively adopted. Traditional oversampling equalizes
class distribution by replicating minority class samples (e.g., rare IoT edge device intru-
sions), whereas traditional undersampling reduces the number of majority class samples
by randomly removing them (e.g., standard sensor telemetry records). In 2002, Chawla
et al. proposed the synthetic minority over-sampling technique (SMOTE) [22] and the
clustered center-of-mass undersampling method. SMOTE enhances the minority class by
creating new synthetic samples rather than merely duplicating the existing ones. The
clustered center-of-mass method reduces the majority class size by grouping samples into
clusters and using cluster centers as representatives. In 2008, He et al. proposed adap-
tive synthetic sampling (ADASYN) [23], which focuses on generating additional synthetic
samples in regions where the minority class is difficult to classify.

The primary challenge in IoT-based intrusion detection is automated feature extrac-
tion from heterogeneous device communications. Conventional machine-learning tech-
niques rely on manual feature engineering, which is ineffective for encrypted IoT payloads.
Vinayakumar et al. [24] introduced a CNN-based model that significantly improved de-
tection accuracy by extracting relevant features from traffic through convolutional layers.
However, CNNs focus on local features and struggle to capture long-range dependencies
in IoT device-to-cloud communication sequences — a critical aspect for industrial IoT
anomaly detection. To address this, LSTM-based approaches model temporal dependen-
cies across smart device behavioral logs. Laghrissi et al. [25] proposed an LSTM-based
model capable of effectively identifying attacks in traffic, thereby achieving strong per-
formance on multiple datasets. Furthermore, bidirectional LSTM (BiLSTM) networks
enhance the sequence modeling by processing information in both forward and backward
directions. Imrana et al. [26] proposed a BiLSTM-based IDS that achieved better per-
formance in classifying attack types. Jouhari and Guizani [27] introduced a lightweight
model that integrated CNN and BiLSTM, thereby significantly reducing computation-
al overhead without compromising detection accuracy. In 2021, Seo et al. [28] presented
an intrusion detection model that combines a multi-head self-attention mechanism with
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LSTM, which can effectively enhance the detection of intricate attack patterns. The at-
tention mechanism dynamically assigns weights to input features to enhance the model
focus on the most important ones. In 2022, Xiao et al. [29] proposed a multisensor data
fusion method based on a graph convolutional network (GCN) combined with LSTM.
This approach captured spatial correlations among sensors through the GCN and mod-
eled temporal dependencies using LSTM which significantly enhanced the modeling of
spatiotemporal features. In 2024, Ullah et al. [30] proposed a model combining a trans-
former, CNN, and LSTM, which utilizes transformer-based transfer learning to extract
semantic features from network traffic. These features are then used by the LSTM-CNN
model to identify various types of attacks by deep learning representations.

Building on the concepts mentioned above, this study proposes a residual-enhanced
CNN-BiGRU-based intrusion detection system (RGNIDS) that integrates a CNN-BiGRU
with a self-attention mechanism. The system leverages residual connections to facilitate
efficient information flow between modules, while combining the spatiotemporal feature
extraction capabilities of CNN and BiGRU. The self-attention mechanism further en-
hances classification by assigning dynamic weights to salient features in the input data.
This integration improves detection accuracy while retaining computational efficiency. A
comparison between previous methods and the proposed model is presented in Table 1.

TABLE 1. Comparison of existing network intrusion detection model methods

Year Methods Datasets Balancing Limitations
methods
Limited sequential modeling,
2017 | CNN-based I;%Ef;%gg’ - Poor handling c?f temporal
dynamics
IDS-2012, Insufficient feature selection,
2021 MHSE IDS-2017 - Strong data dependence
) Data imbalance,
2022 BiLSTM NSL-KDD - Limited to NSL-KDD
UNSW-NB15 High computational cost,
2024 IDS-INT CIC-IDS2017 SMOTE Large data requirements,
NSL-KDD Overfitting risk
UNSW-NB15 Long training time
2023 | CBF-IDS [31] | CIC-IDS2017 |  Focal loss P & ) % .
NSLKDD oor interpretability
2024 | CNN-BIiLSTM | UNSW-NB15 | Weighted loss | Sensitive to long sequences
2025 Ours NSL-KDD ADASYN+ B
CIC-IDS2018 | Tomek Links

3. Proposed Model.

3.1. Feature extraction module based on heatmap and Pearson correlation co-
efficient (PHM block). The PHM module integrates Pearson correlation analysis with
heatmap visualization to extract more informative features by modeling both statistical
relationships and spatial patterns among input variables. First, it uses Pearson’s correla-
tion coefficient to compute the linear relationships between feature pairs and identify those
with strong or weak associations. These correlations are then visualized using heatmaps,
which enabled features with stronger correlations to be highlighted in the visualization.
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This process provides rich and interpretable insights into the intrinsic statistical struc-
ture of the feature space and highlights potential synergistic or redundant feature interac-
tions. In contrast to conventional feature extraction methods, PHM explicitly emphasizes
foundational statistical dependencies. By filtering and prioritizing features based on their
mutual correlations, PHM produces a refined feature set that effectively captures under-
lying data relationships, thereby facilitating subsequent modeling stages and contributing
to a more stable and efficient model performance in complex tasks.

3.2. Res-CNN module combining self-attention fusion. The residual-enhanced
CNN module integrates edge-optimized depthwise separable convolutions [32] with resid-
ual connections and self-attention mechanisms tailored for IoT protocol analysis. The
architecture first processes encrypted IoT payloads using channel-wise spatial convolu-
tions to target protocol-specific headers (e.g., MQTT control packets), followed by point-
wise convolutions to fuse cross-channel dependencies in heterogeneous IoT communication
patterns. Skip connections are added between each convolutional layer to directly com-
bine input and output feature maps to alleviate the gradient vanishing problem [33]. To
prioritize ToT attack patterns, a multi-head self-attention [34] layer analyzes contextual
relationships in device-to-cloud sessions by computing attention weights across temporal
and spatial [oT traffic dimensions. This mechanism intensifies the focus on protocol anom-
aly transitions (e.g., abrupt CoAP-to-HTTP shifts) and encrypted payload irregularities,
while suppressing redundant sensor telemetry noise.

This dynamic context-aware prioritization fundamentally distinguishes the module from
static correlation analysis. In contrast to conventional CNNs, it employs lightweight batch
normalization and spatial pooling to mitigate overfitting on sparse IoT attack signatures,
thereby ensuring effective convergence across diverse loT ecosystem datasets. The syner-
gistic architecture demonstrates particular efficacy in the real-time analysis of 6LOWPAN
fragmentation attacks and detection of masked industrial IoT command injections, which
establish foundational capabilities for adaptive edge security in smart city deployments.

3.3. Bi-directional gated recurrent unit (BiGRU) [35] module for self-attention
mechanism synergy. The BiGRU model is a form of recurrent neural network that com-
prises two separate GRU units [36]: one processes data in the forward direction of the
time sequence, and the other processes it in reverse. This bidirectional architecture en-
ables the BiGRU model to capture both past and future contexts within sequence data,
thereby improving its ability to analyze and predict temporal patterns. The GRU regu-
lates information flow using update and reset gate, along with a new candidate activation
to manage the flow of information.

To better capture the temporal dependencies in sequential data, we employed a com-
bined modeling approach that integrates a BiGRU with a self-attention mechanism. This
integration enables the module to learn temporal relationships while dynamically assigning
attention across different time steps during time-series processing. In a standard BiGRU
module, the forward and reverse networks process the sequence independently in opposite
directions. However, the self-attention mechanism allows the model to focus automatical-
ly on the most relevant time points for the current task by adjusting the weights for each
moment in the sequence. For [oT attack sequence analysis, the module processes time-
aligned features from Res-CNN outputs, transforming spatial patterns into context-aware
temporal representations. A self-attention layer subsequently weights critical phases in
[oT communication cycles, intensifying focus on anomalous temporal segments such as
sudden protocol handshake failures or industrial control command bursts.

This synergy enables the dynamic prioritization of attack-indicative intervals (e.g., bot-
net activation phases in smart meters) while suppressing benign periodic sensor updates.
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It enhances the model’s ability to capture meaningful time-series patterns and improves
the extraction of long-term dependencies. By incorporating a self-attention layer after the
BiGRU output, the model can assign different weights to each time step according to its
relevance, thereby allowing it to focus more precisely on critical temporal features. This
adaptive weighting mechanism contributes to improved accuracy in detecting complex
scanning behaviors.

3.4. Synergy and joint optimization between modules. First, the input data are
processed using a Res-CNN module with self-attentive fusion. This module introduces
residual concatenation with depthwise separable convolutions. Through channel-wise con-
volution, each feature channel is processed independently, followed by pointwise convo-
lution to fuse information across channels. The inclusion of a self-attention mechanism
allows feature maps obtained by convolution to be weighted according to their impor-
tance, thereby effectively highlighting critical local features and suppressing redundant or
irrelevant information. Batch normalization [37] and max-pooling [38] operations ensure
stable feature scaling for fluctuating IoT data rates, which is critical in smart-city sensor
networks with heterogeneous device sampling frequencies.

Next, the feature maps generated by the Res-CNN module are fed into the BiGRU
module, which captures the temporal dependencies by efficiently processing present and
past information through its bidirectional structure. The BiGRU output is then passed
to a multi-head attention mechanism that operates in parallel across different heads of
attention to learn the dependencies between the positions in the sequence, thus capturing
the key temporal patterns in the input sequence in a more fine-grained manner. In the
residual-enhanced CNN and BiGRU modules, the batch normalization and dropout [39]
were jointly utilized to further enhance the model’s training process.

Finally, the model fuses and classifies the information using a fully connected layer
followed by the output layer. Intermediate features are first regularized through dropout,
then mapped to the final classification space via a dense layer. The classification layer
features a lightweight, fully connected architecture optimized for resource-constrained
gateway hardware, which enables simultaneous detection of protocol-layer vulnerabilities
and application-layer data leaks through adaptive fusion of IoT spatiotemporal features.
A flow diagram of the overall structure is shown in Figure 1.
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FIGURE 1. The structure of RGNIDS
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4. Experiments.

4.1. Datasets. The NSL-KDD [40] dataset is an updated version of the extensively rec-
ognized KDD99 [41] dataset and contains four distinct attack categories: probing, U2R,
R2L, and DoS. Specifically, DoS attacks (e.g., Syn Flood) disrupts service availability,
whereas probing attacks (e.g., port scanning) focus on network reconnaissance. U2R ex-
ploits privilege escalation vulnerabilities through techniques such as buffer overflow, and
R2L attacks (e.g., password guessing) attempt unauthorized remote access. The dataset
comprises four subsets, with the complete training set containing 125,973 entries and the
test set containing 22,444 entries. Each record includes 43 features: 41 traffic charac-
teristics (e.g., duration, protocol type, and flag patterns). The label distribution shows
significant class imbalance — DoS dominates 36.46% of training samples, whereas U2R
and R2L collectively represent < 1%. The final two attributes denote attack labels and
severity levels. The number and proportion of dataset categories are shown in Table 2.

TABLE 2. NSL-KDD dataset composition

Dataset Quantlty.and DoS | Normal | Probe | R2L | U2R
proportion
. Number 45927 | 67343 | 11656 | 995 | 52
KDDTrain+ scale 36.46% | 53.46% | 9.25% | 0.79% | 0.04%
Number 7458 9711 2421 | 2654 | 200
KDDTest+ scale 33% | 43% | 11% | 12.1% | 0.9%

The CSE-CIC-IDS2018 [42] dataset was constructed under the supervision of the Cana-
dian Institute for Cybersecurity. It captures five consecutive days of network traffic data
by simulating multiple cyberattacks alongside normal traffic in a controlled environment.
The dataset contains 16,232,955 records, including 13,484,708 normal traffic entries, which
account for 83.07% of the total. In this study, 10% of the dataset was allocated to the
training set, whereas 2% was used for validation and another 2% for testing. The number
and proportion of data categories are listed in Table 3.

TaBLE 3. CSE-CIC-IDS2018 dataset composition

Category Total size | Total rate | Train size | Test size
Benign 13484708 83.07% 1338811 267762
Bot 286191 1.76% 28524 5705
DoS attacks-Hulk 461912 2.85% 46028 9205
DoS attacks-SlowHTTPTest 139890 0.86% 13976 2795
Brute Force-Web 611 0.004% 64 13
Brute Force-XSS 230 0.001% 30 6
SQL Injection 87 0.001% 10 2
DDoS attacks-LOIC-HTTP 576192 3.55% 57891 11578
Infilteration 161934 1% 15950 3190
DoS attacks-GoldenEye 41508 0.26% 4136 827
DoS attacks-Slowloris 10990 0.07% 1113 223
SSH-Bruteforce 187589 1.16% 18773 3755
FTP-Bruteforce 193360 1.19% 19443 3889
DDoS attacks-HOIC 686023 4.23% 68767 13753
DDoS attacks-LOIC-UDP 1730 0.01% 189 38
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4.2. Data processing. The NSL-KDD and CSE-CIC-IDS2018 datasets underwent stan-
dard preprocessing steps, including data cleaning to address missing values and remove
outliers, one-hot encoding [43] of categorical features (e.g., protocol type), and min-max
normalization to scale continuous numerical features to the [0, 1] range [44]. For dataset-
specific handling, the NSL-KDD dataset required no additional steps beyond standard
preprocessing, whereas the CSE-CIC-IDS2018 dataset involved converting timestamps to
numerical values and removing irrelevant traffic identifier columns to prevent overfitting.

4.3. Feature weighting. Using the PHM module, we quantified the linear correlation
between each feature and the target label using Pearson’s coefficient. This analysis deter-
mined the features most relevant to intrusion detection, as illustrated through heatmap
visualization and Pearson correlation coefficient results shown in Figure 2. Based on these
results, higher weights were assigned to features with a strong correlation during the mod-
el training process. This approach prioritizes key discriminative features to improve the

accuracy and robustness of intrusion classification.
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FIGURE 2. (a) Pearson correlation coefficient for the NSL-KDD dataset;
(b) feature correlation heatmap for the NSL-KDD dataset; (c¢) Pearson
correlation coefficient for the CSE-CIC-IDS2018 dataset; (d) feature corre-
lation heatmap for the CSE-CIC-IDS2018 dataset

4.4. Mixed sampling method selection. To address the significant class imbalance,
we implemented a hybrid sampling strategy that combines oversampling and undersam-
pling techniques. First, ADASYN was used to oversample minority classes by generating
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synthetic samples based on their density distribution. ADASYN emphasizes regions near
the decision boundary, where classification is more challenging. Subsequently, Tomek
Links [45] was applied for boundary cleaning. This technique identifies and removes ma-
jority class samples that form ambiguous pseudo-nearest neighbors with minority samples,
thereby reducing noise and clarifying class boundaries in overlapping regions. This hybrid
approach — adaptive oversampling followed by boundary-aware undersampling — balances
the class distribution while improving data separability and enhancing model generaliza-
tion on complex patterns. The pre-label classification sampling pairs for the NSL-KDD
dataset are shown in Figure 3. The pre-label classification sampling pairs for the NSL-
KDD dataset are shown in Figure 3, while those for the CSE-CIC-IDS2018 dataset are
presented in Figure 4.
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FicURE 4. Comparison of the number of categories in the CSE-CIC-
IDS2018 dataset before and after ADASYN+Tomek Links sampling

4.5. Selection of experimental hyperparameters and assessment indicators. In
this study, the model training parameters were set as follows: the cross-entropy loss func-
tion [46] was used for training process, and the Adam optimizer was selected. The number
of training epochs was set to 50, with a batch size of 256. A learning rate of 0.001 was
adopted using a cosine annealing strategy, with a 50% decay every 10 cycles, thus enabling
the optimizer to converge more accurately.
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The assessment indicators in this study were calculated using the confusion matrix [47]
presented in Table 4.

TABLE 4. Confusion matrix of network intrusion detection

Predicted value
Normal | Attack
Normal TN FP
Attack FN TP

Confusion matrix

True value

In Table 4, TP is the count of samples where both the predicted and true values are
attacks; FN denotes the number of samples whose predicted values are normal but whose
true values are attacks; FP is the number of samples where the predicted values are
attacks but whose true values are normal; and TN represents the number of samples
whose predicted and true values are both normal. Accuracy, Precision, Recall, and F1-
score were used to evaluate the classification performance of the model. The calculation
formulas are given in Equations (1)-(4):

TP+ TN
Ace = 1 1
“= Tpy TNy Pt N 0% (1)
TP
Pre— — %100 2
e = Tpy pp * 107 )
TP
=" 41
Reca Pr Nt 00% (3)
2« Pre* Recall
Pl = 25O N 00% (4)

Pre + Recall

4.6. Experimental results. Table 5 and Table 6 provide the main experimental results
for the NSL-KDD and CSE-CIC-IDS2018 datasets. The performance of the proposed
model in the classification task is compared with that of other models under identical
experimental conditions.

Binary and multi-class classification experiments were conducted on the NSL-KDD
dataset, which comprises 41 features and 23 subcategories of attack types. These subcat-
egories were consolidated into four main attack categories: DoS, R2L, U2R, and probing.
The experimental hyperparameters were outlined in the previous section. The proposed
RGNIDS model was compared against several state-of-the-art models from recent liter-
ature. As shown in Table 5 and Figure 5, RGNIDS outperforms the comparison models
across all four evaluation metrics in both binary and multi-class classification tasks.

To further evaluate the advantages of our model in multiclass intrusion detection tasks,
we evaluated the area under the curve receiver operating characteristic (AUC-ROC) for

TABLE 5. Performance comparison between RGNIDS and other models on
NSL-KDD dataset

Accuracy | Precision | Recall F1

GMM-WGAN [48] 84.65% 85.13% | 84.65% | 83.95%
XGB [49] 95.54% 92.61% | 95.54% | 93.41%
IDS-INT [30] 98.45% 98.00% | 99.00% | 98.00%

Res-TranBiLSTM [50] 90.99% 91.39% | 90.94% | 90.89%
Transformer-based [51] |  97.84% 97.95% | 97.72% | 97.83%
Ours 99.63% 99.62% | 99.63% | 99.62%
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each attack category on the NSL-KDD dataset. The AUC-ROC represents the trade-off
between the true positive rate (TPR) and false positive rate (FPR) across various classi-
fication thresholds. The results, shown in Figure 6, demonstrate that our model achieves
robust performance across the normal, DoS, probe, and U2R categories. Notably, for more
challenging attack types such an R2L, the model exhibits significant performance improve-
ments than those of other existing methods. The results indicate that the proposed model
outperforms other models in terms of enhancing intrusion detection performance and plays
a crucial role in enhancing the discrimination capability of intrusion detection systems

against network attacks.

Samples were extracted and processed from the CSE-CIC-IDS2018 dataset. Given the
large size and significant class imbalance within the dataset, proportional sampling was
conducted for each file. Owing to the large difference in the number of categories in this
dataset, we used ADASYN + Tomek Links for mixed sampling. The model performance
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comparison and confusion matrix of RGNIDS in binary and multicategorization tasks are
shown in Table 6 and Figure 7. Notably, the RGNIDS model is more balanced and better
than the other models in terms of the four-evaluation metrics Acc, Pre, Recall, and F1.
As described in the previous section, we plotted the AUC-ROC curves for each category of
the CSE-CIC-IDS2018 dataset. As shown in Figure 8, the model maintained an excellent
performance under most features.

TABLE 6. Performance of RGNIDS and other models on CSE-CIC-IDS2018
dataset vs. other models

Accuracy | Precision | Recall F1
CNN+LSTM 99.00% 98.00% | 99.00% | 92.00%
U-Net [52] 97.77% 97.94% | 97.53% | 97.73%
HPO+DNN [53] | 95.79% 95.38% 1 95.79% | 95.11%
Novel CNN [54] 97.20% 99.10% | 97.20% | 95.30%
HDLNIDS [55] 98.90% 98.60% | 99.16% | 98.83%
Ours 99.16% 99.07% ] 99.16% | 98.85%

Ficure 7. RGNIDS binary and multiclassification confusion matrices on
the CSE-CIC-IDS2018 dataset

4.7. Training efficiency analysis. To evaluate the proposed RGNIDS model, we com-
pared its training time with several existing benchmark models. Under identical hard-
ware and software configurations, we recorded the training time per epoch on the NSL-
KDD dataset. As shown in Figure 9, the RGNIDS model required a significantly longer
training time than the other models. This increased computational cost is primarily due
to the model’s complex architecture, which integrates multiple advanced components.
This multifaceted approach, although more computationally intensive than simpler mod-
els, enables a deeper analysis of spatial patterns (e.g., packet payload anomalies) and
temporal dynamics (e.g., sequence-based attack signatures), which significantly enhance
detection performance. Notably, the training time of RGNIDS is shorter than that of
transformer-based models, despite both incorporating complex sequence modeling and
feature interaction mechanisms. This represents a carefully considered tradeoff: by lever-
aging deep spatiotemporal feature extraction and attention-based weighting, RGNIDS
sacrifices training efficiency to achieve substantial improvements in prediction accuracy
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and robustness, which are critical requirements for effective intrusion detection in complex

IoT environments.

4.8. Ablation experiments. We propose RGNIDS, a residual-enhanced CNN-BiGRU
based NIDS incorporating a self-attention mechanism. To evaluate the contribution of each
module, we conducted ablation experiments on the NSL-KDD dataset using a transformer
+ CNN + LSTM model as the baseline. The full model without ablation is denoted as
Res-CNN+BiGRU+Attention. We used the Adam optimizer and trained 50 epochs with
a learning rate that varied throughout training. We compared the training efficiency and
evaluation metrics of different model variants: 1) CNN + BiGRU, 2) CNN + Attention,
and 3) BiIGRU + Attention, as shown in Table 7. The results demonstrate that each
component of RGNIDS contributes positively to the overall performance. Specifically,
CNN and attention primarily assess the importance of feature regions, whereas BiGRU
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TABLE 7. Performance of different modules of RGNIDS on NSL-KDD dataset

Accuracy | Precision | Recall F1
Transformer+CNN+LSTM 98.45% 98.00% | 99.00% | 98.00%

Res-CNN-+BiGRU 97.96% 97.92% 97.96% | 97.86%
Res-CNN-+Attention 96.22% 96.02% | 96.22% | 95.81%
BiGRU+Attention 98.24% 98.24% 98.24% | 98.20%

Res-CNN+BiGRU-+Attention | 99.63% 99.62% | 99.63% | 99.62%

effectively captures contextual temporal information, which is then weighted by attention
to generate the final classification.

5. Conclusion and Future Work. This study presents an loT-aware intrusion detec-
tion framework that addresses the critical security challenges in interconnected smart
ecosystems. By integrating heatmap visualization with Pearson correlation analysis tai-
lored to IoT protocol heterogeneity, our method effectively identifies discriminative fea-
tures across encrypted MQTT/CoAP traffic and device behavioral patterns. The ADA-
SYN + Tomek Links hybrid sampling strategy demonstrates particular efficacy in balanc-
ing industrial IoT datasets dominated by routine operational data, successfully mitigating
false negatives for stealthy edge device compromises while preserving temporal integrity
in smart grid communication sequences. The proposed RGNIDS architecture, which syn-
ergizes residual-enhanced CNNs with bidirectional GRUs and self-attention mechanisms,
achieves robust performance across both the legacy NSL-KDD dataset (simulating IoT
protocol reconnaissance) and the modern CSE-CIC-IDS2018 dataset (resembling cross-
layer IoT ecosystem breaches). It demonstrates adaptability to resource-constrained fog
computing environments through optimized feature processing pipelines. However, several
areas remain for improvement in future research. In IoT network security, existing meth-
ods require improvements in the dynamic adaptability of data preprocessing and feature
extraction. This includes using dynamic feature weighting to handle time-varying attack
patterns by optimizing the processing of high-dimensional sparse data, designed targeted
sampling strategies informed by domain knowledge to reduce false samples. Additionally,
enhancing multimodal feature fusion by integrating device metadata, physical-layer sig-
nals, and network behavior data is crucial for capturing multidimensional attack features.
Finally, realizing collaborative optimization of preprocessing and feature learning through
an end-to-end framework can improve data quality and model robustness.

In the future, we plan to optimize the model by reducing its complexity while enhancing
performance to improve computational efficiency. We will explore the integration of trans-
fer learning (TL) techniques to enable faster adaptation and enhanced detection accuracy
for novel attacks. Additionally, we plan to implement a multimodal data-fusion approach
that combines diverse data sources to improve identification of complex attack patterns.
Finally, we aim to develop an end-to-end framework that integrates preprocessing and
feature learning, thereby enabling joint optimization to improve data quality and overall
model robustness.
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