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ABSTRACT. Traditional security management emphasizes using bodyguards because of
their strong physique and quick reactions, but this does not thoroughly evaluate and con-
trol the entire service process of security management. To overcome the shortcomings
of traditional security management, the two purposes of this article are 1) to establish a
service blueprint of security management to display the service process through graphic
visuals; 2) using the service blueprint of security management as a basis, compute the
Risk Priority Number (RPN) based on the Occurrence rating, Severity rating and De-
tection rating of each potential failure mode through failure mode and effect analysis
to evaluate high potential failure modes of RPN and maintain them at a lowest risk.
This article adopted the study of [1] where the category probability of the Rasch model is
transformed into a membership function and obtained an objective RPN through Aggre-
gate Fuzzy Score (AFS) and defuzzified AFS of the fuzzy theory. If the score of failure
of the RPN is too high, it was specially evaluated and controlled to reduce risk.
Keywords: Failure mode and effects analysis (FMEA), Fuzzy, Rasch model, Service
blueprint

1. Introduction. Due to the diversity of society and internationalization brought on by
the convenience of transportation and communication, different security problems have
arisen. Therefore, the thoughts and implementation of security management change con-
tinuously. For example, because of the 9/11 incident in 2001 that shocked the whole
world, the USA government approved the Homeland Security Act 2002 to establish the
Department of Homeland Security to be in charge of the national security of the USA.

Traditional security management emphasized using bodyguards because of their strong
physique and quick reactions, but this type of security management does not have a
deep evaluation and control on the entire service process of security management. To
overcome the shortcomings of traditional security management, the two purposes of this
article are 1) to establish a service blueprint of security management to display the service
process through graphic visuals; 2) using the service blueprint of security management
as a basis, compute the Risk Priority Number (RPN) based on the Occurrence rating
(O), Severity rating (S) and Detection rating (D) of each potential failure mode through
Failure Mode and Effect Analysis (FMEA) to evaluate high potential failure modes of
RPN and maintain them at a lowest risk.
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2. Literature Review.

2.1. Security management. The scope of security management is vast and includes
personal safety, property safety and even national security. This study focuses on personal
safety where the subjects of this service are people. The people who need personal safety
are mostly politicians and people with public power and the resources to complete a task.
Security management is needed due to the increase in the diversity and complexities of
society and the fact that most social activities are attended by large groups of people.
For example, when local or international actors, actresses, singers or athletes are in any
public activity or any indoor or outdoor concert or performance, there will surely be large
groups of people who will attend. Therefore, these public figures have great need for
personal safety, and their demand for the quality of the security service will also continue
to increase. Traditional security management does not have a deep understanding and
control on the entire service process of security management. Besides the inability to
completely control any situation, the inability to predict risks, a lack of responsiveness,
a lack of monitoring and an incomplete contingency planning can cause life-threatening
situations, property damage, restrictions of freedom and even damage and delay of the
project activities or affect the peaceful order.

2.2. Service blueprinting. Blueprinting is often applied in construction when the ar-
chitect or designer shows their design concept through architectural drawings. In earlier
times, the architectural drawing was recopied onto a special type of paper which pro-
duced blue lines, thus giving them the blueprints. The whole process of the blueprint
is displayed through graphic visuals. Basically, a blueprint is a two-dimensional picture
where the horizontal axis represents the chronological order of the whole process and the
vertical axis represents the actions in the different stages. The application of blueprint-
ing is not limited to the industrial manufacturing process. Furthermore, [2,3] believed
that the delivery process of services can also be expressed through blueprinting. Using
blueprints to design the service process is called service blueprinting.

[2] suggested using service blueprinting to display the visual figure of the service to
assist the process designer to confirm the chronological order of service tasks, the content
of policy decisions, flow of resources, customer interaction and service throughout the
service process to enable the participating service providers to further understand the
details of the content and process of the service. More importantly, adding clients into
the service blueprints in order to separate the contacts of the service and the client’s use
of the line of visibility can assist process designers to set out from the client’s point of
view. The designers can then strengthen the service quality of the clients’ contact points
by thoroughly understanding the service process clients have experienced.

[4,5] suggested that, aside from the line of visibility, the line of interaction can also be
used to separate the interactions between clients and onstage employees, while the line of
internal interaction can be used to separate the actions of the internal support employees
from those of onstage and backstage employees. Therefore, the actions of the clients,
onstage employees, backstage employees and internal support employees can be separated
using the line of interaction, line of visibility and line of internal interaction.

[6] suggested adding potential failure modes in the service blueprint. Finding potential
failure modes in advance can add recognition points in the process, and using checklists
to prevent failures in the recognition points can guarantee that the service provided in
the service process is flawless.

2.3. Failure mode and effects analysis. Failure mode and effects analysis (FMEA)
was proposed in 1960 to mainly satisfy the high reliability and safety requirements of the
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aerospace industry. In 1960, the United States Department of Defense introduced FMEA
to ensure high quality and established the army standard “MIL-STD-1629”, revising it
to MIL-STD-1629A in 1980 [3]. [7] pointed out that the International Organization for
Standardization (ISO) suggested the adoption of FMEA in 1990 and incorporated it in
the standard of the ISO9000 series. FMEA is an engineering technique used to verify and
eliminate known and potential failures and errors before all products or services are de-
livered to the client. It also evaluates possible risks produced and adopts the appropriate
actions to fix them. The revised FMEA has been widely applied in different fields, in-
cluding aerospace, weapon manufacturing, machineries, automobiles, electronic industry,
semiconductor and medical service. FMEA plays an important role in the improvement of
the reliability of industries on the overall system and the quality of products and services.

According to [7], there are two types of FMEA; one type is at a designing stage where
it handles and designs related activities, and the other type is used to solve problems
in the manufacturing process. All FMEA analysis results are organized in an FMEA
Table. Traditionally, FMEA separately considers a ten point system according to the
characteristics of the product or service and calculates an RPN based on O, D, and S.
The RPN can only provide the chronological order of the evaluated results. [8] considered
the cost of failures as one of the evaluation standards. [9] conducted the evaluation based
on the impact of failure on financial status and proposed FMERA (Failure Modes, Effects,
and Financial Risk Analysis) based on maximizing the financial benefits, with a column
of cost related information added to the original FMEA Table.

[10] combined the service blueprint with the FMEA and applied it in the service design.
The main purpose is to evaluate all the possible points of failure of the products or service
processes and then, further confirm the actions needed to eliminate all the possible losses
of the process. This study used a hypermarket in Taiwan as the subject and proposed a
service blueprint and FMEA and then computed for the RPN.

3. Main Results. This article applied service blueprinting to conducting detailed re-
search and analysis on the workflow of the security industry and drawing a complete and
detailed blueprint to describe the security service. Linking all of the processes can provide
security managers with a more comprehensive and thorough understanding of the overall
security service process so that they can accurately provide high quality security service.

3.1. Case study. Let us examine the 9/11 terrorist attacks of 2001 when four civil
airlines were hijacked by terrorists. Two of them hit the World Trade Center in New
York, ultimately resulting in the collapse of the Twin Towers, while another one hit the
Pentagon near Washington DC and the last one crashed near Pittsburg in Pennsylvania.
A total of more than 3000 people died or went missing during these events.

After this event, continuous terrorist attacks through explosions, car bombs, kidnap-
pings, hijackings, suicide bombs, decapitations and gunshot further resulted in the deaths
of more than 3000 people with 7000 people injured throughout the world. The casualties
caused by terrorist attacks are really terrifying and shocking. America is the first rival of
terrorists, and conversely, terrorists also America. It challenges security management all
over the world.

This study took the game between the Denver Nuggets and the Indiana Pacers of the
US’s NBA on October 6, 2009 as an example. Players are the team’s most important
assets, as well as the soul of a team. Every player has priceless value, especially among
professional basketball teams. As to the safety of every American player and the risk of
terrorist attack, these issues are of utmost importance.
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The process of the Denver Nuggets and Indiana Pacers’ visit to Taiwan is divided
into three parts 1) arrival at Taiwan Taoyuan International Airport until check-in at the
hotel; 2) transportation from the hotel to the venue of the game and back to the hotel and
3) departing for Taiwan Taoyuan International Airport afterwards. Figure 1 shows the
service blueprint of the teams from their arrival in Taiwan to their departure. As shown
in Figure 1, the focuses of the security service are the entrance and exit of the hotel, the
transportation to and from the game venue, the duration of the game and the running of
the vehicles between the two locations. Thus, the physical evidence of this study is “hotel
security operation” and “court security operation” and is shown with the dashed line in
Figure 1.

The actions of the players shown with the dashed line in Figure 1 are separated into
three areas namely, “hotel check-in”, “vehicle operation” and “game venue”. This study
described the structure of the security service in the vertical axis. According to the hier-
archical structure, the line of interaction, line of visibility and line of internal interaction
of the security service separates the action of players, bodyguard staff, staff personnel and
support into four parts. In the security service blueprint, the line of interaction mainly
divides the interaction of the players and the bodyguard staff; the intersections where a
vertical line passes through the line of interaction represent that the players and the staff
have interactions. The line of visibility mainly divides the bodyguard staff that are seen
by the players and the staff that are not seen by the players. The function of the line
of internal interaction is to divide the interactions of the contact staff and the internal
support staff. Aside from showing the service blueprint with a visual flowchart, FMEA is
applied to these three areas and the RPN of these three areas are shown in Tables 1-3.

FMEA first considers the “potential failure mode” and then considers the “potential
failure”, “cause for failure”, “potential effect”, “control method” and “suggested measures
for improvement”. The risk evaluation of the degrees of S, O and D are separately
obtained according to the effect, cause and current detection method of FMEA. The
RPN is obtained after multiplying S, O and D, that is RPN = S x O x D. This study
divided the risks of S, O and D into three levels, and the evaluation criteria of the three
are separately shown in Tables 4-6.

Five experts were invited to provide their evaluation according to their expertise and
the actual situation. Their original data are organized and shown in Table 7. Through the
Rasch model analysis, we can find the ideal criteria every expert would use in evaluating
every element. First, S, O and D are separately used to compute the category probability
of each of the experts in every element. Then, this study adopted the results of [1] to
transform the category probability of the Rasch model to membership function and lastly,
obtain an objective RPN through the Aggregate fuzzy score (AFS) and defuzzified AFS
of the fuzzy theory. In the actual management or application, fuzzy can be used to solve
various problems.

In this article, the obtained RPN is arranged from highest to lowest, where the highest
threshold is prioritized and RPN = 18 is used as the threshold. Rankings lower than 18 are
considered low and are within the reasonable and safe boundary. An RPN greater than
or equal to 18 is considered an RPN with high potential for failure. Thus, it is required to
separate the RPN according to failure mode, effects and causes to find protective measures
and then strengthen it. This study further explored the cause of failure of high potential
failures, analyzed the potential effects and proposed suggestions for improvement, all of
which are shown in Tables 1-3.

With regards to the points of failure of “hotel check-in” shown in Table 1, the potential
failures higher than the threshold include: surrounding (RPN = 18), hijacking (RPN =
18), murder (RPN = 24) and sniper (RPN = 32). In Table 2, for the points of failure
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of “vehicle operation”, the potential failures higher than the threshold include: car crash
(RPN = 24), explosion (RPN = 32), ambush (RPN = 24) and sniper (RPN = 32).
With regards to the points of failure of “game venue” shown in Table 3, the potential
failures higher than the threshold are sniper (RPN = 32) and explosion (RPN = 32). It
is necessary to also provide measures for the improvement of these two high risk potential
failures.

3.2. RPN. Following the notations and the results of [1], in the partial credit model,
this expectation is modeled using the Rasch model for dichotomies:
Pij. . exp(Qj — iz
Pijz—1+ Pijz 1+ exp(6; — d;y)’

z=1,23, (1)

where P, is the probability of potential failure j scoring x on expert ¢, Pjj;—1 is the
probability of potential failure j scoring x — 1 on expert i, 0; is the potential RPN of
failure j, and 9;,, called a “step”, is an expert parameter governing the probability of
scoring x rather than z — 1 on expert .

Produce triangular fuzzy numbers through the step parameters of the Rasch model and
compute for the Aggregate fuzzy score. A triangular fuzzy number can be defined as a
triplet (a1, @iz, a;3). With regards to expert i, when the score is 1, the triangular fuzzy

number can be defined as a triplet (—3, _3’%‘5“, d;1); when the score is 2, the triangular
0i1+0i2

fuzzy number can be defined as a triplet (J;1, ,0;2); when the score is 3, the triangular

2
fuzzy number can be defined as a triplet (d;2, 5"22+3, 3). For example, in the detection (D) of
Expert 2, the triangular fuzzy numbers of score 1 are (—3.00, —2.03, —1.05), the triangular
fuzzy numbers of score 2 are (—1.05,0.41,1.86), and the triangular fuzzy numbers of score
3 are (1.86,2.43,3.00). Figure 2 shows the results of Expert 2. The results of the aggregate

fuzzy score of the five experts are shown in Table 8.

5 5
2 et Y G
The Aggregate fuzzy score (AFS) is defined as AFS = (aq, aq, a3) = (“ =L

5 7 5 7

5

> a3

i=1
5

applied the defuzzified AFS formula of [11], 9592+ 3ls0 called the total fuzzy score,
namely the D, O and S before transformation. Then, all the D, O and S before trans-
formation should add 3 in order to let the D, O and S be greater than 0. Afterwards,
transformation is ranked accordingly and shown in Table 9.

In Table 9, there are 19 potential failures with the largest value for RPN at 76.92 and
the smallest at 7.31. The RPN of this study is ranked from highest to lowest and gets
the top one-third of the items. The 6 highest items considered to be high risks are C8,
sniper; B1, car crash; B5, sniper; A4, murder, C9, explosion and A5, sniper. The bottom
one-third items are also obtained. The 6 lowest items considered to be low risks are C3,
surrounding; C1, stampede; C2, disturbance; B3, hijacking; C5, sabotage (car) and C6,
hijacking. The other 7 items are considered moderate risks.

Based on the example of the NBA players from the USA, there are three most important
potential failure modes (Tables 1-3). The following are the RPN of the potential failures:
In Table 1, there are 2 high risks in “hotel check-in” (RPN): A4. Murder (64.63), rank 4
and A5. Sniper (49.09), rank 6. There are 3 moderate risks: A3. Hijacking (42.65), rank
7; Al. Surrounding (41.09), rank 8 and A2. Sabotage (25.60), rank 11. There are no low
risks in this potential failure because this is the venue where the teams stayed the longest,
and naturally, the risks are higher and more important than those in other venues.

. After step 3, which is to compute the Aggregate fuzzy score (AFS), this study
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APPLICATION OF SERVICE BLUEPRINT AND FMEA IN SECURITY MANAGEMENT

TABLE 4. Evaluation criteria of the frequency of occurrence (O)

Level Rating Definition
Frequent 3 An incident will most probably occur
Occasional 2 An incident will probably occur
Remote 1 Almost no incident will occur

TABLE 5. Evaluation criteria of the degree of severity (.5)

Level Rating Definition

Catastrophic 3 The incident will cause death
Major 2 The incident will suspend the game or the itinerary
Minor 1 The incident will attract spectators

TABLE 6. Evaluation criteria of the chance of detection (D)

7481

Level |Rating Definition
High 1 |It’s easy to identify the causes or sources of the incident

Medium| 2 |It’s moderately easy to identify the causes or sources of the incident
Low 3 |It’s very difficult to identify the causes or sources of the incident

TABLE 7. The original data of the five experts

Detection (D)

Occurrence (O)

Severity (5)

Otential failure /Expert /Expert /Expert

1121345 (12|34 |5]1]2|3]4]5
Al | 1. Surrounding 31112131322 322]2]2]2]3
A2 | 2. Sabotage 2111222222 ]|3|2|22]2]2]2
A3 | 3. Hijacking 3121212121223 |1]3[3[2|2]|2]2
A4 | 4. Murder 3121212332122 3|2]23|3]2
Ab5 | 5. Sniper 31213132 |3|2|1]2]2/3[3[|1|3]1
B1 | 1. Car crash 3121211123333 [3|3]2]2|3]2
B2 | 2. Explosion 313112122 (2|2 2[3]3|3]|3]1
B3 | 3. Hijacking 2111222222 ]|222[2]1]2]2
B4 | 4. Ambush 31221211222 |2|12]2]|2|3]2
B5 | 5. Sniper 313131322212 |3|2]32|3]2
C1 | 1. Stampede 11111131332 (3|2|2|1|2]3
C2 | 2. Disturbance 1y2(1 (1123|332 |3|1|1|1|2]|2
C3 | 3. Surrounding 211212 (3|2|2|2|2]1]2]1]1]1
C4 | 4 Standscollapse | 2|2 |3 |21 1|1 1|2 2|23 |2|3]|3
C5 | 5. Sabotage (car) [ 2|1 |2(2]2 3|2 ]|2|2|2|1[2|2]|1]2
C6 | 6. Hijacking 2121221222123 22]2]2
q7 | 7 Murder (food o Fo g ta g g g 11222233

and beverages)

C8 | 8. Sniper 31312132223 [1[3[3[3[3|3]|2
C9 | 9. Explosion 3132121213 |1|3[3[3|3[3]3
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2. Expert2

Category Probability

p 05
al Measure 19
| |
I i
I I
1 1
I I
1 1
| I
1 1
| -3 -2 i o 1 8,2 E]

FIGURE 2. The schematic diagram of the transformation of the category
probability of the Rasch to triangular fuzzy numbers

In Table 2, there are 2 high risks in “vehicle operation”: B1l. Car Crash (68.4), rank 2
and B5. Sniper (65.31), rank 3. There are 2 moderate risks: B2. Explosion (39.14), rank
9 and B4. Ambush (27.55), rank 10. There is only 1 low risk: B3. Hijacking (18.24),
rank 16. In Table 3, there are 2 high risks in “game venue”: C8. Sniper (76.92), rank
1 and C9. Explosion (52.32), rank 5. There are 2 moderate risks: C7. Murder (Food
and Beverages) (23.93), rank 12 and C4. Stand Collapse (20.22), rank 13. There are
5 low risks: C6. Hijacking (19.87), rank 14; C5. Sabotage (Car) (19.03), rank 15; C2.
Disturbance (12.71), rank 17; C1. Stampede (9.58), rank 18 and C3. Surrounding (7.31),
rank 19.

4. Conclusion. For a long time, people often engaged themselves in a number of routine
operations in the security management system, but some details were often overlooked,
which caused threats to the life of the person being protected or affected the program
operation of the activities. This study used risk management and security as demands
and applied the FMEA to identifying characteristics of the danger and developing relevant
actions to establish high preventive measures. This study showed a visual flowchart using a
service blueprint. First, this study confirmed the range of the failure modes and found the
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TABLE 9. RPN and rank for before/after transformation

: : before after
Potential failure (D) ) SY (D) (0) ) RPN | Rank
Al | 1. Surrounding 0.02 092 047 |3.02 392 3.47|41.09 8
A2 | 2. Sabotage —-0.49 039 0.00 {251 3.39 3.00|25.60| 11
A3 | 3. Hijack 0.59 043 047 |3.59 343 3.47|42.65 7
A4 | 4. Murder 099 1.15 090 |3.99 415 3.90|64.63| 4
A5 | 5. Sniper 1.504 0.06 053 [4.54 3.06 3.53|49.09 6
B1 | 1. Car crash 0.10  2.51 1.00 |3.10 5.51 4.00 | 68.40 2
B2 | 2. Explosion —0.08 0.00 1.48 1292 3.00 4.48)39.14 9
B3 | 3. Hijack —0.49 0.00 —-0.58]2.51 3.00 242|1824| 16
B4 | 4. Ambush 0.00 —0.40 0.54 |3.00 2.60 3.54|27.55| 10
B5 | 5. Sniper 1.95 0.15 1.19 1495 3.15 4.19|65.31 3
C1| 1. Stampede =235 212 —-0.11]0.65 5.12 2.89| 9.58 18
C2 | 2. Disturbance —1.28 212 —1.56|1.72 512 1441271 17
C3 | 3. Surrounding —0.97 0.53 —-1.98]2.03 3.53 1.02] 7.31 19
C4 | 4. Stand collapse | —0.11 —1.50 1.65 [2.89 1.51 4.65|20.22| 13
C5 | 5. Sabotage (car) |—0.49 0.53 —0.86|2.51 3.53 2.15|19.03| 15
C6 | 6. Hijack —0.59 —-0.62 047 |[241 238 347|19.87| 14
o | T Murder (food 1y 65y 49 100 |3.95 151 4.00|23.93] 12
and beverages)
C8 | 8. Sniper 147 043 202 [ 447 343 5.02|76.92 1
C9 | 9. Explosion 0.40 —0.20 2.49 |3.40 280 5.49]|52.32 )

potential failure mode operation in the process and provided rankings for each potential
failure. Then, the Rasch model was used to obtain the objective risk index. Afterwards,
we divided the risks into high, moderate and low risks and suggested actions to each
potential failure to be used for future reference.

The results can serve as a reference to strengthen the actions in each process. Aside
from focusing intensive guidance on human factors, the strengthening actions typically
adopted should emphasize the strength and improvement of security management to serve
as preventive measures of risk. After the analysis, this study explored and described the
following principles, according to the results.

(1) Identification of high risk factors under failure mode

In a preliminary safety service roadmap, the high risks were identified by applying
FMEA. With Table 1 through Table 3, the high potential risk value of failure at each fail-
ure point in term of “hotel”, “transportation” and “basketball court” could be projected.
(Classify the risk priority index of potential into high, moderate and low risks and arrange
item 1 to 19 in order with the Rasch model. Accordingly, you may find the protection
procedures by failure mode, impact and cause and thus make improvements. Table 1 to
Table 3 further discuss the potential failure under high, moderate and low risks, ana-
lyze their potential influences and propose recommendations to reinforce corresponding
measures.

(2) Provide high quality safety management

FMEA is analysis in advance instead of remedy procedures afterward. The safety
management institute can only collect written information, such as general introductions,
websites and news in advance to achieve the best precautionary effects. It is necessary to
control timing and speed when performing security procedures. Controlling the possible
failure points in advance may provide the highest quality of safety management.
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(3) Reinforce educational training of security personnel

Personal safety management provides services to “people”. You all know that changes
in people are the most difficult to control and how to control the resulting situations is the
top priority in terms of providing the highest level of security. There might be accidents
and conditions encountered on duty anytime, and different training and precautions may
be provided depending on classification to reduce human problems and negligence.
(4) Be equipped with advanced devices and equipment

“To do a good job, one must first sharpen one’s tools”. Security services must have
good detection devices, as well as equipment that can prevent dangers, prior to performing
sound safety management. In regards to the continuous threats of our current complicated
society and the limited capabilities of security personnel, high-tech detection devices that
help professional security to perform tasks will be an inevitable choice for identifying
danger with advanced detection devices before the occurrence of unknown dangers and
can eliminate the danger in an extremely short period of time.
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