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ABSTRACT. With the advent of the computer age, well-organized information security
management is vital for ensuring the sustainable growth of businesses or organizations.
However, information security within an organization involves a number of levels, and
most importantly, the “human” factor. Previous studies have not emphasized information
security management issues. Medical organizations particularly have always neglected in-
formation security management issues. Information security issues can severely affect
the quality of medical care, as well as the reputation and sustainable development of
medical organizations. Thus, the primary purpose of this study is to assess the level of
attention provided to information security management by medical personnel in Taiwan.
This study developed an evaluation framework based on the ISO27001 standard for in-
formation security management, and surveyed personnel from two medical organizations
in Taiwan. Risk priority numbers (RPNs) were used to assess the level of attention pro-
vided to information security management by medical personnel in Taiwan. The results
indicate that information technology (IT) personnel pay great attention to information
security management, whereas most executives have no technological knowledge. General
staff have minimal technological knowledge and do not pay much attention to informa-
tion security. These results mean that information security management cannot be fully
implemented.
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1. Introduction. Medical organizations in Taiwan face unprecedented challenges and
impact to operations because of recent changes in the social environment, the implemen-
tation of National Health Insurance (NHI), and fierce competition within the industry.
In response to these challenges, medical organizations have introduced IT solutions to
enhance operational performance and increase the organization’s competitive advantage.
Recently, computer viruses and extensive hacking have caused severe information security
disasters to every type of business in the world; medical organizations are no exception.
The primary duty of medical organizations is to provide patients with excellent and ap-
propriate care. When information system is not operated properly, the quality of medical
care declines and the operational costs increase simultaneously. Therefore, establish-
ing effective information security protection has become an extremely relevant issue [6].
Medical organizations particularly have always neglected information security manage-
ment issues. Information security issues can severely affect the quality of medical care, as
well as the reputation and sustainable development of medical organizations. Thus, the
primary purpose of this study is to assess the level of attention provided to information
security management by medical personnel in Taiwan.
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Information security within an organization involves a number of levels, and most im-
portantly, the “human” factor. Previous studies have not emphasized information security
management issues. The information security generally required by medical organizations
can be classified into two categories: products and management services. Products in-
clude firewalls, antivirus software, hacking detection [21], virtual private networks (VPN),
and public key infrastructure (PKI), whereas management services comprise assistance in
establishing information security policies, integrating existing systems, acquiring informa-
tion security certification [14], and outsourcing the management of information security
systems.

Strengthening information security is crucial to enable consumers to purchase goods
online securely. Additionally, medical personnel have limited knowledge of information
security measures, such as encryption and decryption technology, firewalls, hacker pre-
vention, or virus protection [22]. Although today’s market still focuses more on products,
the conceptual shift in information security protection has increased public emphasis on
the management of security services. Most systems do not consider patients’ rights or
how to identify the information sender [1]. Information security within an organization
comprises numerous levels; previous studies have frequently neglected the most important
aspect, the human factor. Therefore, we propose that a well-planned information security
management system and greater emphasis on information security management among
medical personnel can ameliorate the various security issues currently faced in medical
organizations.

Information security systems in most medical organizations employ the ISO27001 stan-
dard for managing information security. This standard comprises 11 key points of control,
39 objective controls, and 133 control items. With such an abundance of objective con-
trols and control items, most medical personnel struggle to understand the connotations
and significance thoroughly. This has led to negligence of specific objective controls and
control items, and created vulnerabilities in the security management of medical organi-
zations.

The primary purpose of this study is to evaluate the level of attention that medical per-
sonnel give to information security management in medical organizations in Taiwan. This
study developed an evaluation framework based on the [ISO27001 standard for information
security management and interviewed medical personnel from two medical organizations
in Taiwan. RPN was used to assess the value medical personnel place on information
security management. The results indicate that information technology (IT) personnel
pay great attention to information security management, whereas most executives have no
technological knowledge. General staff have minimal technological knowledge and do not
pay much attention to information security. These results mean that information security
management cannot be fully implemented. The results may benefit medical organizations
by increasing awareness and knowledge of information security management and enhance
the establishment of an effective information security protection environment.

2. Information Security for Organizations. Scholars have proposed various defini-
tions of “information security.” With the advent of the digital age, the definition of
information security has gradually shifted from a technological product perspective to a
management perspective. This indicates that information security is a management issue
rather than a technological issue.

In a conference in 2001, the Organization for Economic Co-operation and Development
[18] defined the goal of information security as “protecting the interests of those relying
on information systems from harm resulting from failures of availability, confidentiality,
and integrity.”
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TABLE 1. Definition of information security

Source Definition
IBM (1984) [11] Protection of information assets from either deliberate or
accidental unauthorized disclosure, modification, destruc-
tion, or invalidation.
L. Huang (1992) [10] | Applying management procedures and security protection
technologies on computer software and data to ensure that
data in storage or transmission are protected from being
either deliberately or accidental accessed, deleted, or mod-
ified by a third party.
K. Liu (1995) [17] The protection scope for computer security involves tan-
gible and intangible elements, including the control room,
host computer, terminal, network cable, software, and
data. Sound security measures maintain the confiden-
tiality, authenticity or integrity, and availability of data.
Arthur et al. (1995) [2] | Information security threats can be classified as potential
threats, physical disasters, technical failures, human er-
rors, data abuse, and data loss.
Parker (1997) [19] Information security is the protection of the oral, printed,
and automatically recorded information of an individual
or organization, as well as protection of the generation,
processing, transmission, storage use, display, and control
of information.
T. Finne (2000) [9] Various measures adopted for reducing information risks.

Confidentiality: to ensure only authorized individuals can access information.

Authenticity or integrity: accuracy and integrity of the information protection and
processing technology.

Availability: to ensure the authorized individuals can obtain information and related
assets whenever required.

The confidentiality, authenticity, and availability of information are underlying elements
that ensure the competitiveness, smooth cash deployment, and profitability of an orga-
nization conforming to legal standards and possessing a good business image. However,
the authenticity and availability of information often appear more important to numer-
ous organizations, leading to an unbalanced situation because of management negligence.
Organizations aim to achieve ensure confidentiality and data protection; however, this
frequently leads to the inconvenience of data access. This is how hackers steal data and
why organizations most update their data security protection measures continually.

The ISO27001 [12] is an extensive information security management standard employed
by businesses and organizations; it provides the most comprehensive reference specifica-
tion for information security management in the world. In other words, the ISO27001
framework establishes standards for the information security management systems in or-
ganizations based on risk and crisis management.

According to OECD, the advent of the information technology age has not only acceler-
ated the growth of individual knowledge and industry applications, but has also boosted
globalization. Requirements for information security have also continuously increased.
Thus, the OECD Committee for Information, Computer, and Communications Policy
proposed a guideline for information security systems in 1990; this guideline was officially
approved in 1992.
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In 1993, Britain’s Department of Trade and Industry (DTI) published an information
security management standard. Subsequently, the British Standards Institution (BSI)
proposed the BS7799 Part I Code of Practice for Information Security Management in
February 1995. In 1998, the BS7799 Part II Information Security Management Systems
— Specification with Guidance for Use was published. An amendment to BS7799 Parts I
and IT was published in May 1999.

Upon its approval in November 2000, the BS7799 Part I became the information secu-
rity system standard known as ISO17799:2000, which was commonly adopted by organiza-
tions worldwide. In 2005, this standard was amended and republished as ISO17799:2005;
the BS7799 Part II was published as [SO27001:2005. The main difference between the
[SO17799:2005 and ISO27001 is that ISO17799 acts as a guide for information security
imports, whereas ISO27001 is an integrated information security verification standard.
Businesses or organizations can establish an information security management system
that matches their needs using the ISO27001 mechanisms.

In practical applications to establish internal information security management systems,
[SO27001 has 11 key points of control that comprise 39 objective controls and 133 control
items.

For medical organizations, the advantages of establishing security management can be
divided into internal and external advantages. Internally, establishing security manage-
ment can improve the information security environment of a medical organization, reduce
risk during information transactions, and enhance organizational profitability. Externally,
establishing security management enhances patients’ confidence and satisfaction with the
medical organization and strengthens the organization’s market competitiveness. Al-
though ISO27001 is not the only standard for establishing security management systems,
it has the most integrated explanations for constructing a complete information security
framework; thus, it has become the most commonly adopted mainstream information
security standard.

3. Research Method. Although more medical organizations are implementing informa-
tion security practices than before, the wide range of key control points, objective controls,
and control items in ISO27001 present a substantial challenge for medical personnel. To
understand the degree of emphasis and knowledge of information security management
issues among medical personnel, this study developed an evaluation framework based
on [SO27001 and interviewed personnel from two medical organizations in Taiwan. RPN
[5,15,20] was used to assess the degree of emphasis personnel given to information security
management.

To conduct qualitative risk analysis during project management, organizations are often
expected to focus on high-priority risks and establish a countermeasure strategy accord-
ing to enhanced project performance. Additionally, more organizational resources are
allocated to preventing, detecting, and responding to risk. To define high-priority risk,
we typically score the recognized risks listed in the risk list based on level of impact.
Then we multiply this score with the probability of occurrence. The combination of the
probability and impact represent the “risk index.” Finally, we contrast the probability
with the impact matrix to determine whether the risk is high, medium, or low. Risk
indices calculated by multiplying the impact with probability are commonly seen in nu-
merous books on problem analysis and decision making. In the decision making process,
evaluating the risks of available project options to eliminate projects with higher risk is a
commonly used method. In addition, manufacturers have also widely employed the failure
mode and effect analysis. For this, the RPN follows an identical concept and is calculated
according to severity (S), occurrence (O), and detection (D), RPN = O * S * D. This
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allows managers to focus on risks with a high severity and high occurrence rating, and
those that are difficult to detect in advance.

To evaluate the occurrence, severity, and detection when calculating the RPN, the three
indices are divided into five levels each. Next, the three indices are multiplied and the
resulting value is the RPN. The three indices and varying levels are described below.

Occurrence: the occurrence frequency of the considered aspects is used to determine
the level, as shown in Table 2.

TABLE 2. Occurrence

Value | Severity Level Occurrence frequency
1 Very low Once per year (or more than once per year)
2 Low Once per quarter (or more than once per quarter)
3 Medium Once per month (or more than once per month)
4 High Once per week (or more than once per week)
5 Very High | Continuous/daily occurrence

Severity: information security in hospitals can impact the environment differently ac-
cording to various information security qualities. Greater organizational output tends
to increase a hospital’s information security and resource consumption. Severity can be
divided into various levels, as shown in Table 3.

TABLE 3. Severity

Value | Severity Level Emergency/Abnormal Situation

1 Very low The situation can be resolved immediately

2 Low The situation can be resolved immediately, but it could
lead to possible losses

3 Medium The situation requires external assistance and could
lead to slight losses

4 High The situation requires external assistance and will lead
to severe losses

5 Very High | The situation cannot be resolved and will lead to severe
losses

Detectivity: the degree of abnormality or impact on a hospital’s information security
that can be detected by the organization’s staff or patients, as shown in Table 4.

For general applications of the FMEA method, improvements should be prioritized
according to their RPN score. A higher RPN score denotes a greater priority for improve-
ment.

4. Case Study. The purpose of this study is to evaluate the degree of emphasis and
knowledge of information security among personnel from medical organizations in Tai-
wan. For this study, we selected personnel from two regional medical organizations and
conducted a questionnaire survey. Basic information of the two regional medical organi-
zations is shown in Table 5.

This study used the following experimental procedures.

The questionnaire was developed according to the control items in ISO27001, and dis-
tributed among personnel from two regional medical organizations.

A total of 10 questionnaires were distributed in two regional medical organizations.
We collected 5 questionnaires from Hospital A, but only 3 questionnaires from Hospital
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TABLE 4. Detection

Degree of abnormality or impact on a hospital’s
Value | Severity Level information security that can be detected
by the hospital or patients

1 Very low Abnormality or impact can be discovered by visual
imspection or sensory perception

2 Low Abnormality or impact can be discovered by soft-
ware or hardware

3 Medium The hospital has not purchased relevant software or
hardware for immediate detection

4 High No relevant detection software or hardware is cur-
rently on the market

5 Very High | Cannot be detected or examined

TABLE 5. Basic information of hospitals

Item Hospital A | Hospital B
Number of medical personnel 400 700
Total units of computer equipment 500 400
Contains an independent information Yes Yes
technology (IT) department
Number of IT personnel 3 7

B. Only 3 of the questionnaires from Hospital A were valid for this study, whereas all 3
questionnaires from Hospital B were valid.

We then calculated the RPN for each control item in the questionnaire.

Subsequently, we compiled the collected data and conduct an analysis and comparison
according to the suggestions of experts.

After evaluating the degree of emphasis and knowledge regarding information security
of personnel from two regional medical organizations, we further analyzed the evaluation
results using actual data obtained through expert observation and verification. The results
revealed a correlation between the degree of emphasis and information security knowledge
and the actual performance of personnel from two regional medical organizations.

5. Discussion. After summarizing the RPN values, we have derived the following conclu-
sions. Hospital A had a more thorough security policy. In Hospital B, only I'T personnel
emphasized security policies. Additionally, general staff had no clear communication with
senior executives regarding security policies, and did implement or follow these security
policies. The senior executives and I'T personnel in Hospital A emphasized organizational
security; whereas, in Hospital B, only IT personnel emphasized organizational security
issues.

In both hospitals, only IT personnel emphasized asset classification and control. This
may be because other staff has no knowledge of asset classification and control.

Only general staff from Hospital B had low results. This indicates that the general staff
from Hospital B do not emphasize communications, operations management, and access
control.

Significant differences between the results of the two hospitals were found. From the
evenly distributed data, Hospital A showed a more favorable performance. The senior
executives of Hospital B also scored poorly, possibly because the general staff had no
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TABLE 6. RPN values

Hospital A Hospital B
Item o 7T e A
eror Operator eror Operator
Manager | Staff p Manager | Staff p
Information security 84 84 84 56 84 28
policy
Organization of infor- 306 306 251 241 408 129
mation security
Asset management 102 118 102 109 143 116
Human resource 360 360 3535 324 472 260
security
Physical and environ- 545 552 352 557 650 539
mental security
Communications 1068 1068 902 1117 1327 687
and operations
management
Access control 1299 1340 1125 1635 1698 1137
Information systems 732 688 704 844 840 536
acquisition, develop-
ment, and mainte-
nance
Information security 360 360 335 260 472 324
incident management
Business continuity 198 198 198 198 246 164
management
Compliance 397 397 349 442 399 292
SUM 5367 5387 4653 5827 6470 4148

understanding of the development and maintenance of information security systems. Al-
though both hospitals IT personnel placed the greatest emphasis on information security
management and had the most knowledge, an inverse result was found in the other two
hospital staff groups. Regarding personnel security, Hospital B performed better than
Hospital A did.

In both hospitals, only IT personnel emphasized the risk management of information
security. Most senior executives had minimal knowledge of this technology, and general
staff showed minimal knowledge and did not place much emphasis on information secu-
rity. Thus, these hospitals primarily require a bottom-up reporting policy and top-down
implementation.

6. Conclusion. To improve information security management performance in medical
organizations, we propose the following recommendations according to study results.
Security policy: organizations should primarily emphasize projects developed by the
information management office and enhance the awareness and training of general staff.
Organizational security: information security policies should be promoted in a top-
down manner to meet inspection requirements. Strategies addressing vulnerabilities in
post-disaster recovery, remote backup services, server patching, or other matters related
to information security have been developed, but should be implemented more thoroughly.
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Asset classification and control: asset classification and the corresponding safeguard
measures were considered insufficient. The users were unable to implement these mea-
sures when the standard operation procedures were in place. No hierarchical difference
existed between the groups; thus, we could not limit group members because of substan-
tial complicity. We recommend that the information management office develop measures
for improvement.

Personnel security: corresponding agreements (on confidentiality and intellectual prop-
erty rights) regarding third-party access are currently in place. However, an actual ed-
ucation or training program for staff is not provided. There is an information security
management system that monitors accidents, fault types, quantity, and cost of lost time.
Quantified data are stored in the main computer system rather than on personal com-
puters; however, data backups are copied from personal computers. No written opera-
tional procedures regarding file backups exist; this is conducted only upon verbal request.
Penalties for security breaches are only reflected in the employee’s evaluation. However,
communicating with staff that is not following instructions regarding the occurrence of in-
cidents is important. We recommend adjusting training requirements to include clarifying
the information security responsibilities of personnel.
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